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- Droit de L'internet, André Lucas

- Droit de Linformatique et Des Télécommunications,
Jérome Huet - Herbert Mais.

- Le droit de I'Internet : Lois, contrats et usages de Vincent
Fauchoux, Pierre Deprez, et Jean-Michel Bruguiére
(Broché - 22 janvier 2009).

- Droit de I'Informatique, Vivant (M.) Lamy, 1998.

- Philosophie du droit d'auteur "On Line", Internet saisi
par le Droit, Travaux de I'A.F.D.L.T, - Gautier (P-Y), Editions
des Parques, 1997.

- Business et Droit d'Internet, The Best of Mc Graw Hill,
Hance (O.), 1996.
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- Guerres dans le cyberspace, Services secrets et Internet,
Guisnel (J.), Editions La Découverte, 1995.

- The Law of Electronic Commerce, EDL, E-mail, and
Internet: Technologie, Proof and Liability, Wright (B.), 2nd
Ed.,Boston, Little, Brown and Company, 1995.

- Traité de la propriété littéraire et artistique, Lucas (A) et
Lucas (H), Paris, Litec, 1994.

- Lucas (A.), Résumé des débats du colloque: "Program
copyright and moral rights: a culture clash?" Symposium
de I'OMPI, Paris 1994: Computer and Law and Security
report, 1994.
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- Directive 2002/58/EC of the European Parliament and
of the Council of 12 July 2002 concerning the processing
of personal data and the protection of privacy in the
electronic communications sector (Directive on privacy
and electronic communications).

- Directive 2009/140/EC of the European Parliament
and of the Council of 25 November 2009 amending
Directives 2002/21/EC on a common regulatory
framework for electronic communications networks and
services, 2002/19/EC on access to, and interconnection
of, electronic communications networks and associated
facilities, and 2002/20/EC on the authorisation of
electronic communications networks and services.

- Directive 97/66/EC concerning the processing of
personal data and the protection of privacy in the
telecommunications sector, 15 December 1997.

- Directive 2000/31/EC of the European Parliament and
of the Council of 8 June 2000 on certain legal aspects
of information society services, in particular electronic
commerce, in the Internal Market ("Directive on electronic
commerce").

- DECLARATION on freedom of communication on the
Internet (Adopted by the Committee of Ministers on 28 May
2003 at the 840th meeting of the Ministers' Deputies).
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- Online Privacy: Using the Internet Safely Privacy
Rights Clearinghouse / UCAN. Posted July 1995. Revised
December 2010.
http://www.privacyrights.org/fs/fs18-cyb.htm

- Privacy and Telecommunications: Do We Have the
Safeguards? By Prashant lyengar and Elonnai Hickok in
Privacy — Nov 22, 2010.
http://www.cis-india.org/advocacy/igov/privacy-india/
privacy-telecommunications

- Protecting communications against forgery, by Daniel
J. Bernstein.

http://cryp.to/antiforgery/forgery-20080501.pdf

- Practical attacks against WEP and WPA, by Martin Beck,
Erik Tews, November 8, 2008.
http://dl.aircrack-ng.org/breakingwepandwpa.pdf

- Security of the WEP algorithm, by Nikita Borisov, lan
Goldberg, and David Wagner.
http://www.isaac.cs.berkeley.edu/isaac/wep-fag.html

- The Wireless Application Protocol (WAP), by Dave
Singel’eg, Bart Preneel, September 2003.

http://www.citeseerx.ist.psu.edu

- The Status of Voice over Internet Protocol (VOIP)
Worldwide, by the International Communication Union,
2006.

http://www.itu.int/osg/spu/ni/voice/papers/FoV-VolP-

Biggs-Draft.pdf

- Wiretapping and Electronic Eavesdropping, Olmstead
v. United States, Olmstead, Berger v. New York, Katz v.
United States.

http://law.jrank.org/pages/19166/Wiretapping-
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- Directive 2002/21/EC of the European Parliament and
of the Council of 7 March 2002 on a common regulatory
framework for electronic communications networks and
services (Framework Directive).

- Directive 2002/22/EC of the European Parliament and
of the Council of 7 March 2002 on universal service
and users' rights relating to electronic communications
networks and services.

- Directive 97/66/EC of the European Parliament and
of the Council of 15 December 1997 concerning the
processing of personal data and the protection of privacy
in the telecommunications sector.

- Directive 97/13/EC of the European Parliament and of
the Council of 10 April 1997 on a common framework for
general authorizations and individual licenses in the field
of telecommunications services.
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- Encryption over IP-proof.
http://www.frequentis.com/NR/rdonlyres/7A85EQ0DD-
518B-429C-9E18-BC6FC3D6758A/0/Frequentis Line
Encryption.pdf

Electronic-Eavesdropping.html

- Privacy: An Abbreviated Outline of Federal Statutes
Governing Wiretapping and Electronic Eavesdropping
by Gina Marie Stevens and Charles Doyle American Law
Division.

http://www.fas.org/sgp/crs/intel/98-327.pdf

- Report of the Director of the Administrative Office
of the United States Courts on Applications for Orders
Authorizing or Approving the Interception of Wire, Oral,
or Electronic Communications, 2009.

http://epic.org/privacy/wiretap/2005 wiretap_report.pdf

- Telecommunications  Security  Guidelines  for
Telecommunications Management Network, John
Kimmins, Charles Dinkel, and Dale Walters. U.S.

Department of Commerce.

http://csrc.nist.gov/publications/nistpubs/800-13/
sp800-13.pdf

- The Electronic Communications Privacy Act: Promoting
Security and Protecting Privacy, by Jim Dempsey ,
September 22, 2010.
http://www.cdt.org/testimony/electronic-communications-
privacy-act-promoting-security-and-protecting-privacy

-Testimony of Prof. Matt Blaze, House Committee on the
Judiciary, Subcommittee on the Constitution, Civil Rights,
and Civil Liberties, Hearing on ECPA Reform and the
Revolution in Location Based Technologies and Services,
June 24, 2010.

http://judiciary.house.gov hearings/pdf/Blaze100624.pdf

- "Lex Nokia” And Confidentiality In Electronic
Communications In Finland, Posted July 26, 2010 By Eija
Warma, of Castren & Snellman, Helsinki, Finland.
http://www.technologybar.org/2010/07/%E2%80%9Clex-
nokia%E2%80%9D-and-confidentiality-in-electronic-
communications-in-finland/
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- Optimizing Cost and Performance in Online Service
Provider Networks, by Zheng Zhang Purdue University,
Ming Zhang Microsoft Research, Albert Greenberg
Microsoft Research, Y. Charlie Hu Purdue University, Ratul
Mahajan Microsoft Research, Blaine Christian Microsoft
Corporation.
http://research.microsoft.com/en-us/um/people/ratul/
papers/nsdi2010-entact.pdf

- Data Encryption- Post note by UK Parliamentary Office
of Science and Technology, October 2006, available:
http://www.parliament.uk/documents/post/postpn270.
pdf

- IS Auditing Procedure: P9 Evaluation of Management
Controls Over Encryption Methodologies, by Information
Systems Audit and control Association,
http://www.isaca.org/Knowledge-Center/Standards/
Documents/P9EvalofMgmtControlsOverEncryptionMet
hodologie.pdf
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1- See ITU World Telecommunication/ICT Indicators database, available:
http://www.itu.int/ITU-D/ict/material/FactsFigures2010.pdf

- The number of Internet users has doubled between 2005 and 2010.

- In 2010, the number of Internet users will surpass the two billion mark, of which 1.2 billion will be in developing countries.

- A number of countries, including Estonia, Finland and Spain have declared access to the Internet as a legal right for citizens.

- With more than 420 million Internet users, China is the largest Internet market in the world.

- While 71% of the populations in developed countries are online, only 21% of the populations in developing countries are online.
By the end 0f 2010, Internet user penetration in Africa will reach 9.6%, far behind both the world average (30%) and the developing
country average (21%).

- By the end of 2010, there will be an estimated 5.3 billion million cellular subscriptions worldwide, including 940 million
subscriptions to 3G services.

- Access to mobile networks is now available to 90% of the world population and 80% of the population living in rural areas.

- See Key Global Telecom Indicators for the World Telecommunication Service Sector, by International Telecommunication Union

(2005-2010), available: http://www.itu.int/ITU-D/ict/statistics/at_glance/KeyTelecom.html
- See OECD Broadband statistics, June 2010, available: http://www.oecd.org/dataoecd/21/35/39574709.xls

2- See Testimony of Prof. Matt Blaze, House Committee on the Judiciary, Subcommittee on the Constitution, Civil Rights, and Civil
Liberties, Hearing on ECPA Reform and the Revolution in Location Based Technologies and Services, June 24, 2010, available: http://
judiciary.house.gov/hearings/pdf/Blaze100624.pdf

3- Server: A network device that provides service to the network users by managing shared resources. Note 1- The term is often used
in the context of a client-server architecture for a local area network (LAN). Note 2- Examples are a printer server and a file server.
Auvailable: http:/myrtle.forest.net/
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6- See “Lex Nokia” And Confidentiality In Electronic Communications In Finland, July 26, 2010, available:
http://www.technologybar.org/2010/07/%E2%80%9Clex-nokia%E2%80%9D-and-confidentiality-in-electronic-communications-in-
finland/

In Finland, the Constitution guarantees everyone a basic right of privacy, and specifically states that “The secrecy of correspondence,
telephony and other confidential communication is inviolable”.

7- See Service Provider Designation of Agent to Receive Notification of Claims of Infringement, by United States Copyright Office,
available: http://www.copyright.gov/onlinesp/

A “service provider” is defined as a provider of online services or network access, or the operator of facilities therefore, including an
entity offering the transmission, routing, or providing of connections for digital online communications, between or among points
specified by a user, of material of the user’s choosing, without modification to the content of the material as sent or received.

8- See the Internet Traffic Report (11/01/2001), available: http://www.internettrafficreport.com/

The Internet Traffic Report monitors the flow of data around the world. It then displays a value between zero and 100. Higher values
indicate faster and more reliable connections.

9- See the Commonwealth Telecommunications (Interception and Access) Act 1979 (TIA Act) amended on 13 June 2006, is to protect
the privacy of individuals who use the Australian telecommunications system, available: http://www.efa.org.au/Issues/Privacy/tia.
html#storedcomms

Definition of Stored Communications
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The TIA Act states:
Stored communication means a communication that:

(a) is not passing over a telecommunications system; and

(b) is held on equipment that is operated by, and is in the possession of, a carrier; and

(c) cannot be accessed on that equipment, by a person who is not a party to the communication, without the assistance of an
employee of the carrier.

10- See Data Encryption- Postnote by UK Parliamentary Office of Science and Technology, October 2006, available: http:/www.
parliament.uk/documents/post/postpn270.pdf

Encryption is increasingly used to protect digital information, from personal details held on a computer to financial details transmitted
over the Internet. Encryption has many benefits but can also be used to conceal criminal activity. This POSTnote outlines encryption
techniques, their applications and their reliability. It also discusses controversial government proposals to give public authorities new
powers under the Regulation of Investigatory Powers Act, relating to the handling of encrypted data in criminal investigations.

Viaccess¢ Irdeto¢ Beta Crypt« Conax¢ Nagra Vis ¢« Trucrypt« Open VPN¢ GnuPG / Ls 5 « paiall Jilu g o 0K sue i__mJLc. aa g =V
...l PGP« OpenSSL

12- Pretty Good Privacy (PGP) is a popular program used to encrypt and decrypt e-mail over the Internet. It can also be used to send
an encrypted digital signature that lets the receiver verify the sender’s identity and know that the message was not changed en route.
Available both as freeware and in a low-cost commercial version, PGP is the most widely used privacy-ensuring program by individuals
and is also used by many corporations. Developed by Philip R. Zimmermann in 1991, PGP has become a de facto standard for e-mail
security. PGP can also be used to encrypt files being stored so that they are unreadable by other users or intruders. Available: http://
searchsecurity.techtarget.com/sDefinition/0,,sid14_gci214292.00.html

13- Communication Protocols:
- Voice over Internet Protocol (VoIP) is referred to as and broadly includes Voice over Broadband (VoB), Voice over Digital Subscriber
Line (DSL), Voice over Internet (Vol), Voice over Wireless Local Area Network and Internet telephony. http://www.itu.int/osg/spu/
ni/voice/papers/FoV-VoIP-Biggs-Draft.pdf

- WEP Wired Equivalent Privacy, a security protocol for wireless local area networks (WLANSs) defined in the 802.11b standard.
WEDP is designed to provide the same level of security as that of a wired LAN. LANs are inherently more secure than WLANs
because LANs are somewhat protected by the physicalities of their structure, having some or all part of the network inside a
building that can be protected from unauthorized access. WLANs, which are over radio waves, do not have the same physical
structure and therefore are more vulnerable to tampering. WEP aims to provide security by encrypting data over radio waves so
that it is protected as it is transmitted from one end point to another. However, it has been found that WEP is not as secure as once
believed. WEP is used at the two lowest layers of the OSI model - the data link and physical layers; it therefore does not offer end-

to-end security. http:// www.webopedia.com/TERM/W/WEP.html

- WAP Wireless Application Protocol, a secure specification that allows users to access information instantly via sand the low-
bandwidth constraints of a wireless-handheld network. Although WAP supports HTML and XML, the WML language (an XML
application) is specifically devised for small screens and one-hand navigation without a keyboard. WML is scalable from two-line
text displays up through graphic screens found on items such as smart phones and communicators. WAP also supports WMLScript.
It is similar to JavaScript, but makes minimal demands on memory and CPU power because it does not contain many of the
unnecessary functions found in other scripting languages. Because WAP is fairly new, it is not a formal standard yet. It is still an
initiative that was started by Unwired Planet, Motorola, Nokia, and Ericsson. http:/www.webopedia.com/TERM/W/WAP.html

14- See Common Charter of Telecom Services, by Association of Unified Telecom Service Providers of India (AUSPI) 2005, available:
http://www.auspi.in/pdf/Common-Charter-of-Telecom-Services-2005.pdf

15- See Data protection in the electronic communications sector, available: http:/europa.cu/legislation _summaries/information

society/124120_en.htm
The provider of an electronic communications service must protect the security of its services by:

- ensuring personal data is accessed by authorized persons only;
- protecting personal data from being destroyed, lost or accidentally altered;
- ensuring the implementation of a security policy on the processing of personal data.

In the case of an infringement of personal data, the service provider must inform the person concerned, as well as the National
Regulatory Authority (NRA).
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16- See US Code § 2258A. Reporting requirements of electronic communication service providers and remote computing service
providers, available: http://www.law.cornell.edu/uscode/html/uscode18/usc_sec_18 00002258---A000-.html

17- See US Code 18 U.S.C. § 2511 (2)(A)(i) “It shall not be unlawful under this chapter for an operator of a switchboard, or an officer,
employee, or agent of a provider of wire or electronic communication service, whose facilities are used in the transmission of a wire or
electronic communication, to intercept, disclose, or use that communication in the normal course of his employment while engaged in
any activity which is a necessary incident to the rendition of his service or to the protection of the rights or property of the provider of
that service, except that a provider of wire communication service to the public shall not utilize service observing or random monitoring
except for mechanical or service quality control checks.” Available: http://www.cybertelecom.org/security/ecpaisp.htm

18- See Telecommunication Act of Australia 1997, available: http://www.acma.gov.au/WEB/STANDARD/pc=PC 100073

Section 324 of the Act requires an ISP to be able to intercept a communication passing over the ISP’s network or facility in accordance
with an interception warrant under the Telecommunications (Interception) Act 1979. In practice, when served with an interception
warrant, the ISP will be required to intercept all traffic transmitted, or caused to be transmitted, to and from the identifier of the target
service (for example, an electronic mail address) used by the interception subject and described on the face of the warrant. The ISP
will need to deliver the intercepted communications to an agreed delivery point from which the intercepting agency may access those
communications.

The ISP must also provide access to the traffic-related data generated to process the traffic. For interception of Internet traffic, traffic-
related data will be the signaling information contained within the IP datagrams and, where applicable, the calling line identifier of the
telephone service used by the interception subject to connect to the ISP.

19- See US Code 18 § 2258B. Limited liability for electronic communication service providers, remote computing service providers,
or domain name registrar, available: http://www.law.cornell.edu/uscode/18/usc_sec 18 00002258---B000-.html

20- See Declaration on freedom of communication on the Internet, (Adopted by the Council of Europe Committee of Ministers on 28
May 2003 at the 840th meeting of the Ministers’ Deputies), available: https://wcd.coe.int/wed/ViewDoc.jsp?id=37031

Principle 6: Limited liability of service providers for Internet content

Member states should not impose on service providers a general obligation to monitor content on the Internet to which they give
access, that they transmit or store, nor that of actively seeking facts or circumstances indicating illegal activity. Member states should
ensure that service providers are not held liable for content on the Internet when their function is limited, as defined by national law, to
transmitting information or providing access to the Internet. In cases where the functions of service providers are wider and they store
content emanating from other parties, member states may hold them co-responsible if they do not act expeditiously to remove or disable
access to information or services as soon as they become aware, as defined by national law, of their illegal nature or, in the event of a
claim for damages, of facts or circumstances revealing the illegality of the activity or information.

When defining under national law the obligations of service providers as set out in the previous paragraph, due care must be taken to
respect the freedom of expression of those who made the information available in the first place, as well as the corresponding right of
users to the information. In all cases, the above-mentioned limitations of liability should not affect the possibility of issuing injunctions
where service providers are required to terminate or prevent, to the extent possible, an infringement of the law.

21- See US Code 18 § 2258A. Reporting requirements of electronic communication service providers and remote computing service
providers, available: http://www.law.cornell.edu/uscode/html/uscode18/usc_sec 18 00002258---A000-.html

22- See Declaration on freedom of communication on the Internet, (Adopted by the Council of Europe Committee of Ministers on 28
May 2003 at the 840th meeting of the Ministers’ Deputies), available: https:/wcd.coe.int/wed/ViewDoc.jsp?id=37031

Principle 7: Anonymity

In order to ensure protection against online surveillance and to enhance the free expression of information and ideas, member states
should respect the will of users of the Internet not to disclose their identity. This does not prevent member states from taking measures
and co-operating in order to trace those responsible for criminal acts, in accordance with national law, the Convention for the Protection
of Human Rights and Fundamental Freedoms and other international agreements in the fields of justice and the police.

23- See Protecting communications against forgery, by Daniel J. Bernstein, available: http:/cr.yp.to/antiforgery/forgery-20080501.pdf

24- See IS Auditing Procedure Evaluation of Management Controls over encryption methodologies, available: http:/www.isaca.org/
Knowledge-Center/Standards/Documents/P9EvalofMgmtControlsOverEncryptionMethodologie.pdf

Risk Assessment in use of Encryption - The most critical aspect of encryption is the determination of what data should be encrypted
and where and when it should be encrypted.
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25- In a New York Times article by Charlie Savage (September 27, 2010) news that the Obama administration is proposing new
legislation that would provide the U.S. Government with direct access to all forms of digital communication, «including encrypted
e-mail transmitters like BlackBerry, social networking Web sites like Facebook and software that allows direct “peer to peer’ messaging
like Skype to be technically capable of complying if served with a wiretap order. The mandate would include being able to intercept and
unscramble encrypted messages.» In other words, the U.S. Government is taking exactly the position of the UAE and the Saudis: no
communications are permitted to be beyond the surveillance reach of U.S. authorities. The new law would not expand the Government’s
legal authority to eavesdrop -- that’s unnecessary, since post-9/11 legislation has dramatically expanded those authorities -- but would
require all communications, including ones over the Internet, to be built so as to enable the U.S. Government to intercept and monitor
them at any time when the law permits. In other words, Internet services could legally exist only insofar as there would be no such thing
as truly private communications; all must contain a «back door» to enable government officials to eavesdrop.

Available: http://boingboing.net/2010/09/27/obama-administration.html

- The FRA law (FRA-lagen in Swedish) is a Swedish legislative package that authorizes the state to warrantlessly wiretap all telephone
and Internet traffic that crosses Sweden's borders. It was passed by the Parliament of Sweden on June 18, 2008, by a vote of 143 to
138 (with one delegate abstaining and 67 delegates not present) and took effect on January 1, 2009. In more detail, «kFRA-law» is the
common name for a new law as well as several modifications to existing laws, formally called Government proposal 2006/07:63 —
Changes to defence intelligence activities (Swedish proposition 2006/07:63 — En anpassad forsvarsunderrdttelseverksamhet). It was
introduced as anti-terrorism legislation, and gives the government agency Swedish National Defence Radio Establishment (FRA,
Swedish Forsvarets radioanstalt) the right to conduct signals intelligence on - to intercept - all internet exchange points that exchange
traffic that crosses Swedish borders, though experts argue that it is impossible to differentiate between international traffic and traffic
between Swedes. Available: http://en.wikipedia.org/wiki/FRA law

See Figure of Signals Intelligence according to the «FRA-law».

26- See:
- US Code Chapter 119 § 2511. Interception and disclosure of wire, oral, or electronic communications prohibited, available:
http://www.law.cornell.edu/uscode/uscode18/usc_sec 18 00002511----000-.html

- US Patriot Act 2001, available: http://epic.org/privacy/terrorism/hr3162.html

27- See The Finnish Electronic Communications Privacy Act (516/2004), available: http://www.technologybar.org/2010/07/%E2
%80%9Clex-nokia%E2%80%9D-and-confidentiality-in-electronic-communications-in-finland

The 2002 directive was enacted in Finland in 2004 by the Act. The purpose of the Act is to guarantee confidentiality in electronic
communications and define specific circumstances when confidentiality is allowed to be breached. According to the Act, a breach is
permissible in the following situations: 1) by consent of a sender or recipient, 2) to facilitate handling of providing and using services, 3)
to allow handling for billing purposes, 4) to allow handling for marketing purposes by the service provider, 5) handling for the purposes
of technical development, 6) handling for the purpose of detecting a technical fault or error; and 7) handling in cases of misuse.

28- See Wiretap report 2009 - US courts - Table 4 Summary of Interceptions of Wire, Oral, or Electronic communications, January 1
through December 31, 2009, available: http://www.uscourts.gov/uscourts/Statistics/ WiretapReports/2009/Table4.pdf

A total of 2,376 intercepts authorized by Federal and state courts were completed in 2009. The number of applications for orders by
federal authorities was 663. The number of applications reported by state prosecuting officials was 1,713, with 24 states providing
reports, two more than in 2008. Installed wiretaps were in operation an average of 42 days per wiretap in 2009, compared to 41 days
in 2008. The average number of persons whose communications were intercepted rose from 92 per wiretap order in 2008 to 113 per
wiretap order in 2009. The average percentage of intercepted communications that were incriminating remained unchanged at 19
percent in 2009.

Public law 106-197 amended 18 U.S.C § 2519 (2) (b) to required that reporting should reflect the number of wiretap applications
granted for which encryption was encountered and whether such encryption prevented law enforcement officials from obtaining the
plain text of communications intercepted pursuant to the court orders. In 2009, one instance was reported of encryption encountered
during a state wiretap; however, this did not prevent the officials from obtaining the plain text of the communications.

29- See Comprehensive Counter-Terrorism Act of 1991 (Introduced in Senate - IS) Subtitle B--Electronic Communications SEC. 2201.
Cooperation of Telecommunications Providers with Law Enforcement, available: http://thomas.loc.gov/cgi-bin/query/F?¢102:1:./
temp/~c102zN0OWau:e30557

It is the sense of Congress that providers of electronic communications services and manufacturers of electronic communications
service equipment shall ensure that communications systems permit the government to obtain the plain text contents of voice, data, and
other communications when appropriately authorized by law.
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30- See Electronic communication Flow Chart, available: http:/www.plymouth.gov.uk/eleccomm3.pdf

31- See:
- US Code Chapter 119 § 2511. Interception and disclosure of wire, oral, or electronic communications prohibited, available:
http://www.law.cornell.edu/uscode/uscode18/usc_sec 18 00002511----000-.html

- US Patriot Act, 20001 available: http://epic.org/privacy/terrorism/hr3162.html

32- See Telecommunications (Interception and Access) Act 1979 (C'th), available: http://www.efa.org.au/Issues/Privacy/tia.html#scw
Prohibition on Access to Stored Communications. Section 108 states:
(1) A person commits an offence if:

(a) the person:
(1) accesses a stored communication; or
(i1) authorizes, suffers or permits another person to access a stored communication; or
(ii1) does any act or thing that will enable the person or another person to access a stored communication; and

(b) the person does so with the knowledge of neither of the following:
(1) the intended recipient of the stored communication;
(ii) the person who sent the stored communication.

Penalty: Imprisonment for 2 years or 120 penalty units, or both.

Note: This section does not prohibit accessing of communications that are no longer passing over a telecommunications system, from
the intended recipient or from a telecommunications device in the possession of the intended recipient.

(1A) Without limiting paragraph (1)(b), a person is taken for the purposes of that paragraph to have knowledge of an act referred to in
paragraph (1)(a) if written notice of an intention to do the act is given to the person.

33- See Electronic Communications Privacy Act (ECPA) enacted by the US Congress in 1986, available: http://www.fas.org/sgp/crs/
intel/98-327.pdf

Title III/ECPA bars the use of any mechanism (device), tape recorder included, to intentionally capture the spoken word or any
communication being transmitted electronically (intercept wire, oral, or electronic communications) without the consent of one of the
participants or a court order, 18 U.S.C. 2511(1)(a),(b). This applies to all telephone conversations whether a cell telephone is involved
or not. It likewise applies to all face to face conversations unless they occur in a public place or under other circumstances where the
speakers should reasonably have expected that their conversation would be overheard.
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ﬁou." Sad -

&dlolly chlolell goungo dwaldl duisdl ddygdl Jobiss
olegdinll JdBg o) Aopedl Joudl 8 A usIY
vary 2o Lgii)liog guslgll cie cdle il dyell
Lladl ple ggundl ol llly dullell ol dull
Silog S dacliuo bagy duyell iley, Sl Lgala] Lol
Joaws gl o S o Lgoudaity Lgadleo Lo duyell
duols wlerdass o wleygiss jlas] of bag>gll Lgiley, s

Ay SIX gudlaxlly codlolelly gless

AP | ‘Am;ﬁg € 990 -f

olegdul] IeSaw¥l whb)" slael gombie  paiy
ddoasdl Gyt JLae¥l ey 3385 o ole Mdulowdl
XS clguags” Sle pols 52855 g0 doSTall diasd8Xlg
clolelly pold sLd, X1 délus Jo>¥ JLE 1o 58" 19)0¥)

i SIX] 21 blgilly

AL gesslgdl sy Sy Eos ) Jloel culonds

(i SIE Sli¥ly dugSIXI adlgilly wlaiwdl ()
o gl sy Tlg duslell duigy i ST ol aiawdl @ulais
e drigilall Loyl suad g, iSIXI Slaiill
drslawX) ogydully gl Lgigdy duig,sSI¥I LSl
Aol sL¥ly ULl auad g, 2SI gaboill dal
orSI¥ gudeall diBolgn eS| gubeill eLiuX
digyiSIX) wlaiswll Iads jugiilly anlasll o atilosg

Lgimad dygllall Iogyiudly

duigyiSIXI ddskall loas sg50 wlilghuuag wlinly (T
Sldgo @utaily ayad tJgell by dally Balgiull cusliog
Balgad jauay gl dbgiSI¥ ddslall wloas 2930
Auboigll diydy aiens Lgsl sLacl ddguogoe ddslas
duold] ;9,3 ST¥ gubeill daglario dodw o adtgbruog
Graadl Shlgad jlao¥ dell LX) Lgimw pog 4
ddgio dbaball Salgh slell Jrcliog Lginbeiong
ay daleill wloglell dovis e disball olgadh w>lo
ol BBLoXLy lgiiady dbslall wleas g0 L dosdll
dlgina wlghs sl pae e Jooll bl ddghao



Saag dad) diglell wlidsl olsysiwe dqud -
Aol ool S Bgd aasl dobuwl SLS¥S 6 Lgiins>
Lgilay 1) opall b duigilall sloslell ddles ,fha

) TV /T/8Y gy

i g 5 Sl ey ¥ A ] gilall @udaisll -
Joe Auldl deoldf 31,938y dog, b

gt ol Gudl @uwg Guolal) i SIX LX) -
KR

g.om g..aLﬁ_IJ g_vL....IJI ogsLall 93 gdg)JSJ‘XI Sy {
Je0) Jasdl Ao Hguain

iyl oSy oilal e Eus . Aplonilly duial
RERRYEYAS

- La signature Electronique, Transactions et confiance sur
Internet, par Arnaud-F. Fausse, Paris 2001.

- De LEcrit Electronique et des signatures qui s'y
attachent, 14 Juin 2000.

- Le droit de la preuve est un Totem Moderne (Le
commerce électronique), par Cyrille Charbonneau et
Frédéric-Jérdme Pansier, Avril 2000.

- Hirst (M.): Computers and the English Law of Evidence,
Law, Computers & Artificial Intelligence, 1992.

- Bensoussan (A.) Contributions théoriques au droit
de la prevue dans le domaine informatique: Aspects
techniques et solutions juridiques, Gaz.Pal., 1991,2.

- The Legal and Market Aspects of Electronic Signatures
by the European Commission - DG Information, Society
final version.

http://ec.europa.eu/information_society/eeurope/ 2005/
all_about/security/electronic_sig report.pdf

- Commission welcomes new legal framework to
guarantee security of electronic signatures, Brussels, 30
November 1999.
http://ec.europa.eu/dg15en/media/sign/index.htm

- Digital Signature Guidelines Tutorial, American Bar
Association.
http://www.abanet.org/scitech/ec/isc/dsg-tutorial.hntml
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- Directive 2000/31/EC of the European Parliament and
of the Council of 8 June 2000 on certain legal aspects
of information society services, in particular electronic
commerce, in the Internal Market ("Directive on electronic
commerce").

-Model Law 56/80 on Electronic Signatures, adopted by the
United Nations Commission on International Trade Law.

- UNCITRAL Legislative Guide on Secured Transactions,
Supplement on security Rights in Intellectual Property,
United Nations Commission on International Trade Law.
Pre-release (15 July 2010).

- OECD Guidelines for Cryptography Policy, 27 March
1997.

- OECD Recommendation on Electronic Authentication,
and OECD Guidance for Electronic Authentication.

- Resolution on the communication from the Commission
to the Council, the European Parliament, the Economic
and Social Committee and the Committee of the
Regions on ensuring security and trust in electronic
telecommunication - towards a European framework
for digital signatures and encryption (COM(97)0503 C4-
0648/97).

- Commission recommendation 97/489/EC of 30 July
1997 concerning transactions by electronic payment
instruments and in particular the relationship between
issuer and holder.

- Commission Recommendation 87/598/EEC of 8
December 1987, concerning a European code of conduct
relating to electronic payments .

- Commission Decision of 28 July 2010 amending
Decision 2009/767/EC as regards the establishment,
maintenance and publication of trusted lists of
certification service providers supervised/accredited by
Member States.
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- Cryptographie et signature Electronique, Aspects
Juridiques; Alain Bensoussan, Yves le Roux, Hermes, 1999.

- How Encryption Works by Jeff Tyson published on.
http://computer.howstuffworks.com/encryption1.htm

- Digital Signatures and European Laws, by Mirella
Mazzeo, 26 Jan 2004.
http://www.symantec.com/connect/articles/digital-

signatures-and-european-laws

- Cryptography for Network and Information Security.
http://technet.microsoft.com/en-us/library/cc962027.
aspx

- Cryptography Policy, by Lance J. Hofjhan, Fam A. Ali,
Steven L. HeAle+, Am Huybredtts, September 1994.
http://www.cspri.seas.gwu.edu/Mazz.%20Papers/p109-
hoffman%20Crypto%20Policy%20CACM.pdf

- Data Encryption Standard (DES), Federal Information,
Processing Standards Publication 46-2, 1993 December
30.

Federal
197,

- Advanced Encryption Standard (AES),
Information, Processing Standards Publication
November 26, 2001.

- The National Strategy to Secure Cyberspace, the White
House Washington- February 2003.

- Privacy and Encryption controls: A Crypto Trilogy
(Bernstein, Junger & Karn), by Keith Aoki. This module
has been revised to reflect the state of affairs as of
August 24, 2000. The earlier 1999 version of this model
is superceded

-The Codebreakers: The Story of Secret Writing (1973; rev.
ed, 1996); by David Kahn
http://www.britannica.com/dday/article-7517

- Data Encryption for QUB Confidential Data, Security
Policy User Guidel, Queen's University, Belfast.23
February 2009.
http://www.qub.ac.uk/directorates/Information Services
StaffComputing/ITServices/FileStoresecuritypolicies/
word/Filetoupload,140675,en.doc

- Information Privacy in Cyberspace Transactions by Jerry
Kang, April 1998
http://www.ntia.doc.gov/ntiahome/privacy/files/

cprivacy.pdf

- Les enjeux de la cryptographie, Lionel Thoumyre,
November 1998.
http://www.juriscom.net//espace2/crypto2.htm
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- SEAL encryption algorithm.

http://www.cisco.com/en/US/docs/ios/12 3t/12 3t7/
feature/gquide/gt _se.html#wp1027129

- RC4 encryption algorithm.
http://www.codeproject.com/KB/recipes/rc4csharp.aspx

- The CSS Decryption Algorithm.
http://www.cs.cmu.edu/~dst/DeCSS/Gallery/plain-

english.html

- PHP - Simple Encryption and Decryption algorithm.
http://flax.ie/php-simple-encryption-and-decryption-
algorithm/

- CAS Central Authentication Service project.
http://www.jasig.org/cas
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- List of European Service Providers Issuing Qualified
Certificates.
http://eu.adr.eu/html/en/adr/electronic_signatures/

PDF1.pdf

- Global List of PCI DSS Validated Service Providers.
http://usa.visa.com/download/merchants/cisp-list-of-

pcidss-compliant-service-providers.pdf

- Qualified Security Assessor (QSA) companies.
https://www.pcisecuritystandards.org/approved
companies_providers/gsa_companies.php
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- Guidelines on Firewalls and Firewall Policy.

http://csrc.nist.gov/publications/nistpubs/800-41-Rev1/
sp800-41-revi.pdf

- Payment Application Data Security Standard.

https://www.pcisecuritystandards.org/documents/pa-
dss_v2.pdf

- Methods, software programs, and systems for electronic
information security.

http://www.freepatentsonline.com/7395436.html

- Secured electronic mail system and method.
http://www.freepatentsonline.com/y2002/0007453.html

- Creating, verifying, managing, and using original digital
files.
http://www.freepatentsonline.com/y2002/0055942.html
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- DES-Data Encryption Standard.
http://www.itl.nist.gov/fipspubs/fip46-2.htm

DSPs-ISPs-List
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http://www.mcit.gov.sa/arabic/NationalCenter
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http://www.tra.gov.ae/news100-A.php
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- http://searchmobilecomputing.bitpipe.com/data/olist?
iStart=1&t=itmgmt 10 50 20 28 2

- AES-Advanced Encryption Standard.
http://csrc.nist.gov/publications/fips/fips197/fips-197.

pdf

- RSA's security system.

http://ecommerce.hostip.info/pages/914/RSA-Data-
Security.html

- BLOWFISH encryption algorithm.
http://www.schneier.com/blowfish.html

- IDEA International Data Encryption Algorithm.
http://www.quadibloc.com/crypto/co040302.htm
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- Verisign company. - Protectyon, established in Haarlem (the Netherlands).

http://www.verisign.com/ As a team of web designers, software developers and
application engineers we have been fighting copyright
infringement since day one, which gave us the idea to
provide a new innovative service to fight online piracy.
http://www.protectyon.com/about.php
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1- Information Privacy in Cyberspace Transactions by Jerry Kang 1998: http://www.ntia.doc.gov/ntiahome/privacy/files/cprivacy.pdf
«Cyberspace transaction» means an interaction with an individual through cyberspace for the purposes of satisfying, accepting, or
completing an individual’s request, offer, lease, financing, rental, purchase, sale, or exchange of information, services, or goods. A
«cyberspace transaction» specifically includes the browsing of a World Wide Web page through the hypertext transfer protocol and its
subsequent extensions, regardless of whether any money is exchanged. A «cyberspace transaction» specifically excludes any portion of
an interaction that is a message from an individual to an individual in a noncommercial context, or to a publicly accessible forum.

" ) e laall iy o 55 s 5 Ja 6T =Y

oY e Ty 8 5 B YT Ra,Y 3V e o g < B8 o slall a3l e s puatll o))" s 5o Baddh 5 oWl 35 IV S LY pal s =¥
ST el Gags i« o sl (5 gina LR (2 s Gl < slall g &A1 58 0 530 Janianl Em T e 581 peme (B Mall JiS Y 0 0 ale Jloa
o) ekl o g a5 0 58U sall sk LS pgead s 5 2 Sl G e il 8501 sl (3 T s 5 505 ol Sigll 3 Ll 5 Dolid
‘_@L.a\,mwhm\,ll)}a.ll@)uudl\z_m JJ:.Hwuwﬁaﬁm&h‘.)JJLudalwuLSJlaA.wuLuEUJIMLQJJJI o st ot
t\,.c\,.n]l [RVY dﬁjumdfjﬂuﬂ'.ud; LeLle.\Trlthemlus UALA.‘\” oa tl@JJ cel Haudl Jlasyl s_a|JAYouSun ‘ueu-us LJLL.\I
ASE sl @las bLiswY Black Chambers ¢la gudl 53l Goas L Ty, Y J\gd.“rlaa—o@&.ﬂd' oo bl oLEl 3 VOVA ale
JS gsiadanl s QI B Ll Sl guBae G o sSi  nasall OY su SIS s AT ol ghd sl ale e oS ey LAY Jadl ol skl
T Ll 5L < B pal) ol B il Ba o) o dall yé il AL 31 (ROtOr (SL eIl Sl pall i say el Tam ¥l Ga Yl e Lgse
o s Ll LS ) e salll @3 VAR O ale LU &l Bgals (VAEE ale GILARN ¢ po s . il (alll £ A3 A uiiall Ba o) e
"oVl L

ot Faley o Lpan 5 ule) oatiy Wl dis Sy cdeles Jom Bl Gl o 36 Ul el Baall db 3 Sladl paall e JUS
) bty Janl g o Ll sl 5 cyuas (el

Aalaal 03g) 1851 E0T agd B g i) e ls g 5abiall abaad o le geo s 9L, g 335 —



g S gaBlonlly duig,n SN cidlalelf - oL sLik ¥

-How encryption works: http://computer.howstuffworks.com/encryptionl.htm

The Greek historian Plutarch wrote, for example, about Spartan generals who sent and received sensitive messages using a scytale, a
thin cylinder made out of wood. The general would wrap a piece of parchment around the scytale and write his message along its length.
When someone removed the paper from the cylinder, the writing appeared to be a jumble of nonsense. But if the other general receiving
the parchment had a scytale of similar size, he could wrap the paper around it and easily read the intended message.

=l 8

http://www.itl.nist.gov/fipspubs/fip46-2.htm DES-Data Encryption Standard pllss —

DES — Data Encryption Standard http://www.cypher.com.au/crypto_history.htm

In 1972 the US National Bureau of Standards began the search for an encryption algorithm that could be tested and certified. After
several false starts in 1974 IBM offered the US government an algorithm which was based on the early 1970’s LUFICER algorithm.
The offer was accepted and the algorithm was tested and ‘adjusted’ by the NSA and eventually released as a federal standard in 1976.

DES is a Symmetric block cypher based on a 64 bit block. The user feeds in a 64 block of plain text and is returned 64 bits of cyphertext.
The same algorithm and key are used for the encrypt and decrypt operations.

Since its release in 1976 the key has remained fixed at 56 bits (reduced from a 128 bit key as part of the NSA ‘adjustment’) although
it was possible to ‘build’ DES with a 128 bit key, exporting it from the US was banned. Recently however this key length restriction
was removed by the US Government.

http://csre.nist.gov/publications/fips/fips197/fips-197.pdf s &l 1igs 33 5all AES-Advanced Encryption Standard sl —

AES - Advanced Encryption Standard, The Latest Encryption Algorithm http://cyberstephanians.blogspot.com/2008/02/advanced-
encryption-standard-latest.html

Advanced Encryption Standard (AES) is the latest encryption standard used to protect confidential information like financial data for
government and commercial use. It is a stronger symmetric encryption algorithm that was approved by NIST (National Institute of
Standards and Technology) to replace the Data Encryption Standard (DES) and Triple DES encryption algorithm. DES is arguably
the most important and widely used cryptographic algorithm in the world. However, its usefulness is now quite limited after years
of advances in computational technology. A DES key can now be easily cracked after several hours of number crunching. By using
dedicated hardware, Electronic Frontier Foundation manages to break it in 22 hours (http://www.rsasecurity.com/rsalabs/des3/).

Advanced Encryption Standard (AES), also known as Rijndael, is a block cipher adopted as an encryption standard by the U.S.
government. It has been analyzed extensively and is now used worldwide, as was the case with its predecessor,[3] the Data Encryption
Standard (DES). AES was announced by National Institute of Standards and Technology (NIST) as U.S. FIPS PUB 197 (FIPS 197)
on November 26, 2001 after a 5-year standardization process (see Advanced Encryption Standard process for more details). It became
effective as a standard May 26, 2002. As of 2006, AES is one of the most popular algorithms used in symmetric key cryptography. It is
available by choice in many different encryption packages.
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3-Way ¢ ABC + Akelarre * Anubis * ARIA * BaseKing ¢ BassOmatic * BATON ¢ BEAR and LION ¢ CAST-256 ¢ CIKS-1 -
CIPHERUNICORN-A « CIPHERUNICORN-E ¢ CLEFIA ¢ CMEA ¢ Cobra * COCONUT?98 ¢ Crab * Cryptomeria/C2 « CRYPTON -
CS-Cipher « DEAL « DES-X ¢ DFC ¢ E2 « FEAL « FEA-M « FROG * G-DES « GOST ¢ Grand Cru « Hasty Pudding cipher * Hierocrypt
* ICE « IDEA NXT - Intel Cascade Cipher ° Iraqi * KASUMI * KeeLoq * KHAZAD < Khufu and Khafre ¢« KN-Cipher « Ladder-DES
* Libelle « LOKI97 « LOKI89/91 * Lucifer * M6 » M8 » MacGuffin « Madryga * MAGENTA ¢« MARS ¢ Mercy * MESH » MISTY 1
* MMB ¢« MULTI2 « MultiSwap ¢ New Data Seal * NewDES ¢« Nimbus * NOEKEON ¢« NUSH ¢ Q * RC6 « REDOC -« Red Pike * S-1
* SAFER ¢ SAVILLE « SC2000 « SHACAL « SHARK * SMS4 ¢ Spectr-H64 ¢ Square « SXAL/MBAL e Threefish ¢ Treyfer « UES
Xenon * xmx * XXTEA ¢ Zodiac.

5- The legal and market aspects of electronic signature, Study for the European Commission- DG Information Society http://ec.europa.
ew/information_society/eeurope/2005/all_about/security/electronic_sig_report.pdf
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7- See Authentication Protocols, available: http://www.comptechdoc.org/independent/networking/protocol/protauthen.html
An authentication protocol is a type of cryptographic protocol with the purpose of authenticating entities wishing to communicate
securely:

CHAP - Challenge Handshake Authentication Protocol is a three way handshake protocol which is considered more secure than PAP.
Authentication Protocol.

EAP - Extensible Authentication Protocol is used between a dial-in client and server to determine what authentication protocol will be
used.

PAP - Password Authentification Protocol is a two way handshake protocol designed for use with PPP. Authentication Protocol Password
Authentication Protocol is a plain text password used on older SLIP systems. It is not secure.

SPAP - Shiva PAP. Only NT RAS server supports this for clients dialing in.

DES - Data Encryption Standard for older clients and servers.

RADIUS - Remote Authentication Dial-In User Service used to authenticate users dialing in remotely to servers in a organization’s
network.

S/Key - A one time password system, secure against replays. RFC 2289. Authentication Protocol.

TACACS - Ofters authentication, accounting, and authorization. Authentication Protocol.

MS-CHAP (MD#4) - Uses a Microsoft version of RSA message digest 4 challenge and reply protocol. It only works on Microsoft
systems and enables data encryption. Selecting this authentification method causes all data to be encrypted.

SKID - SKID2 and SKID3 are vulnerable to a man in the middle attack.

8- UNCITRAL Model Law on Electronic Signatures (2001), available: http://www.uncitral.org/pdf/english/texts/electcom/ml-elecsig-e.
pdf

- “Electronic signature” means data in electronic form in, affixed to or logically associated with, a data message, which may be used to
identify the signatory in relation to the data message and to indicate the signatory’s approval of the information contained in the data
message;

- A digital signature (not to be confused with a digital certificate) is an electronic signature that can be used to authenticate the identity
of the sender of a message or the signer of a document, and possibly to ensure that the original content of the message or document that
has been sent is unchanged. Digital signatures are easily transportable, cannot be imitated by someone else, and can be automatically
time-stamped. The ability to ensure that the original signed message arrived means that the sender cannot easily repudiate it later. A
digital signature can be used with any kind of message, whether it is encrypted or not, simply so that the receiver can be sure of the
sender’s identity and that the message arrived intact. A digital certificate contains the digital signature of the certificate-issuing authority

so that anyone can verify that the certificate is real. http://searchsecurity.techtarget.com/sDefinition/0.,,sid14 _gci211953,00.html

- Methods, software programs, and systems for electronic information security http:/www.freepatentsonline.com/7395436.html
FIG. 3A shows a diagram of digital signature creation

9- European law (directive n.93/1999) provides three kinds of electronic signatures, each with different juridical value: 1- electronic
signature (also called a weak electronic signature or light electronic signature); 2- advanced electronic signature; 3- advanced electronic
signature which is based on a qualified certificate and which is created by a secure-signature-creation device (also called a secure digital
signature, strong digital signature, or qualified digital signature).
http://www.symantec.com/connect/articles/digital-signatures-and-european-laws

10- OECD Guidelines for Cryptography Policy:

«Cryptography» means the discipline which embodies principles, means, and methods for the transformation of data in order to
hide its information content, establish its authenticity, prevent its undetected modification, prevent its repudiation, and/or prevent its
unauthorized use.

«Encryption» means the transformation of data by the use of cryptography to produce unintelligible data (encrypted data) to ensure its
confidentiality. http://www.oecd.org/document/11/0.3343.en_2649_34255 1814731 1 1 1 1,00.html

L;J,m,.;muiu”i condaill e cpe g lia Gl CléM|ct_\hJAlgorithmm|ui UJ,MJAMU.,,.@

A!\, Cm JLu.uJ‘).mLA J.e, uu‘,.lull,..&w‘u‘,.n‘, Symetrlque J.\Lu.a” CL\.u!l ‘,l ‘Cle Secretea‘s)‘dl Cmu)‘g,ﬂml
eL&ﬂmﬂlanwl_.aw‘,:\S‘ylV.,LL.JI‘_,IGJII)..AMJLMYI)@ L,.M“,MJJUI.\;JJIIUAJIIMMQA :_)AY').B[JJ:AAQ_)M
e & 6 G coa Y Julas sy AL S Jlagiel Jilee o 508530l Ga g gill 1ia C RC43DES(DataEncrypt10n Standard)
Jis Semence ssuas HICRPLNE {0 u.‘u\,lu b e g (Nombres Pseudoaleatmres s b o3 sl s eLeJI oe 5,k yaanll
JICMI@UAMMIU&J Judiall 5 Juw sall 0 YIJJJM)—\LJL\)ucL\AA”uJS.\ u,LuYII.uua).m i) ) B del
gale 341, UIdsJauLcandlew‘an‘uldu‘,Al



g S gaBlonlly duig,n SN cidlalelf - oL sLik ¥

saasall daly ool lde Jaxind UL saa 5 . Asymétrique : J.»Lmll).mcudljl «Clé Publique a (plall) (oo sonll ¢ dall jue Huszall . ¥
o sonll £ Uhall Sasiae Ulao I a5 I Jursll ans . AV oS8 0Kad Laaun b 0 5din (Ko Lk Lol Ut s ola Uil . uaiil clal AT,
,gngwlu‘:mu?mmwliuL‘u)n@Luug‘Mlkggyﬂneﬁw@ (pmaadl oo o slan ¢ Laall 138) Juiiuil
TSl e el ol Loy sl am Y 1S ] sl o ats o plaall 5 Sl £ Uikall Bhas g V1 il s (S ¥y cm ) n oS58 Y g3l
T oSS 3550 5 9o Y1 iy Buanie Rl & Yslan bl 138 Jaxian - i 5 il U5 o eliall 038 (21 5l 23 Sal Jand g  ponl) Lo il

wuhﬁ-‘auwmquﬁse&uda'umauﬂdm\adcc-uud|

CCAAA”UU:! iy|‘u|_)n|m’mud|d)|cw|_).\s‘.a.\s‘5 Bltga.u‘;mu.\‘bhyuuu.n(sd.“‘Mlcw|J‘9&M|eUAAMLMJAu_);
oo il £ Uda Job 80l (SaBy < Lpale udill Gaks Jab Lol e glaall o Lonan S8 Tl 3 (585 5,800 oo slaalli ool L 50

oL LSadl JaUl 12 a8 b s Liana 35 ¢ Sloshaall Ji ol Layy el laall g ol £ Gall S ola3) Lo o5 paiall o sheall pan
e JEI GK 5 Leliyly <250 sl Tal Y1 i Teds iy Lao uﬂmmuuwldmmfmykjﬁlmj‘,pmwlcmuw
Lol

- Methods, software programs, and systems for electronic information security: http://www.freepatentsonline.com/7395436.pdf

12- An encryption methodology in which the encryptor and decryptor use the same key, which must be kept secret. This methodology
is usually only used by a small group. www.tsl.state.tx.us/ld/pubs/compsecurity/glossary.html

A system of encryption where both the encoding and decoding keys are privately held by the sender and receiver.
www.utexas.edu/Ibj/21cp/ebt/glossary.htm

13- Digital Signature Guidelines Tutorial http://www.abanet.org/scitech/ec/isc/dsg-tutorial.html

Digital signatures are created and verified by cryptography, the branch of applied mathematics that concerns itself with transforming
messages into seemingly unintelligible forms and back again. Digital signatures use what is known as «public key cryptography,»
which employs an algorithm using two different but mathematically related «keys;» one for creating a digital signature or transforming
data into a seemingly unintelligible form, and another key for verifying a digital signature or returning the message to its original form.
Computer equipment and software utilizing two such keys are often collectively termed an «asymmetric cryptosystem.»

14- The European Commission welcomes new legal framework to guarantee security of electronic signatures, Brussels, 30 November
1999
http://europa.eu/rapid/pressReleasesAction.do?reference=1P/99/915&format=HTML &aged=1&language=EN&guil anguage=en

15- Public key cryptography is a widely adopted cryptographic system used to encrypt data. Unlike symmetric cryptography, which
utilizes a single key, this type of system is considered asymmetric because it relies on a pair of keys. Public key cryptography was
originally introduced in the 1970s by cryptographers Whitfield Diffie and Martin Hellman. Such cryptography systems are often
referred to as Diffie-Hellman encryption as a way of paying homage to the inventors.
http://www.wisegeek.com/what-is-public-key-cryptography.htm

16- Digital Signature Guidelines Tutorial http://www.abanet.org/scitech/ec/isc/dsg-tutorial.html

Verification of a digital signature is accomplished by computing a new hash result of the original message by means of the same hash
function used to create the digital signature. Then, using the public key and the new hash result, the verifier checks: (1) whether the
digital signature was created using the corresponding private key; and (2) whether the newly computed hash result matches the original
hash result which was transformed into the digital signature during the signing process. The verification software will confirm the
digital signature as «verified» if: (1) the signer’s private key was used to digitally sign the message, which is known to be the case if
the signer’s public key was used to verify the signature because the signer’s public key will verify only a digital signature created with
the signer’s private key; and (2) the message was unaltered, which is known to be the case if the hash result computed by the verifier
is identical to the hash result extracted from the digital signature during the verification process.

17- Entrust Securing Digital Identities & Information: http://www.entrust.com/digital-certificates.htm

Digital certificates are the evolving, current-day standard to help solve the growing concerns regarding secure online communication
and the protection of sensitive data. This is particularly the case with transactions where financial institutions and their clients similarly
contend that the leading impediment to online banking is security. Since traditional security measures like firewalls, anti-virus software,
and login/password user authentication are no longer sufficient to address the increasing number of sophisticated online attacks, digital
certificates were implemented as an alternative to basic authentication security practices

18- Entrust Securing Digital Identities & Information: http://www.entrust.com/certification-authority.htm

A certification authority is a trusted third party organization that issues digital certificates to requesting organizations after a process
of verifying (or certifying as the name implies) their credentialing information. As a part of this process, an issued digital certificate
contains some of that information for identification purposes: such as the certificate holder’s name, organization, address, etc. By
issuing the digital certificate, the certification authority attests to the organization’s identification contained therein, confirming that it
is a legitimate entity.
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19- Digital Signature Guidelines Tutorial http://www.abanet.org/scitech/ec/isc/dsg-tutorial.html

To sign a document or any other item of information, the signer first delimits precisely the borders of what is to be signed. Then a hash
function in the signer’s software computes a hash result unique (for all practical purposes) to the message. The signer’s software then
transforms the hash result into a digital signature using the signe’s private key. The resulting digital signature is thus unique to both the
message and the private key used to create it.

20- 97/489/EC: Commission Recommendation of 30 July 1997 concerning transactions by electronic payment instruments and in
particular the relationship between issuer and holder
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31997H0489:EN:HTML
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- UNCITRAL Model Law on Electronic Commerce with
Guide to Enactment, 1996 with additional article 5 bis as
adopted in 1998.

- UNCITRAL Model Law on International Commercial
Arbitration, 1994,

- United Nations Convention on the Use of Electronic
Communications in International Contracts.

- Convention on the Recognition and Enforcement of
Foreign Arbitral Awards - the "New York" Convention,
June 1958 adopted by uncitral.
http://www.uncitral.org/pdf/english/texts/arbitration/
NY-conv/1958 NYC CTC-e.pdf

- Directive 97/55/EC of European Parliament and of 6
October 1997 amending Directive 84/450/EEC concerning
misleading advertising so as to include comparative
advertising.

- Directive 2000/31/EC of the European Parliament and
of the Council of 8 June 2000 on certain legal aspects
of information society services, in particular electronic
commerce, in the Internal Market ("Directive on electronic
commerce").

- Regulation (EC) No 2006/2004 on cooperation between
national authorities responsible for the enforcement of
consumer protection laws

- OECD guidelines for Consumer protection in the context
of Electronic commerce

http://www.oecd.org/dataoecd/18/29/34023811.pdf

- Green Paper on European Union Consumer Protection
COM(2001) 531, October 2001
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http://www.bcgeu.ca/files/Business Practices 2006
2010.pdf
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- International Trade Law, by Indira Carr, 3rd Edition,
Cavendish publishing.

http://books.google.com/

- Electronic Transactions: Jurisdictional Issues in the
European Union, by E. GUSAKOVA, 2004
http://www.elsa.org/fileadmin/user upload/elsa
international/PDF/SPEL/SPELO4 1GUSAKOVA.pdf

- Wright (B.): The Law of Electronic Commerce, EDL,
E-mail, and Internet: Technologie, Proof and Liability, 2nd
Ed., Boston, Little, Brown and Company, 1995.

- Bensoussan (A.), Le commerce électronique sur les
autoroutes de l'information, Cahiers Juridiques et Fiscaux
de I'Exportation, No 2/96.

- Protecting consumers Online, A Report from the Federal
Trade Commission Staff, December 1999
http://www.ftc.gov/0s/1999/12/fiveyearreport.pdf

- Online dispute resolution ODR http://en.wikipedia.org/
wiki/Online_dispute_resolution#cite_note-42

Online Arbitration: Admissibility within the current legal
framework, by Rafal Morek rafalmorek@uw.edu.pl,
http://www.odr.info/Re%20greetings.doc

- International Commercial Arbitration: Electronic
Arbitration (New York: United Nations Conference on
Trade and Development, 2003), by O. Cachard

http://www.unctad.org/en/docs/edmmisc232add20

en.pdf> at 1.

- Online Dispute Resolution — More Than The Emperor's
New Clothes By Julia Hornle, 2003,

http://www.odr.info/unece2003/pdf/Hornle.pdf

- Online Arbitration: Binding or Non-Binding?, (2002) ADR
online Monthly 11, by T. Schultz, online:

http://www.ombuds.org/center/adr2002-11-schultz.html
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- GREEN PAPER on alternative dispute resolution in civil
and commercial law, Brussels, 19.04.2002 COM(2002) 196
final
http://eur-lex.europa.eu/LexUriServ/site/en/com/2002/
com2002 0196en01.pdf

- Council Regulation (EC) No 44/2001 of 22 December
2000 on jurisdiction and the recognition and
enforcement of judgments in civil and commercial
matters, Official Journal L012, 16/01/2001 P.0001 - 0023
http://eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=CELEX:32001R0044:EN:HTML

- Brussels Convention on jurisdiction and the enforcement
of judgments in civil and commercial matters of 27
September 1968,
http://curia.europa.eu/common/recdoc/convention/
en/c-textes/brux-idx.htm
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- Uniform Rules of conduct for Interchange of Trade Data
by Teletransmission (UNCID)

http://www.unece.org/trade/untdid/texts/d220 d.htm

- FEDMA Code on E-commerce & Interactive marketing,
Federation of European Direct Marketing, 5 September
2000

http://www.fedma.org/getfile.php/342989.1014.

xdpffdbpwd/Code of conduct for e-commerce.pdf

- APTICE Code of Practice for e-commerce and
e-government, 2001. Spain.
http://www.agace.org/en/pdfs/AGACE code of

practice.pdf

- Canadian Code of Practice for Consumer Protection In
Electronic Commerce,
http://www.cmcweb.ca/eic/site/cmc-cmc.nsf/eng/
fe00072.html

- The Australian Guidelines for Electronic Commerce ,
Commonwealth of Australia 2006
http://www.treasury.gov.au/documents/1083/PDF/

australian_guidelines for_electronic_commerce.pdf

- Collective Agreement between the Business Practices &
Consumer Protection Authority (The "Employer") and the
B.C. Government and Service Employees' Union (BCGEU),
Effective from April 1, 2006 to March 31,2010
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- ICC International Court of Arbitration,
http://www.iccwbo.org/court/arbitration/

- AAA American Arbitration Association,
Alternatives Resolutions
http://www.adr.org/

Disputes

- Cyber tribunal II,
http://www.cybertribunal.org

- WIPO Arbitration and Mediation Center,
http://www.wipo.int/amc/en/index.html

- GCC commercial Arbitration Center,
http://www.gcac.biz
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- Alternative Dispute Resolution in the European Union,
by Julia Hornle - Research Fellow in E-commerce Law,
IT Law Unit, CCLS, Queen Mary College, University of
London, j.hornle@gmw.ac.uk

- Dispute Resolution in Cyberspace by Devashish Bharuka
and William Fisher, last modified: June 25, 2001
http://cyber.law.harvard.edu/ilaw/Jurisdiction/

- Consumer Confidence Alternative Dispute Resolution,
September 14, 2001, by Carleton S. Fiorina, Global
Business Dialogue on Electronic Commerce
http://www.gbd-e.org/pubs/Tokyo Recommendations

2001.pdf

- Fourth Annual Conference of the Global Business
Dialogue on Electronic Commerce (GBDe), Brussels, 29th
October 2002
http://www.gbd-e.org/pubs/BrusselsDeclaration 2002.
pdf

- Electronic Commerce: On-line Contract Issues, by Fred
M. Greguras,
<http://www.batnet.com/oikoumene/ec contracts.
html>
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1- See E-commerce Statistics Compendium, November 2009, available: http://econsultancy.com/uk/reports/e-commerce-statistics

- More than 85% of the world’s internet users surveyed have purchased something online, according to the Nielsen Company.
[Source, Nielsen, Feb 2008]

- UK shoppers will spend £13.16bn online in the last quarter of 2008, 15% more than Q4 2007. [Source: IMRG /Capgemini via
Econsultancy blog, Nov 2008] — This equates to £215 for every person in the UK, but represents a slowdown compared with the
54% year-on-year increase in 2007

- Online retail sales in the UK are predicted to reach £44.9bn in 2012, up from £19.5bn in 2008. [Source: Verdict Research via
eMarketer, Sept 2008]

- Online retail is still set to reach £31.2 bnby 2013, accounting for 10.0% of total retail spending. [Source: Verdict Research, June
2009]

- See E-commerce in Saudi Arabia: adoption and perspectives, September 2004, by Sadiq M. Sait 1 Khalid M. Al-Tawil 2 Syed
Ali Hussain http://css.escwa.org.1b/SD/0977/b10.pdf

- See E-commerce in Bahrain, http://css.escwa.org.lb/SD/0977/c5.pdf

- See E-commerce in Palestine, published by ESCWA, available: http://css.escwa.org.1b/SD/0977/c6.pdf

2- See E-market place, available: http:/www.idea.gov.uk/idk/core/page.do?pageld=82639

3- The Future of Internet Economy, A Statistical Profile, OECD ministerial meeting on the future of the internet economy, Seoul-Korea,
17-18 June 2008, available: http://www.oecd.org/dataoecd/44/56/40827598.pdf

4- See Internet Usage Statistics: Internet Usage and World Population Statistics are for June 30, 2010, available: http:/www.
internetworldstats.com/stats.htm

5- Bing Bang Theory, available: http://63.111.106.66/technology/whitepapers/bigbangtheory.pdf

6- See OECD guidelines for Consumer protection in the context of Electronic commerce is available online at: http://www.oecd.org/
dataoecd/18/29/34023811.pdf

7- See example on Collective agreement: Collective agreement between the business practices & consumer protection authority (The

«Employer») and the B.C. government and service employees’ union (BCGEU), Effective from April 1, 2006 to March 31, 2010,
available: http://www.bcgeu.ca/files/Business_Practices_2006_2010.pdf

8- See Decoding codes: The dialogue between consumers and suppliers through codes of conduct in the European Community,
available: http://www.springerlink.com/content/r202h4651862u602/

The second Consumer Action Programme of the European Community (1981) has introduced the idea of a dialogue between producers
and consumers, leading to voluntary agreements or codes of conduct. Today, several types of codes exist within the area of the European
Community. They differ in their geographic origin, their adoption procedure and their modus operandi. Many codes are good examples
of a new type of rule-making in European consumer affairs, namely sponsored regulation. In between the public and the private
normative order, a grey area of paralegal norms is existing and developing steadily. The EC authorities often prefer to provide the
conditions for rule-making by private parties instead of producing norms themselves. In those cases, codes of conduct may replace the
law, substitute it, or add to it. Codes of conduct are not the only possible output of the dialogue between producers and consumers, nor
are they the only example of sponsored regulation. Others are model contracts, complaint boards, and standardization institutes
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- See A Unified Consumer Protection Code, By Kevin Hoy, September 09 2005, available: http://www.internationallawoffice.com/
newsletters/detail.aspx?g=62d4ba76-b386-4a54-8f2e-4c07a52a2aac

9- See Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information
society services, in particular electronic commerce, in the Internal Market (Directive on electronic commerce), published in Official
Journal of the European Communities dated 17.7.2000, L 178/1, available: <http://europa.eu.int/eur-lex/pri/en/oj/dat/2000/1 178/
1 17820000717en00010016.pdf>.

10- See UNCITRAL Model Law on Electronic Commerce with Guide to Enactment 1996 with additional article 5 bis as adopted in
1998, United Nations, New-York 1999, available:

http://www.uncitral.org/pdf/english/texts/electcom/05-89450 Ebook.pdf

11- See Protecting consumers Online, A Report from the Federal Trade Commission Staff, December 1999, available: http:/www.ftc.
gov/0s/1999/12/fiveyearreport.pdf

«In the electronic marketplace, frauds can appear suddenly, spread rapidly, and disappear without notice or warning. Law enforcement
has to be just as fast. The FTC uses technology based tools -- some of which it pioneered -- to protect consumers. Among these tools
are Consumer Sentinel, Internet “Surf Days,” and the Internet Laby.

12- File sharing
13- Prepaid TV

14- See OECD guidelines for Consumer protection in the context of Electronic commerce» (I. transparent and effective protection)
«Consumers who participate in electronic commerce should be afforded transparent and effective consumer protection that is not less
than the level of protection afforded in other forms of commerce».

http://www.oecd.org/dataoecd/18/29/34023811.pdf

15- See UNCITRAL Model Law on Electronic Commerce with Guide to Enactment 1996 with additional article 5 bis as adopted in
1998, articles 13, 14, and 15

http://www.uncitral.org/pdf/english/texts/electcom/05-89450 Ebook.pdf

16- See International Trade Law, by Indira Carr, 3rd Edition, Cavendish publishing. Available: http://books.google.com/

«A problem normally voiced about electronic messages is the uncertainty in attributing messages to those who are supposed to have
sent them. What guarantee is there that the electronic message is really sent by the person who is indicated as being the originator? One
way of resolving this uncertainty would be to follow up the electronic message with a paper document. This defeat the advantages-
speed, efficiency and economic benefits — normally advanced in favour of electronic communication. The EC model law handles
this uncertainty by presuming that a data message under certain condition would be regarded as that of the originator. So where the
originator and the addressee agreed upon an authentication procedure and that procedure is applied by the addressee, the message will
be attributed to the originator according to article 13 (3-a) of the EC model law».

17- See UNCITRAL Model Law on Electronic Commerce, Article 15 (2)

18- UNCITRAL Arbitration Rules: Article 2 Notice and calculation of periods of time

«A notice shall be deemed to have been received on the day it is delivered in accordance with paragraphs 2, 3 or 4, or attempted to be
delivered in accordance with paragraph 4. A notice transmitted by electronic means is deemed to have been received on the day it is
sent, except that a notice of arbitration so transmitted is only deemed to have been received on the day when it reaches the addressee’s
electronic address».

http://www.uncitral.org/pdf/english/texts/arbitration/arb-rules-revised/arb-rules-revised-2010-e.pdf

19- See UNCITRAL Model Law on Electronic Commerce, Article 15 (3,4)

20- See the Canadian Code of Practice for Consumer Protection In Electronic Commerce, Principle7- Unsolicited E-mail available at:
http://www.cmcweb.ca/eic/site/cme-cme.nsf/eng/fe00072.html

7.1 Vendors shall not transmit marketing e-mail to consumers without their consent, except when vendors have an existing
relationship with them. An existing relationship is not established by consumers simply visiting, browsing or searching vendors>
Web sites.

7.2 Any marketing e-mail messages vendors send shall prominently display a return e-mail address and shall provide in plain
language a simple procedure by which consumers can notify vendors that they do not wish to receive such messages.

21- The Electronic Commerce (EC Directive) Regulations 2002 -
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8. Unsolicited commercial communications: A service provider shall ensure that any unsolicited commercial communication sent
by him by electronic mail is clearly and unambiguously identifiable as such as soon as it is received.

22- See Business-to-Consumer E-commerce Statistics, Figure 1. B2C e-commerce indicators in selected OECD countries for 2000 or
latest available year, available: http://www.oecd.org/dataoecd/34/36/1864439.pdf
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24- See The Australian Guidelines for Electronic Commerce, Commonwealth of Australia 2006, available at: http:/www.treasury.gov.
au/

25- Businesses engaged in electronic commerce should provide enough information about the terms, conditions and costs of a
transaction to enable consumers to make informed decisions. 26. This information should be clear, accurate and easily accessible. It
should be provided in a way that gives consumers an adequate opportunity for review before entering into the transaction and that
allows consumers to retain a copy of the information. 28. All information referring to costs should indicate the applicable currency,
including guidance on how to get information on exchange rates, or a link to a site where such information may be found. 31. The
information should include a prominently displayed single-figure total minimum price for the product or service. All compulsory
charges such as delivery, postage and handling charges should be included in this price. This does not preclude a business itemising the
total costs to the consumer collected by the business.

See The Australian Guidelines for Electronic Commerce, Commonwealth of Australia 2006, available at: http://www.treasury.gov.au/

34. Businesses should put in place procedures that let consumers:

34.1 review and accept or reject the terms and conditions of the contract;

34.2 identify and correct any errors; and

34.3 confirm and accept or reject the offer.

35. Consumers should be able to retain a record of any order, transaction confirmation, or acceptance of any offer they make.

26- See The General Agreement on Tariffs and Trade (GATT) covers international trade in goods, available: http://www.wto.org/
english/tratop_e/gatt e/gatt e.htm

27- «Businesses engaged in electronic commerce with consumers should provide accurate and easily accessible information describing
the goods or services offered; sufficient to enable consumers to make an informed decision

about whether to enter into the transaction and in a manner that makes it possible for consumers to maintain an adequate record of
such informationy. OECD guidelines for Consumer protection in the context of Electronic commerce (b. information about the goods
or services). http://www.oecd.org/dataoecd/18/29/34023811.pdf

28- See Uniform Rules of Conduct for Interchange of Trade Data by Teletransmission (UNCID) http://www.unece.org/trade/untdid/
texts/d220_d.htm

These rules aim at facilitating the interchange of trade data effected by teletransmission, through the establishment of agreed rules of
conduct between parties engaged in such transmission. Except as otherwise provided in these rules, they do not apply to the substance
of trade data transfers.

29- See FEDMA Code on E-commerce & Interactive marketing, Federation of European Direct Marketing, 5 September 2000, available
at: http://www.fedma.org/getfile.php/342989.1014.xdpffdbpwd/Code _of conduct for e-commerce.pdf
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See APTICE Code of Practice for e-commerce and e-government, 2001. Spain, available at:
http://www.agace.org/en/pdfs/AGACE_code of practice.pdf

30- See the directive on E-Commerce (2000/_/EC), article 16 states « Member States and the Commission shall encourage the
drawing up of codes of conduct at Community level, by trade, professional and consumer associations and organisations, designed to
contribute to the proper implementation of articles 5 to 15. »

31- See UNCITRAL Arbitration Rules (as revised 2010), available at: http://www.uncitral.org/pdf/english/texts/arbitration/arb-rules-
revised/arb-rules-revised-2010-e.pdf

- UNCITRAL Model Law on International Commercial Arbitration, available at: http://www.uncitral.org/pdf/english/texts/arbitration/
ml-arb/06-54671_Ebook.pdf

- Convention on the Recognition and Enforcement of Foreign Arbitral Awards, available at: <http://www.uncitral.org/english/texts/
arbitration/NY-conv.htm>.

- European Convention on International Commercial Arbitration, United Nations, Treaty Series, vol. 484, p. 364 No. 7041 (1963-1964)
entered into force in 1964. Currently, there are some works on possible revision of the convention. See: United Nations Economic and
Social Council, Advisory Group to Consider Possible Revisions to the European Convention on International Commercial Arbitration
of 1961, online: <http://www.unece.org/ie/Wp5/eucon.htm>. This opens the possibility to adapt the Convention to the needs of dispute
settlement by means of electronic commerce.

32- Online dispute resolution (ODR) is a branch of dispute resolution which uses technology to facilitate the resolution of disputes
between parties. It primarily involves negotiation, mediation or arbitration, or a combination of all three. In this respect it is often seen
as being the online equivalent of alternative dispute resolution (ADR). However, ODR can also augment these traditional means of
resolving disputes by applying innovative techniques and online technologies to the process.
http://en.wikipedia.org/wiki/Online_dispute_resolution#cite_note-42

33- See OECD guidelines for Consumer protection in the context of electronic commerce (B. alternative dispute resolution and redress)
http://www.oecd.org/dataoecd/18/29/34023811.pdf

Consumers should be provided meaningful access to fair and timely alternative dispute resolution and redress without undue cost or
burden.
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35- See the Canadian Code of Practice for Consumer Protection In Electronic Commerce, Principle 6- Complaint Handling and Dispute
Resolution available at: http://www.cmcweb.ca/eic/site/cme-cme.nst/eng/fe00072.html

6.1 Vendors shall provide consumers with access to fair, timely and effective means to resolve problems with any transaction.
6.2 Vendors shall offer an internal complaints-handling process that:

a) is easily accessible online and offline;

b) is available to consumers free of charge;

¢) is easy to use;

d) acknowledges complaints within seven business days of receipt and endeavours to resolve or address these complaints within
45 days of acknowledgment, and

e) records and monitors complaints.

6.3 When a consumer and a vendor cannot resolve a complaint, the vendor is strongly encouraged to offer to refer matters to an
appropriate third-party dispute resolution service, use of which shall be at the consumer>s discretion.
6.4 Any dispute resolution service(s) offered by the vendor in accordance with 6.3 shall:

a) be available to be initiated online and irrespective of consumers’ location;

b) be easily accessible to consumers (e.g. via a hyperlink from vendors Web sites),
¢) be easy to use;

d) be offered at nominal or no cost to consumers;

e) be expeditious, with reasonable time limits for each stage of the process;

1) be fair (i.e. meet the standards of due process);

g) commit vendors to abide by awards when consumers agree to them,
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h) be operated by an independent and impartial body, and

i) be transparent in all aspects of its operations, including services, procedures, governance structure, dispute resolution personnel,
and the results of dispute resolutions. With respect to the last, the dispute resolution service provider shall make public its arbitration
case results and detailed statistics on its confidential dispute resolution results covering the number and type of complaints and the
proportion resolved in the customer’s favour.
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data to third countries, under Directive 95/46/EC
http://eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=CELEX:32001D0497:en:NOT

-COMMISSION DECISION of 27 December 2004 amending
Decision 2001/497/EC as regards the introduction
of an alternative set of standard contractual clauses
for the transfer of personal data to third countries

http://ec.europa.eu/justice/data-protection/document/
international-transfers/transfer/index_en.htm

-The Bucharest Declaration on Combating Counterfeiting
and Piracy, 12 July 2006.
http://www.ccapcongress.net/archives/Regional/Files/
Bucharest%20Declaration.pdf

- Recommendation No (87) 15 adopted on 17 September
1987 concerning the regulating of the use of personal
data in the police sector.

- United Nations Guidelines for the regulation of
computerized personal data files, A/RES/45/95, adopted
by the General Assembly on 14 December 1990.
http://ec.europa.eu/justice/policies/privacy/instruments/
un_en.htm

- OECD Guidelines for the Security of Information Systems
and Networks: Towards a Culture of Security
http://www.oecd.org/document/42/0,3746,en 2649 34
255 15582250 1 1 1 1,00.html

- OECD Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data
http://www.oecd.org/document/18/0,3343,en 2649 34
255 1815186 1 1 1 1,00.html#part1
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-Personal DataSecurity Breach Code of Practice [Approved
by the Data ProtectionCommissioner under Section
13 (2) (b) of the Data Protection Acts, 1988 and 2003]
http://dataprotection.ie/viewdoc.asp?DoclD=1082

-Guidance Note for Data Controllers on Purpose Limitation
and Retention
http://www.dataprotection.ie/viewdoc.

asp?DoclD=859&ad=1

- GUIDANCE NOTE FOR DATA CONTROLLERS ON THE
RELEASEOFPERSONALDATATOPUBLICREPRESENTATIVES
http://www.dataprotection.ie/viewdoc.asp?DocID=
550&m=f

- Data security guidance
http://www.dataprotection.ie/viewdoc.asp?DoclD=1091&ad=1
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- Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data, Strasbourg,
28.1.1981
http://conventions.coe.int/Treaty/FR/Treaties/Html/108.
htm

- Amendments to the Convention for the Protection
of Individuals with regard to Automatic Processing of
Personal Data. Approved by the Committee of Ministers,
in Strasbourg, on 15 June 1999.
http://conventions.coe.int/Treaty/EN/Treaties/Html/
108-1.htm

- Additional Protocol to the Convention for the Protection
of Individuals with regard to Automatic Processing of
Personal Data regarding supervisory authorities and
transborder data flows. Strasbourg,8.X1.2001
http://conventions.coe.int/Treaty/EN/Treaties/HtmI/181.
htm

- European Parliament and Council Directive 95/46/
EC of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on
the free movement of such data [Official Journal L 281 of
23.11.1995].

- Regulation (EC) No 1882/2003 of the European
Parliament and of the Council of 29 September 2003
adapting to Council Decision 1999/468/EC the provisions
relating to committees which assist the Commission
in the exercise of its implementing powers laid down
in instruments subject to the procedure referred to in
Article 251 of the EC Treaty.
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=
CELEX:32003R1882:EN:HTML

- Council Decision 92/242/EEC of 31 March 1992 in the
field of information security.

- COUNCIL RESOLUTION of 15 July 1974 on a Community
policy on data processing.

- Regulation (EC) No 45/2001 of the European Parliament
and of the Council of 18 December 2000 on the protection
of individuals with regard to the processing of personal
data by the institutions and bodies of the Community
and on the free movement of such data.

- Commission Decision of 15 June 2001 on standard
contractual clauses for the transfer of personal
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http://www.ipc.on.ca/english/About-Us/Whats-New/
Whats-New-Summary/?id=220

- Circle of Care: Sharing Personal Health Information
for Health-Care Purposes, by Ann Cavoukian, Ph.D.
Commissioner, September 2009

http://www.ipc.on.ca/english/Resources/Best-Practices-
and-Professional-Guidelines/Best-Practices-and-

Professional-Guidelines-Summary/?id=885

- How to Avoid Abandoned Records: Guidelines on
the Treatment of Personal Health Information, in the
Event of a Change in Practice, by Ann Cavoukian, Ph.D.
Commissioner, May 2007

http://www.ipc.on.ca/english/Resources/Best-Practices-
and-Professional-Guidelines/Best-Practices-and-

Professional-Guidelines-Summary/?id=621

- Privacy Breach Protocol- Guidelines for Government
Organizations, Dec 01, 2006

WWW.ipc.on.ca

- André Lucas, Jean Devese, Jean Frayssinet: Droit de
LInformatique et de Linternet, Thémis, Droit privé

- Vincent Fauchoux, Pierre Deprez, et Jean- Michel
Bruguiére: Le droit de I'Internet : Lois, contrats et usages
de (Broché - 22 janvier 2009).

- Vivant (M.): Droit de I'Informatique, Lamy, 1998.
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- Model Contracts for the transfer of personal data to
third countries

http://ec.europa.eu/justice/data-protection/document/
international-transfers/transfer/index_en.htm
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- Maitrise et protection de linformation, rédigé par
CLUSIF juin 2006

www.cnisf.org/biblioth cnisf/librairie/maitrise
protection_info.pdf

- Elaboration d'une politique de protection de la vie
privée et d'une déclaration s'y rattachant
http://www.oecd.org/document/1/0,3746,fr 2649 3425
5 28878569 1 1 1 1,00.html

- Générateur de I'OCDE de déclaration de protection de
la vie privée
http://www.oecd.org/document/42/0,3746 fr 2649 342
55 28879786 1 1 1 1,00.html

-The Commerce Department’s Latest Privacy Initiative on
Data Privacy Day
http://www.commerce.gov/blog/2011/01/28/
commerce-department%E2%80%99s-latest-privacy-
initiative-data-privacy-day

- NATIONAL STRATEGY FOR TRUSTED IDENTITIES IN
CYBERSPACE. Enhancing Online Choice, Efficiency,
Security, and Privacy, The white house, April 2011
http://www.nist.gov/nstic/

php?t=3945&page=1
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- National Security Strategy "The White House May 2010,
p 27 Web 17 Dec 2010

http://www  whitehouse gov/sites/default/files/rss
viewer/national security strategy pdf

- Cyber space policy Review- Assuring a Trusted and
Resilient Information and Communications Infrastructure
http://www.nist.gov/nstic/

- Privacy by Design in Law, Policy and Practice: A
White Paper for Regulators, Decision-makers and
Policy-makers, Ann Cavoukian, Ph.D. Information
& Privacy Commissioner, Ontario, Canada 2011
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1- Magna Carta: http://en.wikipedia.org/wiki/Magna_Carta

2- Twelve Articles : http://en.wikipedia.org/wiki/Twelve Articles

3- Déclaration de Droits de LHomme et du Citoyen http://en.wikipedia.org/wiki/Declaration _of the Rights of Man and of
the_Citizen

4- United States Bill of Rights : http://en.wikipedia.org/wiki/United States Bill of Rights

5- Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data.

- Regulation (EC) 45/2001 of the European Parliament and of the Council of 18. December 2000 on the protection of individuals
with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such

data.

6- http://conventions.coe.int/treaty/fr/Treaties/HtmI/005.htm

7- Guidelines on the Protection of Privacy and Transborder flows of Personal data, 1980, http://www.oecd.org/document/18/0,23
40,en 2649 34255 1815186 _1 1 1 1,00.html

8- Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of data generated or
processed in connection with the provision of publicly available electronic communications services or of public communications
networks and amending Directive 2002/58/EC

- Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications).

9- Safe Harbour principle: http://en.wikipedia.org/wiki/International Safe Harbor Privacy Principles : US-EU Safe Harbor is a
streamlined process for US companies to comply with the EU Directive 95/46/EC on the protection of personal data.

Intended for organizations within the EU or US that store customer data, the Safe Harbor Principles are designed to prevent
accidental information disclosure or loss. US companies can opt into the program as long as they adhere to the 7 principles outlined
in the Directive.

The process was developed by the US Department of Commerce in consultation with EU.

csgaall ye padall Ul 513 ULl a5 3D LBl o il g3l g5l slasyl pd 5 =V -
http://ec.europa.eu/justice/policies/privacy/modelcontracts/index _en.htm

) shdl sl 58 5, Le A yall Jpall G laatnl — VY

12 - Guidelines for the regulation of computerized personal data files, A/RES/45/95, adopted by the General Assembly on 14
December 1990.

13 - Data means information which:

(a) is being processed by means of equipment operating automatically in response to instructions given for that purpose,
(b) is recorded with the intention that it should be processed by means of such equipment,

() is recorded as part of a relevant filing system or with the intention that it should form part of a relevant filing system,

(

(

— &

d) does not fall within paragraph (a), (b) or (c) but forms part of an accessible record as defined by section 68, or
e) is recorded information held by a public authority and does not fall within any of paragraphs (a) to (d).

—_ =
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http://www.ico.gov.uk/upload/documents/library/data_protection/practical application/the guide todata protection.pdf

14- Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data, Section 1, Article 6.

15-The principal risk is the risk that individuals will suffer harm because personal information about them is:
- inaccurate, insufficient or out of date;
- excessive or irrelevant;
- kept for too long;
- disclosed to those who ought not to have it;
+ used in unacceptable or unexpected ways beyond their control; or
+ not kept securely.
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed specialist guides/ico dps_final.pdf
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- European Council Decision of 29 May 2000 to combat
child pornography on the Internet, Official Journal L 138,
09/06/2000 P. 0001 - 0004

- Council Framework Decision 2005/222/JHA of 24
February 2005 on attacks against information systems

- Recommendation No. R (89) 9 Of the Committee of
Ministers to Member States on Computer-related crime
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- Fraud in the Internet, by Computer Crime Research
Center, April 11, 2005

http://www.crime-research.org/articles/Internet
fraud 0405/

- Cybercriminals Reinvent Methods of Malicious Attacks,
by Trend Micro Incorporated, July 11, 2008,

http://www.crime-research.org/analytics/3451/

- Cyber-crimes - Analytical data compiled, by Vladimir
Golubeyv, published on Computer Crime Research Center,
http://www.crime-research.org/analytics/cyber
crimes0108/

- Crime on The Net,
http://rogerdarlington.me.uk/crimeonthenet.html#

Hacking

- What is Cyber-terrorism, by Serge Krasavin Ph.D. MBAv,
published by Computer crime research center (CCRC)
http://www.crime-research.org/library/Cyber-terrorism.
htm

- How Computer Viruses Work, by Marshall Brain
http://computer.howstuffworks.com/virus2.htm

- How Hackers Work, Microsoft,
http://technet.microsoft.com/en-us/library/cc505928.
aspx

- Cybershock: Surviving Hackers, Phreakers, Identity
Thieves, Internet Terrorists and Weapons of Mass
Disruption, Winn Schwartau, John Draper, January 2010.
http://www.terrorism.com/content/cybershock-
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- Convention on Cybercrime, Budapest, 23.X1.2001

- Additional Protocol to the Convention on Cybercrime -
Explanatory Report.

- Additional Protocol to the Convention on Cybercrime
Concerning the Criminalization of Acts of a Racist and
Xenophobic Nature Committed Through Computer
Systems (released 7 November 2002)

- European Council Framework Decision 2004/68/JHA of
22 December 2003 on combating the sexual exploitation
of children and child pornography.
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- Cyber Terrorism Vulnerabilities and Policy Issues “Facts
Behind The Myth", Dhanashree Nagre Priyanka Warade
http://www.contrib.andrew.cmu.edu/~dnagre/Final

Report_dnagre pwarade.pdf

- Tracking a Computer Hacker, by Daniel A. Morris,
Assistant  United States Attorney Computer and
Telecommunications Coordinator, District of Nebraska;
published on 2005.

http://www.cybercrime.gov/usamay2001 2.htm

- Internet Blocking: Crimes Should Be Punished and Not
Hidden, by Joe McNamee - EUROPEAN DIGITAL RIGHTS
(EDRI), June 2010.
http://www.soros.org/initiatives/information/focus/
policy/articles publications/publications/edri-blocking-
100606/EDRI-blocking-100606.pdf

-DataBreaches:Whatthe Underground World of“Carding”
Reveals, by Kimberly Kiefer Peretti- U.S. Department of
Justice-ComputerCrimeandIntellectualPropertySection.
http://www.cybercrime.gov/DataBreachesArticle.pdf

- IT security and crime prevention methods, Published by
Interpol,
http://www.interpol.int/Public/TechnologyCrime/
CrimePrev/ITSecurity.asp

- Financial and high-tech crimes,
http://www.interpol.int/Public/FinancialCrime/Default.asp

- The Globalization of Crime a Transnational Organized
Crime Threat Assesment, UNODC, 2010, page 203- 209
http://www.unodc.org/documents/data-and-analysis/
tocta/TOCTA Report 2010 low res.pdf
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- Prosecuting Computer Crimes Manual, published
February, 2007.
http://www.justice.gov/criminal/cybercrime/ccmanual/
index.html

- Fighting cyber terrorism, by Carol Ko, June 17, 2008,
Source: Computerworld.com.my
http://www.crime-research.org/news/17.06.2008/3416/

- Organized crime: from trafficking to terrorism, By Frank
Shanty

http://books.google.com.lb

- Intellectual Property crimes: are proceeds from
counterfeited goods funding terrorism? Hearing before
the committee on International relations House of
Representatives, July 16, 2003, Serial No. 108-48

http://www.foreignaffairs.house.gov/archives/108/

88392.pdf

- Prosecuting Intellectual Property Crimes manual,
Third Edition September 2006, CCIPS Criminal Division
http://www.justice.gov/criminal/cybercrime/ipmanual/
index.html

- COMPUTER-RELATED OFFENCES. A presentation at the
Octopus Interface 2004 - Conference on the Challenge of
Cybercrime, 15-17 September 2004, Council of Europe,
Strasbourg, France.
http://www.cybercrimelaw.net/documents/Strasbourg.
pdf

- Recommendation No. R (89) 9 Of the Committee of
MinisterstoMemberStatesonComputer-relatedcrimeand
finalReportoftheEuropeanCommitteeonCrimeProblems.
http://www.oas.org/juridico/english/89-9&final%20

Report.pdf

- Cyber Crime has Surpassed lllegal Drug Trafficking as
a Criminal Moneymaker1; 1 in 5 will become a Victim2;
http://www.symantec.com/about/news/release/article.
jsp?prid=20090910 01

- Internet Gambling: Overview of federal criminal law;
http://books.google.com.lb/

- The Myth of Cyberterrorism: There are many ways
terrorists can kill you-computers aren't one of them.
Joshua Green, The Washington Quartlerly Online http://
www.washingtonmonthly.com/features/2001/

0211.green.html
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- Computer Crime & Intellectual Property Section United
States Department of Justice
http://www.justice.gov/criminal/cybercrime/reporting.
htm

- Internet Crime Complaint Center (IC3)
http://www.ic3.gov/default.aspx

- Department of Defence-United States of America Cyber
Crime Center,
http://www.dc3.mil/

- Computer Crime Task Forces — USA,
http://www.ccmostwanted.com/CP/LEccuUS.htm

- Computer Crime Task Forces — Global,
http://www.ccmostwanted.com/CP/LEccuGL.htm
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4- Virus/Malware. Crime on the Net,
http://rogerdarlington.me.uk/crimeonthenet.html#Hacking

Viruses, in the broadest sense, come in three forms:

- Virus: This is a code that attaches itself to a program in a computer and then reproduces itself. It can erase files or lock up a system.
- Worm: This is similar to a virus but does not attach itself to files or programs in a computer. This leaves it free to spread through a
network on its own.
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- Trojan horse: This is a program that performs malicious actions while pretending to do something else. It is similar to a virus but
does not try to reproduce itself.
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6- Current and ongoing Internet trends and schemes identified by the Internet Crime Complaint Center along with its description,
http://www.ic3.gov/crimeschemes.aspx

Auction Fraud, Counterfeit Cashier's Check, Credit Card Fraud, Debt Elimination, Parcel Courier Email Scheme, Employment/
Business Opportunities, Escrow Services Fraud, Identity Theft, Internet Extortion, Investment Fraud, Lotteries, Nigerian Letter or
"419", Phishing/Spoofing, Ponzi/Pyramid, Reshipping, Spam, Third Party Receiver of Funds.

7- Cyber Crime Statistics from the 2006 Internet Crime Report, http://www.computer-forensics-recruiter.com/home/cyber crime
statistics.html
- In 2006, the Internet Crime Complaint Center received and processed over 200,000 complaints.
- More than 86,000 of these complaints were processed and referred to various local, state, and federal law enforcement agencies.
- Most of these were consumers and persons filing as private persons.
- Total alleged dollar losses were more than $194 million.
- Email and websites were the two primary mechanisms for fraud.
- Although the total number of complaints decreased by approximately 7,000 complaints from 2005, the total dollar losses increased
by $15 million.
- The top frauds reported were auction fraud, non-delivery of items, check fraud, and credit card fraud.
- Top contact mechanisms for perpetrators to victims were email (74%), web page (36%), and phone (18%) (there was some
overlap).
The Internet Crime Complaint Center is a clearinghouse for online economic crime complaints. It is maintained by the National White
Collar Crime Center and the Federal Bureau of Investigations. To review the results of the study, visit the National White Collar Crime
Center s site.

Cyber Crime Statistics from the 12th Annual Computer Crime and Security Survey:

- Between 2006 and 2007 there was a net increase in IT budget spent on security.

- Significantly, however, the percentage of IT budget spent on security awareness training was very low, with 71% of respondents
saying less than 5% of the security budget was spent on awareness training, 22% saying less than 1% was spent on such training.

- 71% of respondents said their company has no external insurance to cover computer security incident losses.

- 90% of respondents said their company experienced a computer security incident in the past 12 months.

- 64% of losses were due to the actions of insiders at the company.

The top 3 types of attack, ranked by dollar losses, were:
- financial fraud ($21.1 million)
- viruses/worms/trojans ($8.4 million)

- system penetration by outsiders ($6.8 million)

The complete results of this study, as well as past studies, which are conducted annually by the Computer Security Institute, can be
found at the CSI website www.gocsi.com . Interestingly, these statistics are compiled from voluntary responses of computer security
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professionals. Thus, there is certainly an inference that the damages due to computer security incidents are much higher than those cited
here, as companies without responding security professionals undoubtedly were the victim of computer security incidents.

Cyber Crime Statistics from the Online Victimization of Youth, Five Years Later study:

- Increasing numbers of children are being exposed to unwanted sexual materials online.

- Reports of online sexual solicitations of youth decreased while reports of aggressive sexual solicitation of youth did not (perhaps
indicating that some prevention and education measures may be working, while the most serious offenders may not be deterred).

- Online child solicitation offenses are rarely reported to any authority.

- Incidents of online harassment and bullying increased.

This is an empirical study based on approximately 1500 surveys conducted with online youth in 2005 that were compared to the results
of a similar study in 2001. The study was conducted by the National Center for Missing and Exploited Children, the Crimes Against
Children Research Center, and the Office for Juvenile Justice and Delinquency Prevention at the United States Department of Justice.
The complete results of the study can be found here http://www.missingkids.com.

8- Types of Cybercrime, :_http://www.brighthub.com/internet/security-privacy/articles/3435.aspx

Assault by Threat — threatening a person with fear for their lives or the lives of their families or persons whose safety they are
responsible for (such as employees or communities) through the use of a computer network such as email, videos, or phones.

Child Pornography — the use of computer networks to create, distribute, or access materials that sexually exploit underage children.
Cyber Contraband — transferring illegal items through the internet (such as encryption technology) that is banned in some
locations.

Cyber laundering — electronic transfer of illegally-obtained monies with the goal of hiding its source and possibly its destination.
Cyber stalking — express or implied physical threats that creates fear through the use of computer technology such as email, phones,
text messages, webcams, websites or videos.

Cyber terrorism — premeditated, usually politically-motivated violence committed against civilians through the use of, or with the
help of, computer technology.

Cyber theft —using a computer to steal. This includes activities related to: breaking and entering, DNS cache poisoning, embezzlement
and unlawful appropriation, espionage, identity theft, fraud, malicious hacking, plagiarism, and piracy. Examples include:

- Advertising or soliciting prostitution through the internet. It is against the law to access prostitution through the internet (including
in the state of Nevada in the United States) because the process of accessing the internet crosses state and sometimes national
borders. This is a violation of the federal Digital Millennium Copyright Act http://www.copyright.gov/legislation/dcma.pdf.

- Drug Sales. Both illegal and prescription drug sales through the internet are illegal except as a customer through a state licensed
pharmacy based in the United States http://www.fda.gov.

- Computer-based fraud. Fraud is different from theft because the victim voluntarily and knowingly gives the money or property to
the criminal but would not have if the criminal did not misrepresent themselves or their offering. Fraud is a lie. If someone leads
you on or allows you to believe something that is false to benefit them, they are lying and this is fraud. You become a victim when
you voluntarily surrender monies or property based on their misrepresentation or lie. Losing money from computer crime can be
especially devastating because often it is very difficult to get the money back. Examples are: scams and altering data to get a benefit,
such as removing arrest records from the police station server, changing grades on the school computer system or deleting speeding
tickets from driving records.

- Online Gambling. Gambling over the internet is a violation of American law because the gambling service providers require
electronic payment for gambling through the use of credit cards, debit cards, electronic fund transfers which is illegal with
the Unlawful Internet Gambling Enforcement Act http:/frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=109 cong_
bills&docid=f:h4411eh.txt.pdf.

- Cyber tresspass — someone accesses a computer’s or network’s resources without the authorization or permission of the owner
but does not alter, disturb, misuse, or damage the data or system. This is hacking for the purpose of entering an electronic network
without permission. Examples might include:
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- Using a wireless internet connection at a hotel at which you are staying and accessing the hotel’s private files without disturbing
them because they are available.

- Reading email, files, or noting which programs are installed on a third-party's computer system without permission just for fun,
because you can. This is sometimes called Snooping.

- Cyber vandalism - Damaging or destroying data rather than stealing or misusing them (as with cyber theft) is called cyber
vandalism. This can include a situation where network services are disrupted or stopped. This deprives the computer/network
owners and authorized users (website visitors, employees) of the network itself and the data or information contained on the
network. Examples:

- Entering a network without permission and altering, destroying, or deleting data or files.

- Deliberately entering malicious code (viruses, Trojans) into a computer network to monitor, follow, disrupt, stop, or perform
any other action without the permission of the owner of the network.

- Attacking the server of the computer network (DDoS attack) so the server does not perform properly or prevents legitimate
website visitors from accessing the network resources with the proper permissions.

9- Organized Crime.
10- Study of Russia-Georgia Cyber Conflict Brings Warnings To U.S. Businesses, Citizens, By Tim Wilson, Aug 18, 2009, available:

http://www.darkreading.com/security/cybercrime/showArticle.jhtml;jsessionid=XNYFLA2S30SIPQE1GHPSKHWATMY 32JVN?art
icleID=219400367.

11- Definition of Cyber terrorism, http://ezinearticles.com/? An-Orthodox-Report-On-Organized-Cyber-Crime&id=5236455.

Many definitions exist for cyber terrorism like the various definitions of terrorism. A security expert named Dorothy Denning describes
cyber terrorism as: politically induced hacking operations projected to cause massive loss like the severe economic breakdown or
loss of life. Others denote cyber terrorism as a massive substantial attack that tears down computerized infrastructures like the
telecommunications, electric power grid or the Internet without even touching a keyboard.

12 - Crime on the Net, http://rogerdarlington.me.uk/crimeonthenet.html#Hacking
Hacking can take several forms:

- Accessing - entering a network which is intended to be private

- Defacing — changing the content of another person’s Web site

- Hijacking — redirecting elsewhere anyone trying to access a particular Web site

- Bombing — overwhelming a site with countless messages to slow down or even crash the server

- Denial of service — running a program which sends thousands of requests to a site simultaneously, frequently from more than one
source, so that the relevant server slows down considerably or preferably (from the point of view of the hacker) crashes.

13- Council Framework Decision 2005/222/JHA of 24 February 2005 on attacks against information systems, http://europa.eu/
legislation_summaries/justice_freedom_security/fight_against organised crime/I133193_en.htm
The main types of criminal offences covered by this Framework Decision are attacks against information systems such as piracy,
viruses and denial of service attacks. This new criminal activity, which knows no borders, can be prevented and combated by:

- enhancing the security of information infrastructures

- giving law enforcement authorities the means to act.

To this end, the present Framework Decision proposes the approximation of criminal law systems and the enhancement of cooperation
between judicial authorities concerning:

- illegal access to information systems;
- illegal system interference;
- illegal data interference.

In all cases, the criminal act must be intentional. Instigating, aiding, abetting and attempting to commit any of the above offences will
also be liable to punishment.

14- See The CAN-SPAM Act of 2003, Pub. L. No. 108-187, 117 Stat. 2699 (2003) (codified at 15 U.S.C. §§ 7701-7713
and 18 U.S.C. § 1037) took effect on January 1, 2004, http://www.spamlaws.com/federal/can-spam.shtml.
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Fighting Back Against Email Spammers, Internet Hackers, and other Web Thieves, http://www.infohq.com/Computer/Spam/fight-
internet-hackers-email-spammers.htm.

A hacker is an individual that attempts to take control over someone else's computer by using viruses, worms, and other types of
Internet attacks. One of their favorite "tricks", is to use hacked computers to bring down a large web site by overloading the targeted
site with millions of transmissions in a "denial of service" (DOS) attack.

While hackers were glorified in the early days of the Internet as people standing up for their rights against big corporations and the
Government, hacking is now the hobby of criminals and thieves. Hackers prey on all citizens of the Internet and they are extremely
dangerous to individuals, corporations, and governments.

How does a hacker find your computer?

Most hack attempts against personal computers result from viruses and worms running from an infected PC. It is not very difficult for
the creator of the hacking program to predetermine the Internet addresses that his program will attack.
There are also amateur hackers, that use software programs, to randomly check for online computers to attack

What makes Spamming or Hacking Illegal?

The U.S. Congress outlawed certain types of spam with the CAN-SPAM Act of 2003. The law, which became effective January 1,
2004, covers email whose primary purpose is advertising or promoting a commercial product or service, including content on a Web
site. However a "transactional or relationship message" — email that facilitates an agreed-upon transaction or updates a customer in an
existing business relationship — may not contain false or misleading routing information, but otherwise is exempt from most provisions
of the CAN-SPAM Act.

The Federal Trade Commission (FTC), the nation's consumer protection agency, is authorized to enforce the CAN-SPAM Act. CAN-
SPAM also gives the Department of Justice (DOJ) the authority to enforce its criminal sanctions. Other federal and state agencies can
enforce the law against organizations under their jurisdiction, and companies that provide Internet access may sue violators, as well.

However, 38 states have also passed anti-spam laws that have various penalties for illegal spammers and hackers. If you don't live in
a state with an anti-spam law, you are still protected from fraudulent schemes, illegal pornography, and other illegal acts by various
state and federal laws.

In addition, if a spammer or hacker causes harm to a Government computer they are subject to the penalties of USC Title 18, Part I,
Chapter 47, Sec. 1030. - Fraud and related activity in connection with computers.

15- http://www.unodc.org/documents/data-and-analysis/tocta/TOCTA_Report 2010 low_res.pdf.

The term “hacking” is used to describe the unlawful access of a computer system. It is one of the oldest computer-related crimes, and in
recent years has become a mass phenomenon. By targeting computer systems that host large databases, offenders can obtain identity-
related data on a large scale, and this is an increasingly popular approach. In the largest case detected in the past in the USA, the thieves
obtained more than 40,000,000 credit card records.

16- Prosecuting Computer crimes, February 2007- Computer Fraud and Abuse Act, Effective September 26, 2008, 18 U.S.C. §
1030 was amended by the Identity theft Enforcement and Restitution Act of 2008, http://www.justice.gov/criminal/cybercrime/
ccmanual/0lccma.html.

17- F. Damaging a Computer or Information: 18 U.S.C. § 103(a)(5), http://www.justice.gov/criminal/cybercrime/ccmanual/0lccma.
html#E.2.

Criminals can cause harm to computers in a wide variety of ways. For example, an intruder who gains unauthorized access to a computer
can send commands that delete files or shut the computer down. Alternatively, intruders can initiate a "denial of service attack" that
floods the victim computer with useless information and prevents legitimate users from accessing it. In a similar way, a virus or worm
can use up all of the available communications bandwidth on a corporate network, making it unavailable to employees. In addition,
when a virus or worm penetrates a computer's security, it can delete files, crash the computer, install malicious software, or do other
things that impair the computer's integrity. Prosecutors can use section 1030(a)(5) to charge all of these different kinds of acts.

Section 1030(a)(5) criminalizes a variety of actions that cause computer systems to fail to operate as their owners would like them
to operate. Damaging a computer can have far-reaching effects. For example, a business may not be able to operate if its computer
system stops functioning or it may lose sales if it cannot retrieve the data in a database containing customer information. Similarly, if
a computer that operates the phone system used by police and fire fighters stops functioning, people could be injured or die as a result
of not receiving emergency services. Such damage to a computer can occur following a successful intrusion, but it may also occur in
ways that do not involve the unauthorized access of a computer system.
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Title 18, United State Code, Section 1030(a)(5) provides:

Whoever

(5)(A)(i) knowingly causes the transmission of a program, information, code, or command, and as a result of such conduct,
intentionally causes damage without authorization, to a protected computer;

(ii) intentionally accesses a protected computer without authorization, and as a result of such conduct, recklessly causes damage;
or

(iii) intentionally accesses a protected computer without authorization, and as a result of such conduct, causes damage; and

(B) by conduct described in clause (i), (ii), or (iii) of subsection (4), caused (or, in the case of an attempted offense, would, if
completed, have caused) (i) loss to 1 or more persons during any I-year period (and, for purposes of an investigation, prosecution,
or other proceeding brought by the United States only, loss resulting from a related course of conduct affecting 1 or more other
protected computers) aggregating at least $5,000 in value;

(ii) the modification or impairment, or potential modification or impairment, of the medical examination, diagnosis, treatment, or
care of 1 or more individuals,

(iii) physical injury to any person;

(iv) a threat to public health or safety, or

(v) damage affecting a computer system used by or for a government entity in furtherance of the administration of justice, national
defense, or national security

shall be punished as provided in subsection (c) of this section.

18- Crime on the Net, http://rogerdarlington.me.uk/crimeonthenet.html#Hacking.

One of the most common types of fraud on the Internet is designed to trick users of certain sites - notably banks and building societies
- into disclosing their passwords or other confidential information needed to access their accounts. A common means of doing this is to
e-mail customers advising that it is necessary to check or confirm their password by clicking onto a realistic but fake website and then
inputting the confidential information. It is then possible for money to be fraudulently transferred from the individual's account.

In the Autumn of 2003, this type of fraud was perpetrated against UK customers of Barclays, Nat West, Lloyds TSB, Citibank, Halifax
and Nationwide. In fact, no bank of financial institution would ever ask a customer to disclose confidential information in this way.

19- Credit Card Theft, http:/www.ehow.com/list 7448512 cyber-identity-theft-methods.html.

Purchasing items on the Internet with your credit card can lead to having your card used by thieves to make purchases. When shopping
online, stick with websites you know and trust. When making a purchase, always look at the address bar to make sure there is an "s"
after the http. This indicates a secure transfer of your information. Use antivirus software that has firewall protection and prevents

browser hijacking to reinforce your security.

20- Fighting Back Against Email Spammers, Internet Hackers, and other Web Thieves, http://www.infohq.com/Computer/Spam/fight-
internet-hackers-email-spammers.htm.

Spam in a general sense is any email you don't want to receive. There are many types of email that you may not want e.g. advertisements,
newsletters, or questionnaires, however these emails are not what the computer community refers to as spam. What the computer
community is most concerned with is illegal email spam.

The definition of illegal email spam is -- attempts to deceive by falsification of seller identity or email address, and use of other trickery
(defrauding), in the hope of gaining monetary advantage (stealing) from the email recipient and other parties.

The Federal Trade Commission's definition of spam, "Not all UCE is fraudulent, but fraud operators - often among the first to exploit
any technological innovation - have seized on the Internet's capacity to reach literally millions of consumers quickly and at a low cost
through UCE. In fact, UCE has become the fraud artist's calling card on the Internet. Much of the spam in the Commission's database
contains false information about the sender, misleading subject lines, and extravagant earnings or performance claims about goods
and services. These types of claims are the stock in trade of fraudulent schemes." From Prepared Statement Of The Federal Trade
Commission On "Unsolicited Commercial email", November 3, 1999.

How does a spammer get your email address?
There are many ways a spammer can obtain your email address.

a. You can disclose it yourself by posting your email address on auctions, bulletin boards, advertising, or email locators.

b. Businesses might sell your email address or other personal information to a spammer.

c. Spammers can use software programs to collect email addresses from web sites or they can use random number generators to
send spam out randomly.

21- Cyber Identity Theft Methods, http://www.ehow.com/list 7448512 cyber-identity-theft-methods.html.
One of the most frequent cyber crimes on the Internet is identity theft. Having your identity stolen cannot only lead to huge financial
loss, it can be damaging to your reputation and leave you feeling violated as well. According to Javelin Strategies, "Incidences of the
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crime increased by 11 percent from 2008 to 2009, altering the lives of 11 million Americans."
Identity theft is a form of theft in which the targets are bank accounts, credit cards, debit cards, social security numbers and information
that is linked to a person's identity.

22- How spam works, http://computer.howstuffworks.com/internet/basics/spam.htm.
Spam is a huge problem for anyone who gets e-mail. According to Business Week magazine:

In a single day in May [2003], No. 1 Internet service provider AOL Time Warner (AOL ) blocked 2 billion spam messages -- 88 per
subscriber -- from hitting its customers' e-mail accounts. Microsoft (MSFT), which operates No. 2 Internet service provider MSN plus
e-mail service Hotmail, says it blocks an average of 2.4 billion spams per day. According to research firm Radicati Group in Palo Alto,
Calif., spam is expected to account for 45% of the 10.9 trillion messages sent around the world in 2003.

23- The CAN-SPAM Act of 2003, Pub. L. No. 108-187, 117 Stat. 2699 (2003) (codified at 15 U.S.C. §§ 7701-7713
and 18 U.S.C. § 1037) took effect on January 1, 2004, http://www.spamlaws.com/federal/can-spam.shtml.

24- The globalization of crime a transnational organized crime threat assessment, UNODC, 2010, page 203- 209 (fig 161, 162, 163,
164, http://www.unodc.org/documents/data-and-analysis/tocta/TOCTA_ Report 2010 _low_res.pdf.

25- European Council framework Decision 2004/68/JHA of 22 December 2003 on combating the sexual exploitation of children and
child pornography, Official Journal L 013 , 20/01/2004 P. 0044 — 0048, http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CEL
EX:32004F0068:EN:-HTML.

Child pornography: pornographic material that visually depicts or represents a real child involved or engaged in sexually explicit
conduct, including lascivious exhibition of the genitals or the pubic area of a child, or a real person appearing to be a child involved or
engaged in such conduct, or realistic images of a non-existent child involved or engaged in such conduct.

European Council Decision of 29 May 2000 to combat child pornography on the Internet, Official Journal L 138 , 09/06/2000 P. 0001
— 0004, http://eur- lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000D0375:EN:HTML.

26- The following is deemed to be punishable conduct that constitutes an offence related to child pornography, whether undertaken by
means of a computer system or not:

- production of child pornography;

- distribution, dissemination or transmission of child pornography;
- supplying or making available child pornography;

- acquisition and possession of child pornography.

Council Framework Decision 2004/68/JHA of 22 December 2003 on combating the sexual exploitation of children and child pornography,
http://europa.eu/legislation summaries/justice_freedom_security/fight against trafficking in_human beings/133138 en.htm..

27- Child Pornography Domains Reported To The Internet Watch Foundation (UK), FIG. 165, 166, 167, 168, 169 http://www.unodc.
org/documents/data-and-analysis/tocta/TOCTA_ Report 2010_low_res.pdf.

28- Child: anyone below the age of 18 years.
Council Framework Decision 2004/68/JHA of 22 December 2003 on combating the sexual exploitation of children and child pornography,
http://europa.eu/legislation_summaries/justice_freedom_security/fight against trafficking in human beings/I33138_en.htm.

29- Combating Online Infringement and Counterfeits Act, a bill introduced by Senator Patrick Leahy (D-VT), The Senate of the United
States  on September 20, 2010, http:/www.wired.com/images blogs/threatlevel/2010/09/CombatingOnlinelnfringementAndCounte

rfeitsActl.pdf.

30- The two forms of IP most frequently involved in cyber crime are copyrighted material and trade secrets. Piracy is a term used
to describe IP theft—piracy of software, piracy of music, etc. Theft of IP affects the entire U.S. economy. Billions of dollars are lost
every year to IP pirates. For example, thieves sell pirated computer software for games or programs to millions of Internet users. The
company that actually produced the real product loses these sales and royalties rightfully due to the original creator. http://law.jrank.
org/pages/11992/Cyber-Crime-Intellectual-property-theft.html.

31- Mississipi code of 1972- SEC. 97-45-9. Offense against intellectual property; penalties, http://www.mscode.com/free/
statutes/97/045/0009.htm.
An offense against intellectual property is the intentional:
(a) Destruction, insertion or modification, without consent, of intellectual property; or
(b) Disclosure, use, copying, taking or accessing, without consent, of intellectual property.
Whoever commits an offense against intellectual property shall be punished, upon conviction, by a fine of not more than One
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Thousand Dollars ($1,000.00), or by imprisonment for not more than six (6) months, or by both such fine and imprisonment.
However, when the damage or loss amounts to a value of One Hundred Dollars ($100.00) or more, the offender may be punished,
upon conviction, by a fine of not more than Ten Thousand Dollars ($10,000.00) or by imprisonment for not more than five (5) years,
or by both such fine and imprisonment.

The provisions of this section shall not apply to the disclosure, use, copying, taking, or accessing by proper means as defined in this
chapter.

Sources: Laws, 1985, ch. 319, Sec. 5, eff from and after July 1, 1985.

32- Internet Fraud: Tips to avoid Internet fraud, http://www.tbi.gov/scams-safety/fraud/internet fraud/internet_fraud.

33- Financial and high-tech crimes, http://www.interpol.int/Public/Financial Crime/Default.asp.
Payment card fraud is a generic term used to describe a range of offences involving theft and fraudulent use of payment card account
data. Frequent types of payment card fraud include:

Application fraud — a type of ID theft crime in which payment cards are obtained through a fraudulent application process using stolen
or counterfeit documents.

Account takeover — another type of ID theft crime, this usually involves deception of a financial institution, re-issue of a payment card
and its redirection to a different address.

Lost/ stolen card — as the name suggests, this type of fraud involves misuse of actual cards that are either lost or stolen from the genuine
cardholder.

Counterfeit card — fraud undertaken using plastic cards that have been specifically produced or existing cards that have been altered.
These cards are encoded with illegally obtained payment card account data in order to pay for goods and services or to withdraw
cash.

Card not present (CNP) — fraud committed using payment card account data to undertake transactions where there is no face-to-face
contact between the seller and purchaser. Typically, this type of fraud is committed by Internet, mail order or telephone. CNP fraud is
currently the fastest growing payment card related type of fraud in many areas of the world.

34- Additional Protocol to the Convention on cybercrime, concerning the criminalization of acts of a racist and xenophobic nature
committed through computer systems, Strasbourg, 28.1.2003, http://conventions.coe.int/Treaty/en/Treaties/Html/189.htm.

35- Australian Human Rights Commission: Cyber racism is a term used for racism on the internet. It includes racist websites, images,
blogs, videos and comments on web forums.

Racist material on the internet that is offensive, harassing or threatening may also be a criminal offence under Commonwealth as well
as State and Territory law. This will depend upon the nature of material published. http://www.hreoc.gov.au/racial_discrimination/

publications/cyberracism_factsheet.html.

36- Federal law prohibits individuals from betting on sports or gambling contests using a "wire communication facility," which includes
the Internet. Yet the Internet allows immediate and anonymous communication that makes it difficult to trace gambling activity. Internet
sites can be altered or removed in a matter of minutes. For these reasons organized crime operates Internet gambling sites.

Operators alter gambling software to be in their favor so the customer always loses. Unlike real casinos that are highly regulated,
Internet gambling is unregulated and dangerous. Individuals gambling on the Internet risk providing credit card numbers and money
to criminal gambling operators. Further, minors can gamble on the sites since the Internet is unaware of the age of its users. All a
minor needs is access to a credit card number. Internet gambling also lures compulsive gamblers who may suffer devastating financial
losses.

37- Internet Gambling: Overview of federal criminal law, http://books.google.com.lb/.

38- Evidence tampering: Tampering with evidence is the knowing and intentional physical manipulation, altering or destruction or
falsification of evidence relevant to a criminal case or investigation. It is important to note that tampering is not the accidental destruction
or modification of evidence, it is only if the individual had reason to believe the material or item was part of an investigation.
http://www.criminaldefenselawyer.com/crime-penalties/federal/ Tampering-with-evidence.htm.

39- Computer Crime Research Center: What is a Cyber Crime? "Cyber-terrorism — attacking sabotage-prone targets by computer —
poses potentially disastrous consequences for our incredibly computer-dependent society."

http://www.crime-research.org/library/Cyber-terrorism.htm.

40- Cyber Terrorism Vulnerabilities and Policy Issues “Facts Behind The Myth” by Dhanashree Nagre Priyanka Warade, http://www.
contrib.andrew.cmu.edu/~dnagre/Final Report dnagre pwarade.pdf
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Cyberterrorism can be defined in different ways viz. it can be politically motivated hacking operations intended to cause grave harm
such as loss of life or severe economic damage; or

It can be unlawful attacks and threats of attack against computers, networks, and the information stored therein when done to intimidate
or coerce a government or its people in furtherance of political or social objectives, or

It can be a physical attack that destroys computerized nodes for critical infrastructures, such as the Internet, telecommunications, or the
electric power grid, without ever touching a keyboard.

Thus, it is possible that if a computer facility were deliberately attacked for political purposes, all three methods described above
(physical attack, EA, and cyber attack) might contribute to, or be labeled as “cyber terrorism.”

41- Illinois Statute, January 1, 2009 (720 Illinois Compiled Statutes § 16D-5.5.), http://cyb3rcrim3.blogspot.com/2008/10/unlawful-
use-of-encryption.html

A person shall not knowingly use or attempt to use encryption, directly or indirectly, to:
(a) commit, facilitate, further, or promote any criminal offense;
(b) aid, assist, or encourage another person to commit any criminal offense;
(c) conceal evidence of the commission of any criminal offense; or
(d) conceal or protect the identity of a person who has committed any criminal offense.

Telecommunications carriers and information service providers are not liable under this Section, except for willful and wanton
misconduct, for providing encryption services used by others in violation of this Section.

A person who violates this Section is guilty of a Class A misdemeanor, unless the encryption was used or attempted to be used to
commit an offense for which a greater penalty is provided by law. If the encryption was used or attempted to be used to commit an
offense for which a greater penalty is provided by law, the person shall be punished as prescribed by law for that offense.

A person who violates this Section commits a criminal offense that is separate and distinct from any other criminal offense and may
be prosecuted and convicted under this Section whether or not the person or any other person is or has been prosecuted or convicted
for any other criminal offense arising out of the same facts as the violation of this Section.

250 slaall @1 oall LU Ll o iall sl 1300l 6 S5 I DAY e sie SIGH O e s Wi Y1 ol Y1 g a1 Jgall (S —£ Y
Celall o U5 L e ol sall L) 5Ll o sl (& 53 all) L, N1 1 Buanall S1all e 3k 3l e o 0le TLaL elll

1 G 08 e yian y o ma oiad Lol ol pall g Tm LY (T lld ¢ Jaks G yum I ol gl G o pse a1 G 55 05 Bunpall Jgall 3 —£ ¥
Ul ¥ ) sl g 808 lae Jio Lo Sall 25 5 L1 o pemill 3 Lt S5 o S s Ll 5L e ol G5 ol sall (i olaie] ]
Ll s gall



Ailyesadl @il - ol LX)

diloglao dolail zo daydl duiy of duoy> sl diiy o
-«5)—”'i

ologlao pUAS oo ddlef ppsx 10 BaLLl
plias Jac dBlef Lo dliiwg sbig pivell Ay padl o JS
slawd] Lo o SSlagleo

ol el gl 83g-> ¥ Jlotionnl Belaw (EJLEIN Ll
dyiloglell

ol of 83g2¥l Jlominwl delawl pp> o1 Ballf
dciloglell

3 of zay of sauo of syl ol g9 of gl of piB o US
bl ¢l of Lolegles Laabiy of g plasuaw®l jo,2
oy iy Joa jaolys of yuw cilalS of Bazo duiloglae
ol SLE,XT S Lgle poguaill @34 o sl 1,28l

Jlgo¥l Ao soxidl @izl ol
<olally

dologleo dlogy sl of Jlois¥i Py 2V 8oL
degyiing jul Byguaty Vil diiy g aad e padl o JS
b o il L s LA e

Ailogle o wililes yroas of g ol Jusss ol JLs-a)
(logles pllas Jac e ganll LS o JS&

ol anaid dplo dwdio e §> axg 93 Jguasll Ellsg

gPLoglall jagyidl gy 2A BaLLS

o JLa] Lo degytina il Byguag b e padl oo JS
Slils Lgic g duilogleo Slily y0as ol g0 of Josss
o Lgale Jugaill of Lgolasiwl sady oo il
13 Lo ,2Jaill Chyuny dvusin LS o Lo S duigild ol 21
X gl yiileo JS iy doggdog begyio wliledl ois culsS
dloglell wbibedl Jlosimwl e auad pe padl o JS
w91 88Tl b 8y Si) doesunll il

[a.gb.,.g_m.n P TINI Y ua.']

AL JLled¥) 3 Lo lac¥) Joadl po,3

Slled! e o2l @il Jo¥ oLl
aloglel

dologlall SUledd o, ilf pya o) BaLLS

o Juaes sle degyiio pl Byguny land PA.éi oo JS
39 duilaglell @bladl yans of slawdl of gona of clolf
oyLie¥ dauus )by o Sill Joall Clu of bol,a Go¥I
Loy>

Auilogleo obile ool me! P> o1 Baldl
el Ao degyiion il Byguay lauad P.\.Bi oo JS
e Lglas sie cllsg duids Plwgy dulogleo wbily
sy walshs I gl Sloglell slailf o jegonll Lull
dolail go Jasl Aty ol Aoy Aty Judll @iy ol Jolya il

.5y avilogle o

delai¥l le gamdll @il S0 L
duiloglall

loglao pUAS (I £ gymisl! ol Todgdl oy o7 BaLLI
Y JUTE S (P

pLiss ) gorill jui gololl e b padl oo JS
3939w goyiull i 2ieSU gl aio s> of logleo
sled! julas dallse Gorb oo Joall @iy of bl
wbiby oo Jouadl dlyg Sleglell pliaill Sle 4l
dolail po oIl glety Lo - of duoy> 5] diiy of duad,
sy duilogles

logleo pLIsS ) & gl sl Fododl ppar ££ B5LL)

duiloglalf SUbLecl) (2,230 go dud &g SL of
loslea plias I ol sl goledl e padl po JS
Joamty aolid 3o avh goyiull ju2 oSl ol aio g5 of
Lasland] gl Lagoa of Lgsled] of zol,d! of ducd,dl bl
Lin jomg - ilogLall pliaill Losy pubaell gf Layiass o
gt sladt plas dallse Guyb e Jodll iy ol bofyasds
dpad) obln Sle Jouad! dig Sloglell plaill le



Lgi duady (o lad dpsbyf S1g0 LS| pya 1 £ 5L
g-t“l-agl.i.o pLAS Al wlgy

desly) slgo degyiie il Byguany Jaad pil o JS
wloglao pllai yuc Lgiy ol Lg24je5 suaiy iyl sl

dawlgy gupold] desbyf g gy pya )0 BaLL
, lostas pls

Acgyiive jil Byguag Jauad pld gl by o pore oo JS
(lagle s pllai dlasulgs ppuolad dusl slgo

O molad Ao Lyl 3hgu0 Ji gf iy of 2t oy 1) 1 BLL
legleo plla; dls wulgy
slgo dcgyiine il Byguag Jauad J&5 ol Eu of g9 0 JS

ALyl slge sl augis ol 2g)dl pp> DIV BaLL
ALyl slga Lo gy jud bygung Jouad Juas iro JS
bl pdlad ol adlad silogle s pllss yee yupolal

e pumold) dslyf slge Bjles pp> VA BsLLS
legleo pLIs; g dyig,iSyf dlasavg

Al slgo degiiio il Bjguayy Jaad 5> o JS
(logleo plias of duigyiSIf dlariwg e yapolal

sy Al e (s molad! g, 8 oy 214 BaLL
duileglao dliiwgs CUST @oalac) of degytine jul
dpsis dladily pledll Lo luols p25> of g o0 JS
oslac] b ol of yoges ol Lilno flgaw degydio jut
Ailaglea dliiwg sby clisg ,0¥1 13g]

Al GameliIly o iyl gy 17+ BaLL
avilogles

A8 le ol Lowis byl le padl g0 JS
eloi] Ul o s3] dlaglen dliwg sb ol ¥l
oy pLeally juolad) glis] Yol oo of dussid) dut)
2921 9l ilona glgw dusuis

3.35.LU e sl ‘qﬂR covalandl ol
duoddl JloodU 4y S il

Al el @il ol LY

Ailogl s Alwige J1g-0l A8y of LS ¥ oy 24 5L
Jhozisls Lgadis) Sle of Jlgol ddyun Lo padl o JS

(g gl il gyl Gugmid! Jloe oy 01+ BaLLl
D950 il Gags gl gy Bl Jlw)| e padl o S
030 39)9 bLay| (o g S dl (0SE (9 il ] g
wlads ol folasss of peay ULy fgudy Jlo 6 Jilaw Tl

Aol

dugglly aupridl igal ple eMian¥l gy 1)) BaLL
e plasiw¥ly Slegleoe plas 8 dossciwll

Lgd & gl
dygglly caspeill Slgsl e eMiaw¥l Lo padl o JS
Flogleo plias 6 dessiuully y3 pasbd saslell
209 degyino il Byguay suad o padl o lIiSy
Badlell dugglly cayyeill gl plasiawl Sle 0¥l acle

sl gf dy i cilogles e & ¥ pps 1) T 55LLI
LgStaudl of

MY Lo goptiia coww (939 wuad oo padl oo JS
orhe of duslis of Dy wilogleo e duilogle o Jilawgs
Loyl 9o -duilogle o Jiluugs ciloglelf oia Jio slivd)
Al sbay gl il jpndl GLAY ) Joidl 5350 o

Y TR VP SOV TR FURE SOV TN |
"Q.b.‘aLE.IJ

agyles o) Bl

PME¥1 ol LSl gf jguatl ol pgmss ) ALyl slgdl Jomsiss
Gless o g pald Lgad Iylds duslyf Jloel sl of il LI ol
[ L ol 8 ppoladl PNl

Lo g J2dy pody pold -
_ T gy Jady pody juolAS ga paasesh -
pods |pold yglas BLSLAL deiliinsg of duvdly jouo -

3929 00 (0 Byie diolidl ey @] oo S g0 jolall
e Ja5 ¥ ol sgas I gl paas o gune dlgal
By dwslanl



Ailyesadl @il - ol LX)

2945 3935 e degpiin pul §yguay uad (o padl yo S
g

WY T IR |
M'

-

Cloglall Gud ol iyt

el gl oy legleo ddles P> e Ball
uy ol il Bjles (992

plb ol oleglee ddles e sund o padl o JS
LA 4l iy Gussio passyT of gupmal Bl i9s uasd
gyl gl o ddlell ois Jic

Sl gl Oy Slegleo ddleo pp> P Ballf
) digilall saclgall plyist oo
&vau’auLAglLadJ-LLoulcmﬁu.cPulu.aJ.S
Adlel 8l duigilall selgdlly udill ogs uaseid

raiall glall ol ciloglell

u.n_»._\.v Bl ol Sleglao sl P> 1T Galdl
wlogle o sliud| Lo JLQ-MQ-C91.\..A£0.C ’A.\.siu.oJS
Lgle &BUQX' g = ¥ uaLx_u:X g.aw sl ol

pasuidl cllal dylovia¥) pas pp> T GaU
Teemaill of £ MYl il

Opad dlgo o dilriawX] §> axg ygss 2oz 00 JS
oy cloglell ole eMb¥L el pas il clb Jf
Lgmiaty of 4y dusld s 3l gillal

> @ilydly dgainll @il tpawld! ol
Aclogleo Silawgy duiluui¥

djpainll Cloglell gigdg i pp> (FE BalLS
aclogles Lilawgs

il i cilagle s giiedy miss Lo lauad pudl go JS
vl Gou spainll juedll I agly dupaisll
oo o Loyt oy 3T 4SS dln awlg cll3g (rive o
Auloglell

gele saxill of solsdl auags pe> (P00 EsLL
3y @giod of geaill of SByelf @gilodil carssy
Ailogleo Jilawgs

J.q.cu.Lcu.\.\Lh.A‘q.m' &.’agﬁ);’.:” oLl
‘rLcu»J.i_&.qu_wl&.’agu.L:‘_&_iJ’MA..a.i.gpdio.aJS
i 2l LS of sad) ool Jae

aois gl atddl slunof auldl pys o 1 BaLL
a3yl of aois gl calyll sl sl sundy al8 o JS

Syl diayd of ,.eé, Joe adas oy ST B5LL
,.chlu.q_qw_._qunu.q_cm,.uiwﬁuiwds
JLedl Jeed o cilomopsll frasss juinig limoydl dinyd

aalasll

934.1..‘49 9iAiZ.oJ.q.:ua).c o & py> 2T Bl
Jolasls

pab gl Jolatlly guing 9‘&-—JJu4)-= s'a_-ugrl-f-ﬁﬁ'u-AJS
Jaldo L\.QA)LH.QL.JJ')LQ.C‘A.\M

adgll Ggd> o G 5T e glace¥l pps 0 BaLLS
 Bygldt Goadt of

God> 0 3> § Ao glaie¥l Lo land padl go JS
Aad ) Jloe¥l daleslf 5ygldl oadl of atgll

2g-idly dud mall LSla S (ot g :b!l'“"'" L
3.349).25.1;81

ddyno adllay aylds pyo 271 BsLL
um;mwhuw)ﬁco)pm‘w‘ou‘wﬁ

Balio dudyuno dbliay Jlorimwl py 1TV 5oLl
A8l Jlosial Sle yo¥l aale go Jond pudl o JS
e Jlasiuw¥l 1in dovily Juas> sloss balia dudpns
Jlasiwl Jbo 4 aud] 302 ¥ cod Juas @ of Jlgol
Xl o dBgyuo dibpao wlilly pl)l sab ye

N Bl LS Gutas Lgle

balise Aud a0 Al ;La.aX! Joud prx H LYY
Ao ddlhy dla gy JUI o L'.Ln.a oslay J.d o0 JS
Lgidiasy agle 20 Balio

@w&ﬂgl 29201 43935 pya T4 BaLLI



Adgudl s duiloglall @il $piisc gald! Sl
dolall dodadly

dlowgy deogSdl Jloc¥l Julnes Py 24T Ball
ayilagles
Jlacl ol diogSdl Jloe¥l fulaes Lo padl o JS
o0 JSg Auilogles dliwg sl Jlosimwly dolell daluull

Jlosiaw¥l 1ig) bazo graly s> of £59 of gl

ok LS £ LR of &I b GLas ¥l pys 151 BaLL
dusloglall @iy

Sy aand e gLl of MY 8 sund e pitol po JS
cigiloglell @ily> e tdals

e dolegles dlowgs Jouadl pps i Bsll
Adgadl yas dypw logleo

e LY of Joad! Sle o eMbXI Sle padl o JS
ASh s oo clliy ddendl pass iy oleglea
531 dleglea dliwg ol Jlostuly of )Xl

dciloglall Adliadll AJs¥ls Copndl pps 140 BaLL
padl ol duilegles duiliad dbly conll Lo padl yo JS
Logoa of Lgad Joaesll of Lgatiss of Lgdd] e

dolad! dodudly 0¥ 20gd Sliley g py 151 BLL
ailegles aliug,

clagles of wlbile ydu of dels] of cu e padl o JS
ST Ao sl of Agudl 5 dolell dadasll gl o¥ ags
dliwg ¢l Jlesialy of wbii¥l aSd M o llzg
s dilogleo

duwilogleo dligy - V-3y{ pr> iV oaLLf
Lgale ooy of Lgad @alus ol duslay| ¥lael oS3l g0 S
S duilogleo dlig sl of cuyi¥l b Jloziuwl

A“.Lg.wga’ Jadl e gl P> 7 YA
duilogleo
Jhozialy Jadll e 50 pasad a3 Sle padl yo JS

533 dslaglen dliig s of cu¥l A<

Al el @il ol LY

A.EJ.cé.u_:Jlg;l o).gjigium;.jmgswup.\j‘!o.odj
dla gy clisg aigd o uaill of SByel allesil oy
(533 dlaglen dliwg sb of cuyi¥l A< S

U0 Awigyi STl dliangy Silogleo 24595 apa o1 BsLLS
ol duclos Bolyf Jloel yupd of augaies of ;LS LgsLah

dpilui¥l o @il
il iy clogles yiiss gl gujgd e laund padl o JS
LSS Lgilo o 5T dilagla o dliswg gl of sy 23T AS
Apilasi¥l s @3y of duclos Babaf JLacl yupm of augesas of

digpiS) dligy agnidl of Baslandf YV BaLLf
3.3.3L.m.3;¥| e ‘qﬂﬁ O Ky g

o ¥l A ddawley poi> of lauad sl oo JS
fq."b_y- oLl u.LCPiLm ‘5)_7-;‘ duilogles dliwg sji

8,01 algdf zgyig bpolidl @il &msladl il
avilogleo filiwgy

e Bpolio gomiio Bylalg CLLE pp FA sl
i

Byolia wlell yaye g Byolia goydia ol of Cllé o JS
s duilogleo dliwg sl of coyii¥l 4SS Lo

e Byolio £ gyio Zumniity g oy 174 BaLL
RSy {

e 8ralio gorino sLin¥ £3 of g of Jgw oo JS
Sy duilogle o dliwg Jlewiwls of cuyaiXl A&

oo pmolald JonSJl muge pp> i Gald)
RS

e pmolall Lagiuo JonSIl zugys e padl go JS
533 dlagles dliwg sT Jlosinly of cuyn¥l A<

Gl e 8yt algdl gag,s pp t£) BaLL

T of g of ooy Lo dcgyien yud yguas padl oo JS
ol woy¥l ASd e 5)adl slgll Zlil Gk gy ol
533 dslaglen dliwg 5T Jlosiuly



Ailyesadl @il - ol LX)

Aol polesll 107 Ll

ol dudgall olbLasXlg wlsalell pfyisf duyell Joalf ,Lle
Sy @3l dsdlS dalell L of pelad! gilladl
dgd clly duilysdl @530 denb blelo go ple
gty als¥ e doldl oiglXI Sy Jugnss
LSS0 da>Nag 8,953l @334 Jo> logleldl Jali
o2 Lgin Lawd poleadl Lo dyell Joodl 0,39 LoS
Jlacly dsiloglell @il 6 dilnsall clarasill Jlno
) AL S g Losus,

Ciloglall madss @il § e LS ol

oL Ttudd o paus, Bila> pas pp> L4 Baldl
asies Silawg lpcian! gf maual of &i9s ol Gug-ans
il gl prasas gl Gugas o) giiss e padl g0 US
A Jod (o gramas o) pausyd Bl (99 pimins Jilawg
Adgadl 6 dnsd deg iyl

099 Ay (5035 purdiind Jilawg £ahT ppm 20+ BaLLS
uay ol Qe Bl

090 dypaadl 5035 yrdsiis Plawg yudes Al padl g JS
daiB diaull olgdl Jud o parsy of gupas bl
Adgadl b

dcgie pains Jilwg mesls of & py> 200 Bl
i Jilawg ol of G of go e pal oo S

Slganlf $die EIET Sl

b Bl @i sasl WSGp o JS bley 20T Ball
E:s-“'l-m s>l gl dolyilly gosndl digdsy sLinXl lis
ool dugde Bag suad diell dlgall ¢y L opugaell

cole¥lg ¥l Lgaios dol, 20l daudy

AN Lgsg dugiSIXl Brge¥l jalal 0P Ballf
WS SSRGS JUN DR SN
scloall Ladg ,I,Ssll Jlo b dugaell sasbs 20¢ Ballf
i ¥l sla @ivg 1A (iled b Lgale pogualf dolell
.fq.‘nb_"!-‘ oA 5.\_»-! a5, X

AxdlS] daasio a.i.ﬁ.b :)_uf\.\.c &.gb." ] |
Auiloglall 3.5)_4-'

; 5o Bag slini| le duyelf Joudl g0, 8 200 Gl
Slad sl ddol) 4 o¥layg ¥ ;o dlogle Ul @i,
oo dudaell Ayl IlS gl Gofysd) wb dyilaall
Loaung duiloglell @33l b gudoill Jlocl sa>gll 0in
(0 Bagdl 0igd gyl gl catliyg elndlf Cbl,isf 3
dologlell Jloa 8 35LaS ol dnasiio duid yuolic

) ¥Las¥l






w_ J w_J U

[_
.
.
.
D sualandf s, X1

ng.n,.,.g_mg loglall JLbI b dyySall LSt @9.3_9




lrrnlly iloglall JU$1 b &y, Sall &SI Ggd> - puslas 5L ¥



rsdly Silaglall JL&1 6 oy Sall S God> ~pualusd] 5Ly X

JLSS o9 Ay Sall Sl Gods> dulos slaiyX dmaldf dilsu,dl dd)elf

2925 Sl dupund) Goadl ) AOLoXl .duled! Baog 33
03955 Log Juogll ansh giilf Ludlyégupls Sle 331 comlial
L 13 pain 53 dgd> 0

Jaodl Jobiss 15,5 ¥1 duad i Jloed dugslall dulodt (£
@ S ¥ dad)l Jlac¥) dilod seiell osLall
Slldl sclody molpdl Jio duols plSsi Lg) aungs

Alogd) acd cilsailly

digilall aclgadl Jobiss gdlodl slosn¥ duigilall dslads (0
il pdlall gy ll dgd adlsll slawl Lo gobas
dygliall dulllg dyyla¥l dogysiully asifgsnag gdloll sloswl
Juady 23all @3] £ladlg 0piloog Sl cilghly LI

28loll slosly dalesl cilefyill

4earSy olimapdl glodl Loyl ool Jloel cdglisg
SLLl aclyd gledl I ASLaXL Lgilingios Lgicliv
culasius Lgie JSI 8,g1lf duigilall dyladly LgilisSag

1A Jloc¥)

dolail Lgasly . 'guwld! grolmd dusudd glos¥1 -
azlg (System software/Operating system) Juzusll
Programming) dcliall dsell dolas¥l gf cilimopl
dolas¥l A 48LXL (software/programming languages

((Application software) did a3l

909%1 SN o 1 8)LXT sl o Sduigilalf duled! -
G gl cilonopd digilad! dylad! (o (regs (0 juse
alsll G dula> (iled coros ot g9l 1] Lgaady
¥ goill 13img £1,as ¥ sl 59ls e oS £oilly
§l gclio gl id5 Joeda Lgasd ol alpoeoydly Glasy

Leclin of Liias 1ygs 5355 I

gl AL £y ooy ol d! dblins dudS -
yo Lily opind DS spma gl pmapd! plAL £l
] dyygpming dpanls] Jlyo bae Lgd dunlis delac
ATy Ayl dagy il daydy duliS <) paill Lle

AP | Sad -

A4Sl God> gouwdgn dpald) sl ddjell Joliss
Ayl Joudl 6 ilynandly SSlaglell JLSI 6 s, <all
aeslpll oia cdle il dupell ciley, Sl JulBy s,
e sguadl Il dllell oley, dull jaey 2o Lgasliog
Bacluco Bagy duyell wley, il Lgalall alf bladll
o B g Lgaaaisy Lgadleo Lo dupell cilogSd
Slaslass gl wlylyd oo of Bagagll Lgileysiss Joases of
Hloglell JL) 6 &3y Sall LS Godoy Glews duols

(gl matly

AP [} 'Al_m_sjg & 90 =T

olegdul] feSaw¥l ol slacl  gombio gy
ddeadl wlypd) LseX¥l pemy 345 o ol €aulwll
SBY Slgargi» e pols 125,55 o daSI il diord8¥ly
Gy gl L&) dilis Jo¥ L 1in b € ig,9¥]

wilatly loglell JL$I 6 &y, <all <UL

P geslel) ) JS S0 cosdl Jlocl cla

ALY Jobiss tmganld] malpd dugiladl dledt ()
Ailoglell gralmll duigilall dyledl @lais LIl duigilall
dled! o pgastindly dilesld igilall sisdl dgd
e eilelisswXlg diled) Glaig alall > el Jodsg

Aoladt gyl polastly dulod

sclgdll younts tobledl aclgal dugilall duledt (7
bl scleal dugilall diled) @lais il dygilall
&> w2ge dylod! lyuiigild uanio I 3555 09
el 33 g diled) HLSLXI p8e5 > 6 adidl

bl

ALY tdlogll avd wloaiall dugilall dyled! (¥
Diled) bogysds dgd diled ois i L3l dugilal
o Sa) Jumsll dgdy adgd>g ol 33 csliog



dsles> u.tg)gX' aha)x‘ c...a 2] ] P | ..\.9'93 4.0'-04'
golipell dulod! ¥gl puiad .oblodl sclpdl dygapo
GuiSy )Lias gl/g @bl Bacls aio digS1f Sloglell
Gl g Las ¥l lia 8 oS 13] Az adl cloglelly sl
o Lgrle pognill 4wl dyladf suntd, S
Bacls yooune Lilh geioy .duySall AU diles il
o> «sui generis» jold) 331 co>ge diled! bl
ol g cullnt) il jLoiswXl yunic dladfois fosis
cdgll | ALo¥ly sysindl paiell sggoo ol/y Lilla
FHININ

aJel JLQ-C‘X‘ Gl adglis LA))."‘g

9,981 ol ye Bplall dewla¥l doll 3561 ()
Lgiog JL 1igs dalesl

- Directive 2009/24/EC of the European Parliament and
of the council of 23 April 2009 on the legal protection of
computer programs

- Directive 2001/29/EC of the European Parliament and
of the council of 22 May 2001 on the harmonization of
certain aspects of copyright and related rights in the
information society

- Directive 96/9/EC of the European Parliament and of
the Council of 11 March 1996 on the legal protection of
databases

- Council Directive 87/54/EEC of 16 December 1986 on
the legal protection of topographies of semiconductor
products

- Directive 2006/115/EC of the European Parliament and
of the Council of 12 December 2006 on rental right and
lending right and on certain rights related to copyright in
the field of intellectual property

- Council Decision 96/644/EC of 11 November 1996 on
the extension of the legal protection of topographies of
semiconductor products to persons from the Isle of Man
[Official Journal L 293 of 16.11.1996]

- Council Decision 94/824/EC of 22 December 1994 on
the extension of the legal protection of topographies of
semiconductor products to persons from a Member of
the World Trade Organization [Official Journal L 349 of
31.12.1994]

- Council Decision 94/700/EC of 24 October 1994 on
the extension of the legal protection of topographies of
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- Protection of Computer Software - A Synopsis of
Intellectual Property Rights
http://www.gillhams.com/articles/174.cfm

- An Empirical Analysis of Patent Litigation in the
Semiconductor Industry, By Bronwyn H. Hall, and
Rosemarie Ham Ziedonis , January 2007

http://www.econ.berkeley.edu/~bhhall/papers/

HallZiedonis07 PatentLitigation AEA.pdf

- The Anticybersquatting Consumer Protection Act—An
Offensive Weapon for Trademark Holders, by W. Chad
Shear

http://www.jltp.uiuc.edu/recdevs/shear.pdf

- 2009 Update: International Legal Protection for Software
Chart, by International Legal Protection for software
http://www.softwareprotection.com/chart.htm#EAPC

- Database protection in the USA, by Arnoud Engelfriet
http://www.iusmentis.com/databases/us/

- Legal theories of database protection: United States,
Prof. Laura Gasaway's Cyberspace Law course at the UNC
School of Law for Spring, 2006
http://www.unc.edu/courses/2006spring/law/357¢/001/
projects/dougf/node3.html

- Ultra Rapid semiconductor protection fuses, westcode
catalogue, March 2005

http://www.westcode.com/fuses.pdf

- Chip Protection in Europe, by Dr. Thomas Hoeren,
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/

publikationen/036.pdf

- Protecting High Value Domains, SSAC Public Meeting
ICANN Cairo 2008,

http://cai.icann.org/files/meetings/cairo2008/piscitello-
high-value-domains-03nov08.pdf

- Intellectual property the internet and Electronic
Commerce, Legal protection of Domain

Names, by Mr. George Dimitrov, 2001
http://www.wipo.int/edocs/mdocs/ip-conf-g/en/wipo
ectk sof 01/wipo_ectk sof 01 1 6.doc

- Domain Name Hijacking: Incidents, Threats, Risks, and
Remedial Actions, ICANN, 12 July 2005
http://www.icann.org/en/announcements/hijacking-

report-12jul05.pdf

- How To Protect Yourself Against Domain Name Hijackers
http://securityskeptic.typepad.com/the-security-

skeptic/how-to-protect-yourself-against-domain-name-

hijackers-.html

semiconductor products to persons from Canada [Official
Journal L 284 of 01.11.1994]

- Council Decision 93/520/EEC of 27 September 1993
amending Decision 93/16/EEC on the extension of the
legal protection of topographies of semiconductor
productsto personsfromthe United States of Americaand
certain territories [Official Journal L 246 of 02.10.1993]

- Council Decision 93/16/EEC of 21 December 1992 on
the extension of the legal protection of topographies
of semiconductor products to persons from the United
States of America and certain territories [Official Journal
L 11 0f 19.01.1993].
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- Intellectual Property Rights on the Internet, by Stuart P.
Meyer
http://www.fenwick.com/docstore/publications/ip/ip
rights on_the internet.pdf

- Examination Guidelines for Computer-Related
Inventions, Patent and Trademark Office United States
Department of Commerce
http://www.uspto.gov/web/offices/pac/dapp/pdf/ciig.
pdf

- Patents for Computer Implemented Inventions and
Business Methods, May 2006 Donald M. Cameron, R.
Scott MacKendrick and Yuri Chumak Ogilvy Renault LLP,
Toronto

http://www.jurisdiction.com/itpatents.pdf

- Study on Intellectual Property Rights, the Internet, and
Copyright, by Alan Story
http://www.iprcommission.org/papers/pdfs/study
papers/sp5_story study.pdf

- Intellectual Property Rights Violations: Federal Civil
Remedies and Criminal Penalties Related to Copyrights,
Trademarks, and Patents, Updated October 31, 2008, by
Brian T. Yeh Legislative Attorney, American Law Division

http://www.fas.org/sgp/crs/misc/RL34109.pdf
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- EU protection for domain names, 22 September 2008,
http://www.neurope.eu/articles/89831.php#

-The Law and Economics of Reverse Engineering, Written
by Pamela Samuelson and Suzanne Scotchmer, 30 April
2002, available:

http://www.yalelawjournal.org/the-yale-law-journal/
content-pages/the-law-and-economics-of-reverse-

engineering/
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http://e-lawyerassistance.com/LegislationsPDF/qatar/
CopyrightLawAr.pdf
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1- Types of software, available:

http://www.computing.net/answers/windows-xp/types-of-software/175673.html

Practical computer systems divide software systems into three major classes: system software, programming software and application
software, although the distinction is arbitrary, and often blurred.

- System software: helps run the computer hardware and computer system. It includes: device drivers, operating systems, servers,
utilities, windowing systems.

The purpose of systems software is to unburden the applications programmer from the details of the particular computer complex
being used, including such accessory devices as communications, printers, readers, displays, keyboards, etc. And also to partition the
computer's resources such as memory and processor time in a safe and stable manner.

- Programming software: Programming software usually provides tools to assist a programmer in writing computer programs, and
software using different programming languages in a more convenient way. The tools include: compilers, debuggers, interpreters,
linkers, text editors.

An Integrated development environment (IDE) is a single application that attempts to manage all these functions.

- Application software: Application software allows end users to accomplish one or more specific (not directly computer development
related) tasks. Typical applications include: industrial automation, business software, computer games, telecommunications, (ie the
internet and everything that flows on it) databases, educational software, medical software, Application software exists for and has
impacted a wide variety of topics.
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2- Semiconductors: Any of various solid crystalline substances, such as germanium or silicon, having electrical conductivity greater
than insulators but less than good conductors, and used especially as a base material for computer chips and other electronic devices.

3- See Internet Law - Violation of Intellectual Property Rights on the Internet: for Digital risks, Digital Solutions, available:
http://www.ibls.com/internet_law_news_portal view.aspx?s=latestnews&id=1711

Internet has made intellectual property (IP) rights more vulnerable to violations by every sector of society; business, students, and, of
course, the committed copyright infringer. Thus, those directly affected by copyright violations have resorted to alternative methods to
manage intellectual property rights. Those alternative methods are digital technology programs designed to control internet access and
use of copyrighted material. There is a range of companies currently offering a variety of digital programs for IP management, this is
not news. The extraordinary is the creativity found in some of these digital programs. For instance, Digimarc, an American provider of
IP management solutions, created a program called «Digital Watermark.» This program is the digital equivalent of traditional chemical
watermarks.

Digital Watermark allows copyright owners to track distribution, access and payment of its material. Bits of information are embedded
in data codes that are imperceptible during normal use but readable by computers and software. Digital watermarks may be used in
audio, video, images, printed documents, music and any digital or analog format. The watermarks are made very difficult to remove,
and if removed, there would be a distortion of the IP material.

The greatness of digital solutions to protect IP rights is that they are also covered by most countries IP" legislation. The United States
copyright law (17 USC), §120 prohibits circumvention of copyright protection systems. §1201(a) specifically says: «no person shall
circumvent a technological measure that effectively controls access to a work protected under this title.» 17 USC §1201(b) even
condemns the import, offer to the public, supply of and traffic in technology, services, parts or components thereof, and products
designed, market or used to circumvent copyright protection systems. This means US copyright laws not only prohibit the action of
violating or circumventing digital protection systems but also the act of trading on these products.

4- See Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal protection of databases,
available:

http://www.wipo.int/wipolex/en/text.jsp?file_id=126789

Chapter I1I- SUI Generis Right, Article 7:

«1-Member States shall provide for a right for the maker of a database which shows that there has been qualitatively and/or quantitatively

a substantial investment in either the obtaining, verification or presentation of the contents to prevent extraction and/or re-utilization of
the whole or of a substantial part, evaluated qualitatively and/or quantitatively, of the contents of that database...»

5- See Briefing Note - Protection of Computer Software - A Synopsis of Intellectual Property Rights, available:
http://www.gillhams.com/articles/174.cfm
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A survey of small and medium-sized enterprises (SMEs) has demonstrated that the most common methods they employ to protect
computer software are copyright, technical systems of protection, licensing and secrecy. They apparently patent less, as they find
the system complicated, expensive and do not view patents as conferring any particular advantage for their software-based products.
Patenting was thought to be laborious and complex and made no sense in the fast pace development environment of software
development. They think that patenting is not particularly appropriate for their software products as other forms of intellectual property

protection, such as informal methods - technical systems and licensing - are equally effective. The most effective technical systems of
protection involved use of dongles, encryption, stenographic techniques, key diskettes, firewalls and passwords.

The survey found that 27% of the SMEs interviewed regard licensing as the most effective means of protection and 24% ranked
technical systems of protection as the most important means. 21% found copyright effective, while only 8% thought that patents were
of any use.

6- ccTLD: Country Code Top Level Domain Name: Country-code Top-level Domains (ccTLDs) are two-letter top-level domains
especially designated for a particular country or autonomous territory to use to service their community. Available:

http://www.iana.org/domains/root/cctld/
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Patent Protection, available:

http: / /jwww . softwareprotection . com /patent. htm

More than half of the 170+ countries in the world that grant patents permit the patenting of software-related inventions, at least to
some degree. There is a worldwide trend in favor of adopting patent protection for software-related inventions. This trend accelerated
following the adoption in 1994 of the TRIPS Agreement, which mandates member countries to provide patent protection for inventions
in all fields of technology, but which stops short of mandatory patent protection for software per se.

The most widely followed doctrine governing the scope of patent protection for software-related inventions is the «technical effects»
doctrine that was first promulgated by the European Patent Office (EPO). This doctrine generally holds that software is patentable if
the application of the software has a «technical effect.» Thus, for example, software that controls the timing of an electronic engine is
patentable under this doctrine, whereas software that detects and corrects contextual homophone errors (e.g., «there» to «their») may
not be patentable.

The EPO law regarding patentability of software tends to be somewhat more liberal than the individual laws of some of the EPO
member countries that conduct substantive examinations of applications on the merits. Thus, one desiring to patent a software-related
invention in Europe may choose to file an EPO application designating the EPO countries in which protection is sought, rather than
filing separate patent applications in individual EPO countries. An EPO application, after allowance, is then granted in force within the
selected countries.

For each country, the exact nature of software patentability is a complicated question. Even in countries that are liberal in granting
patents on computer software, certain limitations apply. For example, in the United States and Japan, software that affects a physical
process may be patentable. If the software preempts a mathematical algorithm, however, it is not patentable.

Obtaining patent protection for any invention, including software, is relatively expensive. For each country in which patent protection
is sought, the cost is typically several thousands of dollars in attorney fees, patent draftsman charges, and governmental fees. Why,
then, would one seek patent protection for software rather than rely upon copyright protection? First, a patent is valid against everyone
in that country who makes, uses or sells the patented invention, even if the infringer invented it independently. In the United States, a
provisional patent application may be filed on a software-related invention to preserve priority of invention that may then be perfected
as domestic and international patent rights. Second, while copyright law protects only the expression of an idea, patent law protects
the underlying idea, provided the idea is within the statutory categories of patentable subject matter and is not so fundamental that it
constitutes a law of nature. Thus, for example, under U.S. patent law a mathematical algorithm is not patentable if the patent claim
preempts the entire algorithm, but may be patentable if it applies the algorithm to accomplish a specific technical purpose. Finally,
because many software products are mass-marketed without a signed license agreement, the strong protection provided by patent laws
is increasingly important.

8- See Copyright Protection, available:
http://www.softwareprotection.com/copyright.htm

The trend is strongly toward express statutory protection for software in copyright laws around the world. Statutory protection has
become increasingly important because more software is mass-marketed through traditional channels or distributed from a website
without a signed license agreement (although in many instances with a «clickwrapy license agreement). In many countries, courts
have held software to be within the subject matter protection of existing copyright law. Generally, copyright laws protect the form of
expression of an idea, but not the idea itself. With respect to software, this typically means that the computer program, in both human-



rsdly Silaglall JL&1 6 oy Sall S God> ~pualusd] 5Ly X

readable and machine-executable form, and the related manuals are eligible for copyright protection, but the methods and algorithms
within a program are not protected expression. Source code and object code are protected against literal copying. In addition, certain
nonliteral elements of expression (including the structure, sequence, organization and «look and feel» of a program) have sometimes
been afforded protection under U.S. copyright law. This trend has not clearly surfaced in foreign courts. Therefore, the current scope of
protection of software under U.S. law is, at least in this respect, probably broader than under any foreign law.

9- See 2009 Update: International Legal Protection for Software Chart, by International Legal Protection for software, available:
http://www.softwareprotection.com/chart. htm#EAPC.

This chart can be used to determine if subject matter protection is currently available in a particular country for either a U.S. or foreign
party’s software, and whether it is protected under «Copyright» or «patent» law, example:
- Oman: Computer software is protected under the «Law for the Protection of Copyright and Neighboring Rights» (Law No. 37/2000),
which came into force on May 21, 2000
- Qatar: Computer software is protected under the Qatar Copyright Law, which came into force on October 3, 2002;
- Egypt: Computer software is expressly protected under the Intellectual Property Rights Code, effective June 3, 2002
- Kuwait: Computer software is expressly protected under the Decree Law No. 64/1999 Relating to Intellectual Property Rights,
which became effective on February 9, 2000
- Saudi Arabia: new Saudi Arabia Copyright Law, which expressly protects computer software, became effective on March 14, 2004
- UAE: In 2002, the United Arab Emirates enacted a Copyright Law, Federal Law No. 7 of 2002. The law, which repealed the previous
law, includes computer programs as a protected category of works.

10- See International Legal Protection for software, available:

http://www.softwareprotection.com/copyright.htm

A common requirement of copyright laws is that a work be original. Originality means that a work has been created independently and is
the personal expression of the author. This factor must be distinguished from the concept of novelty, which usually is not required. Proof
of originality is assisted in some jurisdictions by registration of a work with specified regulatory authorities. Independent development
is a defense to a claim of copyright infringement or trade secret misappropriation, but not to a claim of patent infringement.

11- An algorithm is a specific set of instructions for carrying out a procedure or solving a problem, usually with the requirement that
the procedure terminate at some point. Specific algorithms sometimes also go by the name method, procedure, or technique.
http://wiki.answers.com/
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13- See International Legal Protection for Software, available:
http://www.softwareprotection.com/copyright.htm.

The exclusive rights of a copyright holder that are recognized and protected by most copyright laws are the rights to reproduce or
copy, adapt (i.e., prepare derivative works), distribute and publicly perform the work. The precise nature of these rights, however, often
differs among countries. The exclusive right to display is not generally recognized outside the United States, except to the extent that
it may be covered by the moral right of disclosure.

A number of countries, and the EU Software Directive as well, also recognize «moral rights,» which may include the right to be known
as the author of the work (right of paternity), the right to prevent others from distorting the work (right of integrity), the right to control
publication of the work (right of disclosure) and the right to withdraw, modify or disavow a work after it has been published (right of
withdrawal). Moral rights protection reflects the view that the individual, not only the work, is to be protected. The scope of these rights
varies among the countries that protect moral rights of authors. The Berne Convention recognizes only the first two moral rights above.
In most such jurisdictions, agreements to waive or transfer moral rights are not enforceable. In those countries where moral rights are
protected, such rights may restrict the transferee of the software (such as the party who commissioned the work) from making changes
to the software without the express consent of the original author.

14- See The Digital Millennium Copyright Act of 1998, available:
http://www.copyright.gov/legislation/dmca.pdf

Title III: Computer Maintenance Or Repair

Title I1I expands the existing exemption relating to computer programs in section 117 of the Copyright Act, which allows the owner
of'a copy of a program to make reproductions or adaptations when necessary to use the program in conjunction with a computer. The
amendment permits the owner or lessee of a computer to make or authorize the making of a copy of a computer program in the course
of maintaining or repairing that computer. The exemption only permits a copy that is made automatically when a computer is activated,
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and only if the computer already lawfully contains an authorized copy of the program. The new copy cannot be used in any other
manner and must be destroyed immediately after the maintenance or repair is completed.

15- See The Law and Economics of Reverse Engineering, Written by Pamela Samuelson and Suzanne Scotchmer, 30 April 2002,

available:

http://www.yalelawjournal.org/the-yale-law-journal/content-pages/the-law-and-economics-of-reverse engineering/

Reverse engineering has a long history as an accepted practice. What it means, broadly speaking, is the process of extracting know-how
or knowledge from a human-made artifact. Lawyers and economists have endorsed reverse engineering as an appropriate way to obtain
such information, even if the intention is to make a product that will draw customers away from the maker of the reverse-engineered
product. Given this acceptance, it may be surprising that reverse engineering has been under siege in the past few decades.

While some encroachments on the right to reverse-engineer have been explicit in legal rulemaking, others seem implicit in new legal
rules that are altogether silent on reverse engineering, including the Agreement on Trade-Related Aspects of Intellectual Property Rights
(TRIPS) and the Economic Espionage Act of 1996 (EEA). TRIPS is an international treaty that, among other things, obligates member
states of the World Trade Organization to protect trade secrets, yet it neither requires nor sanctions a reverse engineering privilege. The
EEA created the first federal cause of action for trade secrecy misappropriation. Its lack of a reverse engineering defense has troubled
some commentators because rights granted under the EEA arguably implicate certain reverse engineering activities previously thought
to be lawful.
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See Protection of databases, by Daniel R Zuccherino, available:
http://www.managingip.com/Article/2677142/Magazine-Briefing/Protection-of-databases.html

Databases have acquired — in the digital era — paramount importance for commercial activities, since they gather information that
can be used, for example, to design marketing programmes (databases containing information about potential clients) or reducing
risks when granting credits (databases containing the credit history of a person).As the creation of these databases generally entails
significant investment, creators have looked for the best way of legally protecting their investment.One basic tool for obtaining such
protection is the unfair competition legal regime, which tries to avoid parasitic activities.In Argentina, based on Article 10 bis of the
Paris Convention and local rules, and in the context of the mentioned unfair competition regime, it is possible to take legal steps in
order to obtain protection for databases.However, the legal framework of the unfair competition regime is still incomplete, since
there are isolated rules and not an organic regime of unfair competition, and court enforcement is still scarce.Another legal tool for
obtaining protection is the rules that protect copyright. These, however, require originality as an excluding requirement, limiting the
acknowledgment of the exclusive right to original databases.

Section 2.5 of the Bern Convention envisages protecting compilations that are literary or artistic works, while certain progress was also
made with the approval of the TRIPS Agreement, which established that although the compiled data lack originality, protection can be
obtained under the TRIPS system when the selection or arrangement of the data can be assimilated to an intellectual creation.

With protection contract clauses, the disadvantage is that such contract clauses are not enforceable against third parties that are not
related to the license of use of the database.

In order to not leave non-original databases unprotected, certain countries have recognized a sui generis right, regardless of any
originality criterion (the European Union and Mexico have acted in this way).

Under Argentine law, databases are mainly protected by copyright law 11,723. Legal authors generally claim that the protection
granted by said law is limited to original databases, and since Argentine laws do not acknowledge a sui generis right, legal protection
of databases could be understood as limited only to such original databases.

However, in several judgments (for example Errepar and Axesor) courts have acknowledged protection to database creators that have
been damaged by the parasitic activities of competitors trying to take advantage of the creators> efforts and investment.

17- See Database protection, available:

http://www.ipr-helpdesk.org/documents/ES _Databases_0000006544 00.xml.html

There are two main bases for database protection: copyright protection (under the condition of creativity) and new sui generis protection
(under the condition of substantial investment). Copyright protection has an international character (databases are protected in almost
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all countries in the world), whereas sui generis protection is obtained for persons from the EU only in EU countries. Persons from
outside the EU may obtain protection only under the condition of reciprocity if, in their country, such protection is introduced. For
example, the USA does not provide sui generis protection as such. Under EU law, cumulative protection of databases is possible under
copyright and the sui generis right.

Neither copyright protection nor sui generis protection creates a new or additional protection for each individual element of a database.
Database protection provides protection for a database only as a compilation.

18- See iLaw Eurasia 2004 Emerging Legal and Policy Issues for the Information Age, 15 December 2004, available:
http://cyber.law.harvard.edu/ilaw/eurasia_2004_schedule/wednesday

Database Protection and Recent Caselaw

In November 2004, the European Court of Justice (ECJ) has handed down judgments in four cases concerning the interpretation of the
EU Directive on the Legal Protection of Databases, which provides a «sui generis database right» (to be distinguished from copyright)
to the maker of a database if there has been a substantial investment in either the obtaining, verification or presentation of the contents of
the database. The cases relate to similar factual circumstances and concern databases of sporting information (horse racing information
and football fixture lists.) Certain pieces of information from these databases were used by third parties for commercial gambling
operations. In proceedings before the relevant national courts, the claimants alleged that these uses by the gambling operators were an
infringement of the claimants> sui generis rights under the Directive. In each case, the national courts referred a set of questions to the
ECJ.

In these cases, the ECJ, inter alia, now has clarified the definition of the term «database» as used in the Directive; determined the scope
of protection (especially with regard to the «substantial investment» requirement); and, specified the infringement of the sui generis
right through extraction or re-utilization.

Taken together, these several doctrinal areas — copyright, trademark, patent, database protections and so forth — present extremely
important issues, especially for developing countries, related to the control of knowledge necessary to compete in the global
economy.

19- See Database legal Protection, available:
http://www.bitlaw.com/copyright/database.html

Databases as Compilations: Databases are generally protected by copyright law as compilations. Under the Copyright Act, a compilation
is defined as a «collection and assembling of preexisting materials or of data that are selected in such a way that the resulting work as a
whole constitutes an original work of authorship.» 17. U.S.C. § 101. The preexisting materials or data may be protected by copyright,
or may be unprotectable facts or ideas.

An example of a database that is protected as a compilation would be a database of selected quotations from U.S. Presidents. The
individual quotations themselves may or may not be subject to copyright protection. However, the selection of the quotations involves
enough original, creative expression that it is protected by copyright. Therefore, a database of quotations will be protected by copyright
as a compilation even though some of the quotations are not protected.

A database of facts is also protected as a compilation, assuming the grouping contains enough original expression to merit protection.
An example of a protectable grouping of facts would be a database of Internet locations for selected legal articles. Each location
consists merely of factual information, namely that a particular article can be found at a particular URL location on the Internet. There
is no copyright protection for each location. Therefore, while the individual locations can be copied by others, if an entire database
of locations (or a substantial portion of the database) were copied, the copyright in the compilation would be infringed. The creative,
original expression that is being protected is the selection of locations for the database. If the locations were divided by topic in the
database, the organization of the database would also be protected.

20- See Works Unprotected by Copyright Law, available:

http://www.bitlaw.com/copyright/unprotected.html.

Some types of material are ineligible for copyright protection. Generally, these materials are either protected by some other intellectual
property, or have been considered inappropriate for protection. The following unprotected works are discussed in greater detail

below:

Ideas, procedures, principles, discoveries, and devices are all specifically excluded from copyright protection. As stated in the Copyright
Act: «Inno case does copyright protection for an original work of authorship extend to any idea, procedure, process, system, method of
operation, concept, principle, or discovery, regardless of the form in which it is described, explained, illustrated, or embodied in such
work.» This specific exclusion helps maintain the distinction between copyright protection and patent law. Ideas and inventions are
the subject matter for patents, while the expression of ideas is governed by copyright law. If copyright were extended to protect ideas,
principles and devices, then it would be possible to circumvent the rigorous prerequisites of patent law and secure protection for an
invention merely by describing the invention in a copyrightable work.
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21- See Database protection, available:
http://www.ipr helpdesk.org/documents/ES_Databases 0000006544 00.xml.html#N20063
Sui generis protection was introduced in the EU by database directive from 1996 (directive 96/9/EC on the legal protection of databases).

Under that directive, database producers obtain new sui generis protection. This form of protection should not affect the rights of the
creators of works incorporated in the contents of a database.
Condition of sui generis protection: Protection is granted if a substantial investment is made to obtain, verify, and present database
content. A substantial investment is the deployment of financial resources and/or the expenditure of time, effort, and energy to
generate and present the database content. Protection applies to the whole of a database or a substantial part (measured qualitatively
or quantitatively).
It should be pointed out that an investment to generate data that goes into the database is not considered an investment in creating the
database itself and therefore cannot be grounds for protection. This is meant to prevent monopolization of the information itself.
Content of SUI generis right: Sui generis right consists of two rights:

- The right to extract all or a substantial part of the database and

- The right to re-use all or a substantial part of the database.

The former is similar to the right of reproduction, the latter to the right of distribution granted to a copyright holder.

22- See Database protection, available:

http://www.ipr- helpdesk.org/documents/ES_Databases 0000006544 _00.xml.htmI#N20063.
The duration of rights of the database producer right is 15 years from the completion of the database. If a new substantial investment is made

to an existing database, the creator can gain a new right to the altered (e.g. updated or supplemented) database or its substantial part.

23- IP crime Report — Annual report 2009-2010, available:
http://www.ipo.gov.uk/ipcreport09.pdf

24- See Copyright Act, Chapter9- Protection of Semiconductor Chip Products (§§ 901—914), available:
http://www.copyright.gov/title17/92chap9.html#901

25- See Chip Protection in Europe, by Dr. Thomas Hoeren, available:
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/publikationen/036.pdf
Topography is capable of protection if'it is «the result of its creator’s own intellectual effort and is not commonplace in the semiconductor

industry» (Article 2 (2)) of the EU directive (87/54/EEC). This standard of «originality» was interpreted as being the main reason for
the sui generis protection system. It is said that copyright and patent law require a very high standard of originality or inventiveness.
With regard to this standard, most topographies will remain unprotected under «traditional» industrial property law.

26- See Directive 87/54/EEC of 16 December 1986 on the legal protection of topographies of semiconductor products, available:
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:319871.0054:EN:HTML
There is an obligation on Member States to adopt legislation to protect topographies in so far as they are the result of their creator’s own
intellectual effort and are not commonplace in the semiconductor industry.
The right to protection is granted to the person who is the topography’s creator, subject to that person being a natural person who is a
national of a Member State or ordinarily resident there. However, Member States may specify to whom the right is granted where a
topography is created in the course of the creator’s employment or under a contract other than a contract of employment.
Under certain conditions, protection is also granted to natural persons, companies or other legal persons who first commercially exploit
a topography:
- which has not previously been exploited commercially and;
- who have been exclusively authorized to commercially exploit the topography throughout the Community by the person entitled to
dispose of it.
The Directive lays down the procedure for extending the right to protection to persons not covered by the Directive.

27- See Chip Protection in Europe, by Dr. Thomas Hoeren, available:
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/publikationen/036.pdf
The exclusive rights to exploit or import a semiconductor product are exhausted after the product has been put on the market in

a member state by the person entitled to authorize its marketing or with his consent (art.5 (5)). This rule refers to the traditional
«exhaustion doctrine».

In the Netherlands, the exclusive rights include any kind of exploitation of a protected topography, even if it is not commercial.
Therefore, art 1 (e) forbids to exploit a topography without the consent of the right holder.
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28- See Chip Protection in Europe, by Dr. Thomas Hoeren, available:
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/publikationen/036.pdf
According to the Directive(87/54/EEC), the EC member states have the option of requiring registration and, additionally, the deposit

of materials describing or exemplifying the topography (art. 4).

The copyright approach toward chip protection was adopted by the United Kingdom, Ireland26 and Belgium. These states established an
unregistered right. In the United Kingdom, the legislator was unanimous on the very nature of chip protection. Initially, 1987, it enacted
the Semiconductor Products (Protection of Topography) Regulations in 1987. These regulations, which very much resembled the EC
Directive, have been replaced by the Design Right [Semiconductor Topographies] Regulations 1989. These Regulations implemented a
modified version of the design right It differs on various points from the SCPA and the EC Directive. The protection is extended to any
design document for a semiconductor product, i. e., «any record of a design, whether in the form of a drawing, a written description,
a photograph, data stored in a computer or otherwi -se» (section 263 (1)). These documents are protected against any importation or
commercial dealing under the condition that they are not commonplace. The regulations do not define originality in terms of «the
creator’s own intellectual effort». Furthermore, the configuration of the interfacing area of the topography and its structure in electronic
form are not protected because they may fall within the exception of section 213 (3) (a) and (b).

Most EC countries have followed the second option and adopted the registration system30. Thus, the creator of topographies has
to apply for registration at the national patent office or (in Spain) alternativately with the Provincial Directorates of the Ministry of
Industry and Energy. In addition to the registration, material identifying or exemplifying the topography must be deposited with a
public authority. Material deposited is, however, not made available to the public as it is regarded as a trade secret. The registration and
deposit of topographies has to be paid for by the right holder. The fees differ from approximately $ 25 up to $ 400.

See Directive 87/54/EEC of 16 December 1986 on the legal protection of topographies of semiconductor products, available: http:/
eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31987L.0054:EN:HTML

Member States may refuse or remove protection in respect of the topography of a semiconductor product where an application for

registration in due form has not been filed with a public authority within two years of its being commercially exploited for the first
time. They may require that material identifying or exemplifying the topography be deposited. However, they must ensure that material
deposited is not made available to the public where it is a trade secret.

29- See Directive 87/54/EEC of 16 December 1986 on the legal protection of topographies of semiconductor products, available:
http://eur-lex.curopa.eu/LexUriServ/LexUriServ.do?uri=CELEX:319871L.0054:EN:-HTML
The rights granted are exclusive rights. They include the right to authorise or prohibit reproduction of a protected topography and the

right to authorise or prohibit commercial exploitation or the importation for that purpose of a topography or of a semiconductor product
manufactured using the topography. The exclusive right to authorise or prohibit reproduction does not apply to the reproduction for
the purpose of analysing, evaluating or teaching the concepts, processes, systems or techniques embodied in the topography or the
topography itself.

Where registration of the topography constitutes a condition for the coming into existence of exclusive rights, those rights will take
effect on the date on which the application for registration is filed or on the date on which the topography is first commercially exploited
anywhere in the world, whichever comes first. If registration is not a condition for protection, the rights will come into existence when
the topography is first commercially exploited anywhere in the world or when it is first fixed or encoded.

The exclusive rights come to an end 10 years from the end of the calendar year in which the topography was first commercially
exploited. Where registration is required, the 10-year period is calculated from the end of the calendar year in which the application
for registration was filed or from the end of the calendar year in which the topography was first commercially exploited, whichever
comes first.

31- See Chip Protection in Europe, by Dr. Thomas Hoeren, available:
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/publikationen/036.pdf
Reverse Engineering:

The reproduction of topography for private, non-commercial purposes and for analyzing or evaluating its concepts cannot be prohibited
by the right holder. Even the development of a new topography based on such an analysis does not infringe on the exclusive reproduction
right of the author if it is the result of the creator’s own intellectual effort (reverse engineering).

As Hart has already pointed out, there are some discrepancies between the reverse engineering provisions laid down in the US
Semiconductor Chip Protection Act and those of the EC Directive. In the U. S., reverse engineering permits the incorporation of a first
chip into another original mask work, while under the Directive; it is only permissible to create a new (original) topography on the basis
of the analysis or evaluation of another topography.

In Europe, this exception has led to considerable debate. The discussion focuses on the question whether reverse engineering is allowed
under «traditional» patent or copyright law. Some authors state that reverse engineering is a new principle of chip protection law.
This view has, however, in legal doctrine been rejected by various authors. They try to demonstrate that reverse engineering has to be
regarded a traditional rule of industrial property law. In their view, patent law has always permitted the analysis of a protected invention
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and the use of the results of this analysis to produce a «new» (original) invention. Even in copyright law, a protected work may be
analyzed, the results of which may be used in order to create a individual work.

32- See Chip Protection in Europe, by Dr. Thomas Hoeren, available:
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/publikationen/036.pdf

The legal situation outside the EC:

- Sweden: Sweden has been the first European country to enact special regulations for the protection of microchips. First, the
Swedish Government set up a Commission which investigated the ways of protecting computer technology under copyright law. This
Commission emphasized in its report (published in 1986) that semiconductor products may be efficiently protected under traditional
copyright law. A sui generis protection with regard to chips was held to be unnecessary. Unfortunately, the legislature did not follow this
recommendation. The Swedish Act on the Protection of the Layout-Design in Semiconductor Products entered into force on April 1,

1987. The Swedish Act protects the layout-designs in their two-dimensional forms (drawings and masks) and in their three dimensional
forms (semiconductor products). Under the Act, the creator of the layout-design has the exclusive right to copy the design, to transfer
it onto or into a material support, and to make the design available to the public (Sect. 1 (1)). Further, the Act contains provisions on
innocent infringement and the exhaustion of rights (Sect.3).
The act lacks a provision on reverse engineering. Instead, it provides that copies may be made for teaching on, or analysis of, the
design. The reproduction of single copies for private use is also allowed (Sect. 2 (1)). As the Swedish delegation at the WIPO Session
stated, reverse engineering may be regarded as lawful copying for the purpose of analysis. Hence, a special provision was considered
unnecessary. The Swedish legislator has opted for protection without any formalities, similar to the position under copyright law. The
layout design will be protected upon its creation. Protection is available up till the end of the 10th year after the year when the layout-
design was first commercially exploited (Sect. 1 (2)).
The sanctions laid down in the act are more severe than those of the EC Directive. For instance, an infringer is held to be liable for
damages even if he has acquired a topography or semiconductor product in good faith. The innocent infringement doctrine has only
been used to protect an infringer from surrender and destruction of his unlawful copies. Apart from these very innovative characteristics,
the Swedish act contains two regrettable elements:
- protection has only been extended to layout designs created by Swedish nationals or domiciliaries, and to layout designs first
distributed in Sweden. Other foreign layout designs may only be protected under the condition of a corresponding government
proclamation on the basis of material reciprocity.
- The Swedish Copyright Act has been amended in that layout designs protected by the Semiconductor Protection Act are not
copyrightable. In spite of the «originality» of the Swedish provisions, the act has been accepted by the United States as corresponding
to the requirements under the SCPA. Meanwhile, Finland4 7 and Norway4 8 seem to adopt the Swedish model in their chip
protection law. Thus it appears that a uniform Scandinavian way of chip protection is going to be established.
- Switzerland: Chip protection has been regarded by the Swiss Government as a matter of competition law. Consequently, the Swiss
delegate at the second WIPO Session49 stated that chip piracy constitutes an unfair act according to Article 5 (¢) of the new Unfair
Competition Act50. This Article prohibits the appropriation and exploitation of another’s marketable product «as such by means of
a technical reproduction process without adequate personal expenditurey.
In the meantime, the Swiss legislature has drafted a new topography act, which has been presented to the Parliament on June 19,
198951. The draft contains all characteristic elements of the EC Directive and resembles the German Chip protection act. This hasty
retreat may only be regretted.

33- Copyright law does not protect domain names. The Internet Corporation for Assigned Names and Numbers (ICANN), a nonprofit
organization that has assumed the responsibility for domain name system management, administers the assignation of domain names
through accredited registers.

34- See S.1255 — Anticyber squatting Consumer Protection Act (Introduced in Senate - IS), available:
http://thomas.loc.gov/cgi-bin/query/z?¢106:S.1255.1IS

35- See Model Law Guidelines- Report on Consensus points for trademark laws, by International Trademark Association, available:
http://www.inta.org/Advocacy/Documents/INTAModelLawGuidelines.doc
«... To some extent the practice of cyber squatting has been mitigated by the establishment by ICANN (the International Corporation of

Assigned Names and Numbers) of the Uniform Dispute Resolution Procedure (UDRP), which applies to the generic top-level domain
names (“gTLDs”). However, sanctions against cyber squatting should also be backed by similar dispute resolution mechanisms in the
country-code top-level domain names (“ccTLD s ") (where not already implemented) and by appropriate national legislation, such as
the Anticyberpiracy Consumer Protection Act in the United States, which was enacted on November 29, 1999 and made a part of the
federal trademark laws. The dispute resolution mechanisms and legislation should make it clear that cyber squatting is indeed a form
of illegal commercial activity.»
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36- UDRP: Uniform Domain Name Dispute Resolution Policy: The Uniform Domain-Name Dispute Resolution Policy (UDRP)
has been adopted by ICANN-accredited registrars in all gTLDs (.aero, .asia, .biz, .cat, .com, .coop, .info, .jobs, .mobi, .museum,
.name, .net, .org, .pro, .tel and .travel). Dispute proceedings arising from alleged abusive registrations of domain names (for example,
cybersquatting) may be initiated by a holder of trademark rights. The UDRP is a policy between a registrar and its customer and is
included in registration agreements for all ICANN-accredited registrars., available:

http://www.icann.org/en/udrp/

37- See Rules for Uniform Domain Name Dispute Resolution Policy (the «Rulesy), as approved by the ICANN Board of Directors on
30 October 2009, available:
http://www.icann.org/en/dndr/udrp/uniform-rules.htm
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1- Conventions

Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data, Strasbourg, 28.1.1981. http://conventions.coe.int/Treaty/FR/Treaties/
Html/108.htm

Amendments to the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data. Approved by the Committee of Ministers, in
Strasbourg, on 15 June 1999.
http://conventions.coe.int/Treaty/EN/Treaties/HtmI/108-1.htm

Additional Protocol to the Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data regarding supervisory authorities and
transborder data flows. Strasbourg,8.X1.2001.
http://conventions.coe.int/Treaty/EN/Treaties/HtmI/181.htm

Convention on Cybercrime, Budapest, 23.X1.2001.
http://conventions.coe.int/treaty/en/treaties/html/185.htm

Additional Protocol to the Convention on cybercrime, concerning the criminalisation
of acts of a racist and xenophobic nature committed through computer systems,
Strasbourg, 28.1.2003.

http://conventions.coe.int/treaty/en/treaties/html/189.htm

2-Eu

ropean Directives

Directive 91/250/EEC of 14 May 1991 on the legal protection of computer programs.

COUNCIL DIRECTIVE 93/83/EEC of 27 September 1993 on the coordination of certain
rules concerning copyright and rights related to copyright applicable to satellite
broadcasting and cable retransmission.

http://www.ebu.ch/CMSimages/en/leg ref ec directive copyright satellite

cable 270993 tcm6-4289.pdf

European Parliament and Council Directive 95/46/EC of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data [Official Journal L 281 of 23.11.1995].

The Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996
on the legal protection of databases.

10

Directive 97/66/EC - concerning the processing of personal data and the protection of
privacy in the telecommunications sector

11

Directive 97/7/CE du parlement Européen et du conseil, du 20 Mai 1997 concernant la
protection des consommateurs en matiére de contrats a distance.

12

Directive 97/55/EC of European Parliament and of 6 October 1997 amending Directive
84/450/EEC concerning misleading advertising so as to include comparative advertising.

13

Directive 98/34/EC of the European Parliament and of the Council of 22 June 1998 Laying
Down a Procedure for the Provision of Information in the Field of Technical Standards
and Regulations
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14

Directive 98/44/EC of the European Parliament and of the Council of 6 July 1998 on the
legal protection of biotechnological inventions.

15

Directive 98/71/EC of the European Parliament and of the Council of 13 October 1998 on
the legal protection of designs.

16

Directive 1999/93/CE du Parlement européen et du Conseil, du 13 décembre 1999, sur un
cadre communautaire pour les signatures électroniques.

17

Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on
certain legal aspects of information society services, in particular electronic commerce, in
the Internal Market (“Directive on electronic commerce”).

18

European Parliament and Council Directive 2001/29/EC of 22 May 2001 on the
harmonization of certain aspects of copyright and related rights in the information
society.

19

Directive 2001/84/EC of the European Parliament and of the Council of 27 September
2001 on the resale right for the benefit of the author of an original work of art.

20

Directive 2002/20/EC of the European Parliament and of the Council.

21

Directive 2002/22/EC of the European Parliament and of the Council of 7 March 2002 on
universal service and users' rights relating to electronic communications networks and
services (Universal Service Directive).
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2002:108:0051:0077:EN:PDF

22

Directive 2002/21/CE du Parlement européen et du Conseil du 7 mars 2002 relative
a un cadre réglementaire commun pour les réseaux et services de communications
électroniques.

23

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the
electronic communications sector (Directive on privacy and electronic communications).

24

Directive 2002/19/EC of the European Parliament and of the Council of 7 March 2002 on
access to, and interconnection of, electronic communications networks and associated
facilities (Access Directive).

25

Directive 2004/48/EC of the European Parliament and of the Council of 29 April 2004 on
the enforcement of intellectual property rights.

26

Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on
the retention of data generated or processed in connection with the provision of publicly
available electronic communications services or of public communications networks and
amending Directive 2002/58/EC.

27

Directive 2006/115/CE du Parlement européen et du Conseil du 12 décembre 2006 relative
au droit de location et de prét et a certains droits voisins du droit d’auteur dans le domaine
de la propriété intellectuelle (version codifiée).

28

Directive 2006/116/EC of the European Parliament and of the Council of 12 December
2006 on the term of protection of copyright and certain related rights.

29

Directive 2008/95/EC of the European Parliament and of the Council of 22 October 2008
to approximate the laws of the Member States relating to trade marks
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2008:299:0025:0033:EN:PDF

30

Directive 2009/24/EC of the European Parliament and of the Council of 23 April 2009 on
the legal protection of computer programs
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31

Directive 2009/140/EC of the European Parliament and of the Council of 25 November
2009 amending Directives 2002/21/EC on a common regulatory framework for electronic
communications networks and services, 2002/19/EC on access to, and interconnection
of, electronic communications networks and associated facilities, and 2002/20/EC on the
authorisation of electronic communications networks and services.

32

Directive 2009/136/EC of the European Parliament and of the Council of 25 November
2009 amending Directive 2002/22/EC on universal service and users’rights relating to
electronic communications networks and services, Directive 2002/58/EC concerning
the processing of personal data and the protection of privacy in the electronic
communications sector and Regulation (EC) No 2006/2004 on cooperation between
national authorities responsible for the enforcement of consumer protection laws.

3- UN/UNCITRAL Guidelines and Model Laws

33 | Guidelines for the regulation of computerized personal data files, A/RES/45/95, adopted
by the General Assembly on 14 December 1990.
http://www.legislationline.org/documents/action/popup/id/6723

34 | 56/80 Model Law on Electronic Signatures, adopted by the United Nations Commission
on International.

35 |51/162 Model Law on Electronic Commerce adopted by the United Nations Commission
on International Trade Law.

36 | United Nations Manual on the prevention and control of computer-related crime.

37 | 1996 - UNCITRAL Model Law on Electronic Commerce with Guide to Enactment.

4- Recommendation & Decisions

38 | Council Decision 92/242/EEC of 31 March 1992 in the field of information security.

39 | Recommendation No (95) 13 adopted on 11 September 1995 concerning problems of
criminal procedural law connected with information technology.

40 | Commission recommendation 97/489/EC of 30 July 1997 concerning transactions by
electronic payment instruments and in particular the relationship between issuer and
holder.

41 | Recommendation No R (85) 10 adopted on 28 June 1985 concerning the practical
application of the European Convention on Mutual Assistance in Criminal Matters in
respect of letters rogatory for the interception of telecommunications.

42 | Recommendation No (87) 15 adopted on 17 September 1987 concerning the regulating
of the use of personal data in the police sector.

43 | Commission Recommendation 87/598/EEC of 8 December 1987, concerning a European
code of conduct relating to electronic payments [Official Journal L 365 of 24.12.19871.

44 | Recommendation No (88) 2 on piracy in the field of copyright and neighbouring rights
adopted on 18 January 1988.

45 | Recommendation No (89) 9 on computer-related crime providing guidelines for national
legislatures concerning the definition of certain computer crimes adopted on 13
September 1989.

46 | Decision No 854/2005/EC of the European Parliament and of the Council of 11 May
2005 establishing a multiannual Community Programme on promoting safer use of the
Internet and new online technologies.

5- Resolution

47 | Council Resolution of 21 November 1996 on new policy-priorities regarding the
information society (96/C 376/01).

48 | Council Resolution of 15 July 1974 on a Community policy on data processing.
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6- Regulations

49 | Commission communication of 18 April 1997: A European Initiative in the sector of
Electronic Commerce.

50 | Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of
personal data by the institutions and bodies of the Community and on the free
movement of such data.

51 | The Electronic Commerce (EC Directive) Regulations 2002.

52 | Regulation (EC) No 460/2004 of the European Parliament and of the Council of 10 March
2004 establishing the European Network and Information Security Agency.

7- Others

53 | The Bucharest Declaration on Combating Counterfeiting and Piracy, 12 July 2006. http://
www.ccapcongress.net/archives/Regional/Files/Bucharest%20Declaration.pdf

54 | European Commission Green Paper of 27 July 1995 on Copyright and Related Rights in
the Information Society [COM(95) 382 final - Not published in the Official Journal].

55 | Communication from the Commission of 11 April 2000 to the Council and the European
Parliament “The organization and management of the internet. International and
European policy issues 1998-2000” [COM(2000) 202 final - Not published in the Official
Journal]

56 | Communication from the Commission of 22 January 2004 on unsolicited commercial
communications or ‘spam’ [COM(2004) 28 final - not published in the Official Journal].

57 | Council Framework Decision 2005/222/JHA of 24 February 2005 on attacks against
information systems.

58 | Communication from the Commission of 31 May 2006: A strategy for a Secure
Information Society - “Dialogue, partnership and empowerment” [COM(2006) 251 final -
not published in the Official Journal]
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No. Title of law

Belgium

1 24 Ao(t 2005, Loi visant a transposer certaines dispositions de la directive services
financiers a distance et de la directive vie privée et communications électroniques.

2 22 Mai 2005, Loi transposant en droit belge la Directive européenne 2001/29/CE du 22
mai 2001 sur I’harmonisation de certains aspects du droit d'auteur et des droits voisins
dans la société de lI'information.

3 La nouvelle loi belge sur le commerce électronique.

4 28 Janvier 2004 Loi modifiant le Code de la taxe sur la valeur ajoutée (Facture
électronique).

5 11 Mars 2003, Loi sur certains aspects juridiques des services de la société de
I'information.

6 4 Avril 2003, Arrété royal visant a réglementer I'envoi de publicités par courrier
électronique.

7 17 Juillet 2002, Loi relative aux opérations effectuées au moyen d'instruments de
transfert électronique de fonds.

8 Projet de loi fixant certaines regles relatives au cadre juridique pour les signatures
électroniques et les services de certification.

9 6 Décembre 2002, Arrété” royal organisant le contréle et
I'accréditation des prestataires de service de certification qui délivrent des certificats
qualifies.

10 9 Juillet 2001, Signature électronique et les services de certification.

France

11 Code de la propriété intellectuelle, Version consolidée au 25 Juillet 2010.

12 Arrété du 6 Mai 2010 portant approbation du référentiel général de sécurité et
précisant les modalités de mise en ceuvre de la procédure de validation des certificats
électroniques.

13 Décret n°®2010-112 du 2 Février 2010 pris pour I'application des articles 9, 10 et 12 de
I'ordonnance n°2005-1516 du 8 décembre 2005 relative aux échanges électroniques
entre les usagers et les autorités administratives et entre les autorités administratives.

14 Décret n° 2009-834 du 7 Juillet 2009 portant création d'un service a compétence
nationale dénommé « Agence nationale de la sécurité des systémes d'information ».

15 Arrété du 7 Avril 2009 relatif a la communication par voie électronique devant les
tribunaux de grande instance.

16 Arrété du 25 Mai 2007 définissant la forme et le contenu des dossiers de déclaration
et de demande d'autorisation d'opérations relatives aux moyens et aux prestations de
cryptologie.

17 Loi no 2006-961 du 1er Aolt 2006 relative au droit d’auteur et aux droits voisins dans la
société de l'information.

18 Décret n° 2005-1450 du 25 Novembre 2005 relatif a la commercialisation a distance de
services financiers aupres des consommateurs.
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19 Loi du 21 Juin 2004 pour la confiance dans I'économie numérique .

20 Arrété du 26 Juillet 2004 relatif a la reconnaissance de la qualification des prestataires de
services de certification électronique et a I'accréditation des organismes qui procédent a
leur évaluation - 26 Juillet 2004.

21 Loi no 2004-801 du 6 aolt 2004 relative a la protection des personnes physiques a
I'égard des traitements de données a caractére personnel et modifiant la loi no 78-17 du
6 janvier 1978 relative a I'informatique, aux fichiers et aux libertés .

22 | Arrété du 14 avril 2003 relatif a la création par la direction centrale de la sécurité des
systemes d'information d'un site Internet.

23 Décret n°2002-535 du 18 avril 2002 relatif a I'évaluation et a la certification de la sécurité
offerte par les produits et les systémes des technologies de I'information.

24 Reglement No 2002 - 13 relatif a la monnaie électronique et aux établissements de
monnaie électronique.

25 Décret n°2001-272 du 30 mars 2001 pris pour I'application de l'article 1316-4 du code
civil et relatif a la signature électronique.

26 Loi no 2000-230 du 13 mars 2000 portant adaptation du droit de la preuve aux
technologies de l'information et relative a la signature électronique.

27 Loi n°78-17 du 6 Janvier 1978 relative a l'informatique, aux fichiers et aux libertés.

28 Code Pénal Articles 226-16 a 24.

Luxemburg

29 Reglement grand-ducal du Ter juin 2001 relatif aux signatures électroniques, au
paiement électronique et a la création du comité «commerce électroniquen.

Germany

30 Federal data protection act of December 20, 1990 (BGBI.I 1990 S.2954), amended by law
of September 14, 1994 (BGBI. | S. 2325).

Sweden

31 Personal Data Act (1998:204); Issued 29 April 1998.

Suisse

32 Ordonnance sur la conduite de la guerre électronique.

33 Loi Fédérale sur les services de certification dans le domaine de la signature
électronique. No. 943.03.

34 Swiss Informatics Society Code of Ethics.

Romania

35 Anti-corruption law Title Il on preventing and fighting cyber-crime.

Canada

36 | The Electronic Information and Documents Act, 2000 (Saskatchewan).

37 Some computer related offences found in the 1998 Criminal Code of Canada.

38 Personal Information Protection and Electronic Documents Act, 2000.

39 Electronic Commerce Act (Newfoundland).

40 Electronic Transactions Act (Manitoba).

41 Electronic Transactions Act (Alberta).

42 Electronic Commerce Act (Yukon).

43 Electronic Commerce Act (Prince Edward Island).

44 Electronic Commerce Act (Ontario).
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45 Electronic Commerce Act (Nova Scotia).

USA

46 | Computer security Act of 1987.

47 Uniform Electronic Transactions Act.

48 | The Privacy Act of 19745 U.S.C. 552a.

49 Electronic Signatures in Global and National Commerce Act (E-SIGN), at 15 U.S.C. 7001.

50 United States code annotated title 18. crimes and criminal procedure
part | —Crimes, chapter 47- Fraud and false statements, § 1029. Fraud and related
activity in connection with access devices.

51 United States code annotated title 18. crimes and criminal procedure
part i—Crimes chapter 47- Fraud and false statements, § 1030. Fraud and related
activity in connection with computers.

52 United States code annotated title 18. crimes and criminal procedure
part i—Crimes, chapter 65- Malicious mischief, § 1362. Communication lines, stations or
systems.

53 United States code annotated title 18. crimes and criminal procedure
part I—Crimes, chapter 119- Wire and electronic communications interception and
interception of oral communications, § 2510. Definitions.

54 United States code annotated title 18. crimes and criminal procedure
part i—Crimes, chapter 121- Stored wire and electronic communications and
transactional records access, § 2701. Unlawful access to stored communications

55 United States code annotated title 18. crimes and criminal procedure
part ll- Criminal procedure, chapter 206--pen registers and trap and trace devices

56 Provisions of section 225 (“the cyber security enhancement act”) of the homeland
security act of 2002, h.r. 5710 That Amend Title 18 of the United States Code.

57 Field guidance on new authorities that relate to computer crime and electronic
evidence enacted in the USA patriot act of 2001.

58 | The No electronic theft (NET) Act of 1977.

59 Anticybersquatting Consumer Protection Act.

60 | Act to regulate interstate commerce by imposing limitations and penalties on the
transmission of unsolicited commercial electronic mail via the Internet.

UK

61 Data Protection Act 1998.

62 Computer Misuse Act 1990 (UK) Commencement 29 August 1990.

63 Electronic Communications ACT 2000.

ASEAN

Malysia

64 Computer Crimes Act 1997.

65 Digital Signature Regulations 1998.

Singapore

66 Electronic Transactions Act 1998.
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Articles published on the Internet

1- Privacy and the Collection of Personal Information Online, by Ann Bartow, Visiting Assistant
Professor of Law, University of Dayton School of Law. A learning manual provides information on
Data Collection in Cyberspace, and protecting the privacy of Adults and Children; The European
approach to protecting the privacy of personal information is investigated, with an emphasis on
the European Data Privacy Protection Directive. This manual is published on the following link:
http://www.cyberspacelaw.org/bartow/index.html#adults

2- Privacy and Encryption Export Controls: A Crypto Trilogy (Bernstein, Junger & Karn), By
Keith Aoki Associate Professor, University of Oregon School of Law, Revised on August 24, 2000.
This module considers how digital electronic communications are both enabling but troublingly
insecure. Such module is organized as a series of questions and answers revolving around the use
of encryption to ensure privacy in one's communication. This module is composed of 76 pages,
and it is published on the following link:

http://www.cyberspacelaw.org/aoki/index.html

3- OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data,
OECD, adopted on 23 September 1980. The guidelines play a major role in assisting governments,
business and consumer representatives in their efforts to protect privacy and personal data,
and in obviating unnecessary restrictions to transborder data flows, both on and off line. These
Guidelines apply to personal data, whether in the public or private sectors, which, because of the
manner in which they are processed, or because of their nature or the context in which they are
used, pose a danger to privacy and individual liberties
http://www.oecd.org/documentprint/0,3455,en1,00-1-1-1-1815186-34255-2649-.html

4- Guidelines for the Regulation of Computerized Personal Data Files, G.A. res. 44/132,44 U.N.
GAOR Supp.(No.49)at211,U.N. Doc. A/44/49 (1989).The procedures forimplementing regulations
concerning computerized personal data files are left to the initiative of each State subject to the
following orientations.

http://www1.umn.edu/humanrts/instree/q2grcpd.htm

5- The Guide to Data Protection, /CO Information Commissioner's Office. This Guide explains the
purpose and effect of each principle, and gives practical examples to illustrate how the principles
apply in practice. We hope that, by answering many frequently asked questions about data
protection, the Guide will prove a useful source of practical advice to those who have day-to-day
responsibility for data protection.
http://www.ico.gov.uk/upload/documents/library/data_protection/practical application/the
guide to data protection.pdf

6- Data Protection - Protecting People, A Data Protection Strategy for the Information
Commissioner’s Office, By Information Commissioner’s Office, September 2009.This data protection
strategy sets out how we approach our task of minimizing data protection risk. It is concerned with
ensuring our maximum long term effectiveness in bringing about good practice. This strategy is
published on the following link:

http://www.ico.gov.uk/upload/documents/library/data protection/detailed specialist guides/
ico dps final.pdf
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7- The National Strategy to Secure Cyberspace, February 2003; This strategy was developed
by the White House —Washington in order to provides a framework for protecting against the
debilitating disruption of the operation of information systems for critical infrastructures and,
thereby, help to protect the people, economy, and national security of the United States. This
strategy is composed of 60 pages, and it is published on the following link:
http://www.dhs.gov/xlibrary/assets/National Cyberspace Strategy.pdf

8- An Advocacy Handbook for the Non Governmental Organizations, by Dr. Yaman AKDENIZ
director of Cyber-Rights & Cyber-Liberties organization (UK), first Published on December 2003,
Updated and revised in May 2008. This advocacy handbook for the NGOs provides a policy analysis
of the Cyber-Crime Convention 2001 and the Additional Protocol concerning the Criminalisation
of Acts of a Racist and Xenophobic Nature Committed through Computer Systems from a human
rights perspective for policy specialists, NGOs, and human rights activists within the 45 member
states of the Council of Europe. This handbook is composed of 57 pages, and it is published on the
following link:

http://www.cyber-rights.org/cybercrime/coe _handbook crcl.pdf

9- Tracking a Computer Hacker, by Daniel A. Morris, Assistant United States Attorney Computer
and Telecommunications Coordinator, District of Nebraska; published on 2005. A report written
near the start of the Information Age warned that America's computers were at risk from hackers.
This report is composed of 6 pages and it is published on the following link:
http://www.cybercrime.gov/usamay2001 2.htm

10- Internet Blocking: Crimes Should Be Punished and Not Hidden, by Joe McNamee Advocacy
Coordinator - European Digital Rights (EDRI), June 2010. The EU is considering a proposal to
introduce filters for blocking of child abuse websites. Child abuse and its portrayal on the Internet
is a terrible crime that is sometimes of a severity that is scarcely believable. It must be treated
seriously, with policies based on evidence and effectiveness and not on politics or gut reactions.
This article is published on the following link:
http://www.soros.org/initiatives/information/focus/policy/articles publications/publications/
edri-blocking-100606/EDRI-blocking-100606.pdf

11- Data Breaches: What the Underground World of “Carding” Reveals, by Kimberly Kiefer
Peretti- U.S. Department of Justice - Computer Crime and Intellectual Property Section. This article
provides a brief background on large scale data breaches and the criminal “carding” organizations
that are responsible for exploiting the stolen data. This article is composed of 33 pages, and it is
published on the following link:

http://www.cybercrime.gov/DataBreachesArticle.pdf

12- Prosecuting Intellectual Property Crimes, Third Edition Published by the Office of Legal
Education Executive Office for United States Attorneys, September 2006. This manual builds on the
success of the editions published in 2001 and 1997 by giving much broader and deeper treatment
to all subject areas, while also adding several new topics to address the Digital Millennium
Copyright Act, patent law, and victim issue. This Manual is composed of 436, and it is published on
the following link:

http://www.cybercrime.gov/ipmanual/ipma2006.pdf

13- Searching & Seizing Computers and Obtaining Electronic Evidence in Criminal
Investigations- Third Edition, September 2009 Published by Office of Legal Education, Executive
Office for United States Attorneys. The dramatic increase in computer-related crime requires
prosecutors and law enforcement agents to understand how to obtain electronic evidence stored
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in computers. Electronic records such as computer network logs, email, word processing files,
and image files increasingly provide the government with important (and sometimes essential)
evidence in criminal cases. The purpose of this publication is to provide Federal law enforcement
agents and prosecutors with systematic guidance that can help them understand the legal
issues that arise when they seek electronic evidence in criminal investigations. This publication is
composed of 299 pages, and it is published on the following link:
http://www.cybercrime.gov/ssmanual/ssmanual2009.pdf

14- IT security and crime prevention methods, Published by Interpol. This document gives an
introduction to what an investigator needs to know about Information Technology (IT) security
measures in order to be able to carry out investigations in an IT environment and to give advice in
crime prevention methods. The prevention methods in this report can be used to prevent crime
in companies, but can also be used to protect private computer systems. Report publishes on the
following link:

http://www.interpol.int/public/technologycrime/crimeprev/itsecurity.asp

15- The UNCITRAL Legislative Guide on Secured Transactions (the “Guide”), Supplement on
Security Rights in Intellectual Property (the “Supplement”) was prepared by the United Nations
Commission on International Trade Law (UNCITRAL), July 2010). The overall objective of the Guide
is to promote low-cost credit by enhancing the availability of secured credit. The Supplement is
intended to make credit more available and at a lower cost to intellectual property owners and
other intellectual property rights holders, thus enhancing the value of intellectual property rights
as security for credit. This Guide is composed of 129 pages, and it is published on the following
link:

http://www.uncitral.org/pdf/english/texts/security-lg/e/Final.Draft.15 July.2010.clean.pdf

16- Promoting confidence in electronic commerce: legal issues on international use of
electronic authentication and signature methods, UNITED NATIONS, Vienna, 2009. The present
publication analyses the main legal issues arising out of the use of electronic signatures and
authentication methods in international transactions, provides an overview of methods used for
electronic signature and authentication and their legal treatment in various jurisdictions, and
considers the use of electronic signature and authentication methods in international transactions
and identifies the main legal issues related to cross-border recognition of such methods. This
publication is composed of 119 pages, and it is published on the following link:
http://www.uncitral.org/pdf/english/texts/electcom/08-55698 Ebook.pdf

17- The Right to Oblivion: Data Retention from Canada to Europe in Three Backward Steps,
by Jeremy Warner, 2005. The function of this paper is to examine the growth and development of
legal restrictions on the retention of records—the right to oblivion—rather than the requirement
of retention or preservation of records. This paper is composed of 30 pages, and it is published on
the following link:

http://www.uoltj.ca/articles/vol2.1/2005.2.1.uoltj.Warner.75-104.pdf
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