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- Directive 2009/24/EC of the European Parliament and
of the council of 23 April 2009 on the legal protection of
computer programs

- Directive 2001/29/EC of the European Parliament and
of the council of 22 May 2001 on the harmonization of
certain aspects of copyright and related rights in the
information society

- Directive 96/9/EC of the European Parliament and of
the Council of 11 March 1996 on the legal protection of
databases

- Council Directive 87/54/EEC of 16 December 1986 on
the legal protection of topographies of semiconductor
products

- Directive 2006/115/EC of the European Parliament and
of the Council of 12 December 2006 on rental right and
lending right and on certain rights related to copyright in
the field of intellectual property

- Council Decision 96/644/EC of 11 November 1996 on
the extension of the legal protection of topographies of
semiconductor products to persons from the Isle of Man
[Official Journal L 293 of 16.11.1996]

- Council Decision 94/824/EC of 22 December 1994 on
the extension of the legal protection of topographies of
semiconductor products to persons from a Member of
the World Trade Organization [Official Journal L 349 of
31.12.1994]

- Council Decision 94/700/EC of 24 October 1994 on
the extension of the legal protection of topographies of
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- Protection of Computer Software - A Synopsis of
Intellectual Property Rights
http://www.qgillhams.com/articles/174.cfm

- An Empirical Analysis of Patent Litigation in the
Semiconductor Industry, By Bronwyn H. Hall, and
Rosemarie Ham Ziedonis , January 2007

http://www.econ.berkeley.edu/~bhhall/papers/

HallZiedonis07 PatentLitigation AEA.pdf

- The Anticybersquatting Consumer Protection Act—An
Offensive Weapon for Trademark Holders, by W. Chad
Shear

http://www.jltp.uiuc.edu/recdevs/shear.pdf

- 2009 Update: International Legal Protection for Software
Chart, by International Legal Protection for software
http://www.softwareprotection.com/chart.htm#EAPC

- Database protection in the USA, by Arnoud Engelfriet
http://www.iusmentis.com/databases/us/

- Legal theories of database protection: United States,
Prof. Laura Gasaway's Cyberspace Law course at the UNC
School of Law for Spring, 2006
http://www.unc.edu/courses/2006spring/law/357¢/001/
projects/dougf/node3.html

- Ultra Rapid semiconductor protection fuses, westcode
catalogue, March 2005

http://www.westcode.com/fuses.pdf

- Chip Protection in Europe, by Dr. Thomas Hoeren,
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/

publikationen/036.pdf

- Protecting High Value Domains, SSAC Public Meeting
ICANN Cairo 2008,

http://cai.icann.org/files/meetings/cairo2008/piscitello-
high-value-domains-03nov08.pdf

- Intellectual property the internet and Electronic
Commerce, Legal protection of Domain

Names, by Mr. George Dimitrov, 2001
http://www.wipo.int/edocs/mdocs/ip-conf-g/en/wipo
ectk sof 01/wipo_ectk sof 01 1 6.doc

- Domain Name Hijacking: Incidents, Threats, Risks, and
Remedial Actions, ICANN, 12 July 2005
http://www.icann.org/en/announcements/hijacking-

report-12jul05.pdf

- How To Protect Yourself Against Domain Name Hijackers
http://securityskeptic.typepad.com/the-security-

skeptic/how-to-protect-yourself-against-domain-name-

hijackers-.html

semiconductor products to persons from Canada [Official
Journal L 284 of 01.11.1994]

- Council Decision 93/520/EEC of 27 September 1993
amending Decision 93/16/EEC on the extension of the
legal protection of topographies of semiconductor
productsto personsfromthe United States of Americaand
certain territories [Official Journal L 246 of 02.10.1993]

- Council Decision 93/16/EEC of 21 December 1992 on
the extension of the legal protection of topographies
of semiconductor products to persons from the United
States of America and certain territories [Official Journal
L 11 of 19.01.1993].
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- Intellectual Property Rights on the Internet, by Stuart P.
Meyer
http://www.fenwick.com/docstore/publications/ip/ip
rights on_the internet.pdf

- Examination Guidelines for Computer-Related
Inventions, Patent and Trademark Office United States
Department of Commerce
http://www.uspto.gov/web/offices/pac/dapp/pdf/ciig.
pdf

- Patents for Computer Implemented Inventions and
Business Methods, May 2006 Donald M. Cameron, R.
Scott MacKendrick and Yuri Chumak Ogilvy Renault LLP,
Toronto

http://www.jurisdiction.com/itpatents.pdf

- Study on Intellectual Property Rights, the Internet, and
Copyright, by Alan Story
http://www.iprcommission.org/papers/pdfs/study
papers/sp5_story study.pdf

- Intellectual Property Rights Violations: Federal Civil
Remedies and Criminal Penalties Related to Copyrights,
Trademarks, and Patents, Updated October 31, 2008, by
Brian T. Yeh Legislative Attorney, American Law Division

http://www.fas.org/sgp/crs/misc/RL34109.pdf
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- EU protection for domain names, 22 September 2008,
http://www.neurope.eu/articles/89831.php#

-The Law and Economics of Reverse Engineering, Written
by Pamela Samuelson and Suzanne Scotchmer, 30 April
2002, available:

http://www.yalelawjournal.org/the-yale-law-journal/
content-pages/the-law-and-economics-of-reverse-

engineering/
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1- Types of software, available:

http://www.computing.net/answers/windows-xp/types-of-software/175673.html

Practical computer systems divide software systems into three major classes: system software, programming software and application
software, although the distinction is arbitrary, and often blurred.

- System software: helps run the computer hardware and computer system. It includes: device drivers, operating systems, servers,
utilities, windowing systems.

The purpose of systems software is to unburden the applications programmer from the details of the particular computer complex
being used, including such accessory devices as communications, printers, readers, displays, keyboards, etc. And also to partition the
computer's resources such as memory and processor time in a safe and stable manner.

- Programming software: Programming software usually provides tools to assist a programmer in writing computer programs, and
software using different programming languages in a more convenient way. The tools include: compilers, debuggers, interpreters,
linkers, text editors.

An Integrated development environment (IDE) is a single application that attempts to manage all these functions.

- Application software: Application software allows end users to accomplish one or more specific (not directly computer development
related) tasks. Typical applications include: industrial automation, business software, computer games, telecommunications, (ie the
internet and everything that flows on it) databases, educational software, medical software, Application software exists for and has
impacted a wide variety of topics.
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2- Semiconductors: Any of various solid crystalline substances, such as germanium or silicon, having electrical conductivity greater
than insulators but less than good conductors, and used especially as a base material for computer chips and other electronic devices.

3- See Internet Law - Violation of Intellectual Property Rights on the Internet: for Digital risks, Digital Solutions, available:
http://www.ibls.com/internet_law_news_portal view.aspx?s=latestnews&id=1711

Internet has made intellectual property (IP) rights more vulnerable to violations by every sector of society; business, students, and, of
course, the committed copyright infringer. Thus, those directly affected by copyright violations have resorted to alternative methods to
manage intellectual property rights. Those alternative methods are digital technology programs designed to control internet access and
use of copyrighted material. There is a range of companies currently offering a variety of digital programs for IP management, this is
not news. The extraordinary is the creativity found in some of these digital programs. For instance, Digimarc, an American provider of
IP management solutions, created a program called «Digital Watermark.» This program is the digital equivalent of traditional chemical
watermarks.

Digital Watermark allows copyright owners to track distribution, access and payment of its material. Bits of information are embedded
in data codes that are imperceptible during normal use but readable by computers and software. Digital watermarks may be used in
audio, video, images, printed documents, music and any digital or analog format. The watermarks are made very difficult to remove,
and if removed, there would be a distortion of the IP material.

The greatness of digital solutions to protect IP rights is that they are also covered by most countries IP" legislation. The United States
copyright law (17 USC), §120 prohibits circumvention of copyright protection systems. §1201(a) specifically says: «no person shall
circumvent a technological measure that effectively controls access to a work protected under this title» 17 USC §1201(b) even
condemns the import, offer to the public, supply of and traffic in technology, services, parts or components thereof, and products
designed, market or used to circumvent copyright protection systems. This means US copyright laws not only prohibit the action of
violating or circumventing digital protection systems but also the act of trading on these products.

4- See Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal protection of databases,
available:

http://www.wipo.int/wipolex/en/text.jsp?file_id=126789

Chapter I1I- SUI Generis Right, Article 7:

«1-Member States shall provide for a right for the maker of a database which shows that there has been qualitatively and/or quantitatively

a substantial investment in either the obtaining, verification or presentation of the contents to prevent extraction and/or re-utilization of
the whole or of a substantial part, evaluated qualitatively and/or quantitatively, of the contents of that database...»

5- See Briefing Note - Protection of Computer Software - A Synopsis of Intellectual Property Rights, available:
http://www.gillhams.com/articles/174.cfm
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A survey of small and medium-sized enterprises (SMEs) has demonstrated that the most common methods they employ to protect
computer software are copyright, technical systems of protection, licensing and secrecy. They apparently patent less, as they find
the system complicated, expensive and do not view patents as conferring any particular advantage for their software-based products.
Patenting was thought to be laborious and complex and made no sense in the fast pace development environment of software
development. They think that patenting is not particularly appropriate for their software products as other forms of intellectual property

protection, such as informal methods - technical systems and licensing - are equally effective. The most effective technical systems of
protection involved use of dongles, encryption, stenographic techniques, key diskettes, firewalls and passwords.

The survey found that 27% of the SMEs interviewed regard licensing as the most effective means of protection and 24% ranked
technical systems of protection as the most important means. 21% found copyright effective, while only 8% thought that patents were
of any use.

6- ccTLD: Country Code Top Level Domain Name: Country-code Top-level Domains (ccTLDs) are two-letter top-level domains
especially designated for a particular country or autonomous territory to use to service their community. Available:

http://www.iana.org/domains/root/cctld/
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Patent Protection, available:

http: / /jwww . softwareprotection . com /patent. htm

More than half of the 170+ countries in the world that grant patents permit the patenting of software-related inventions, at least to
some degree. There is a worldwide trend in favor of adopting patent protection for software-related inventions. This trend accelerated
following the adoption in 1994 of the TRIPS Agreement, which mandates member countries to provide patent protection for inventions
in all fields of technology, but which stops short of mandatory patent protection for software per se.

The most widely followed doctrine governing the scope of patent protection for software-related inventions is the «technical effects»
doctrine that was first promulgated by the European Patent Office (EPO). This doctrine generally holds that software is patentable if
the application of the software has a «technical effect.» Thus, for example, software that controls the timing of an electronic engine is
patentable under this doctrine, whereas software that detects and corrects contextual homophone errors (e.g., «there» to «their») may
not be patentable.

The EPO law regarding patentability of software tends to be somewhat more liberal than the individual laws of some of the EPO
member countries that conduct substantive examinations of applications on the merits. Thus, one desiring to patent a software-related
invention in Europe may choose to file an EPO application designating the EPO countries in which protection is sought, rather than
filing separate patent applications in individual EPO countries. An EPO application, after allowance, is then granted in force within the
selected countries.

For each country, the exact nature of software patentability is a complicated question. Even in countries that are liberal in granting
patents on computer software, certain limitations apply. For example, in the United States and Japan, software that affects a physical
process may be patentable. If the software preempts a mathematical algorithm, however, it is not patentable.

Obtaining patent protection for any invention, including software, is relatively expensive. For each country in which patent protection
is sought, the cost is typically several thousands of dollars in attorney fees, patent draftsman charges, and governmental fees. Why,
then, would one seek patent protection for software rather than rely upon copyright protection? First, a patent is valid against everyone
in that country who makes, uses or sells the patented invention, even if the infringer invented it independently. In the United States, a
provisional patent application may be filed on a software-related invention to preserve priority of invention that may then be perfected
as domestic and international patent rights. Second, while copyright law protects only the expression of an idea, patent law protects
the underlying idea, provided the idea is within the statutory categories of patentable subject matter and is not so fundamental that it
constitutes a law of nature. Thus, for example, under U.S. patent law a mathematical algorithm is not patentable if the patent claim
preempts the entire algorithm, but may be patentable if it applies the algorithm to accomplish a specific technical purpose. Finally,
because many software products are mass-marketed without a signed license agreement, the strong protection provided by patent laws
is increasingly important.

8- See Copyright Protection, available:
http://www.softwareprotection.com/copyright.htm

The trend is strongly toward express statutory protection for software in copyright laws around the world. Statutory protection has
become increasingly important because more software is mass-marketed through traditional channels or distributed from a website
without a signed license agreement (although in many instances with a «clickwrapy» license agreement). In many countries, courts
have held software to be within the subject matter protection of existing copyright law. Generally, copyright laws protect the form of
expression of an idea, but not the idea itself. With respect to software, this typically means that the computer program, in both human-
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readable and machine-executable form, and the related manuals are eligible for copyright protection, but the methods and algorithms
within a program are not protected expression. Source code and object code are protected against literal copying. In addition, certain
nonliteral elements of expression (including the structure, sequence, organization and «look and feel» of a program) have sometimes
been afforded protection under U.S. copyright law. This trend has not clearly surfaced in foreign courts. Therefore, the current scope of
protection of software under U.S. law is, at least in this respect, probably broader than under any foreign law.

9- See 2009 Update: International Legal Protection for Software Chart, by International Legal Protection for software, available:
http://www.softwareprotection.com/chart. htm#EAPC.

This chart can be used to determine if subject matter protection is currently available in a particular country for either a U.S. or foreign
party’s software, and whether it is protected under «Copyright» or «patent» law, example:
- Oman: Computer software is protected under the «Law for the Protection of Copyright and Neighboring Rights» (Law No. 37/2000),
which came into force on May 21, 2000
- Qatar: Computer software is protected under the Qatar Copyright Law, which came into force on October 3, 2002;
- Egypt: Computer software is expressly protected under the Intellectual Property Rights Code, effective June 3, 2002
- Kuwait: Computer software is expressly protected under the Decree Law No. 64/1999 Relating to Intellectual Property Rights,
which became effective on February 9, 2000
- Saudi Arabia: new Saudi Arabia Copyright Law, which expressly protects computer software, became effective on March 14, 2004
- UAE: In 2002, the United Arab Emirates enacted a Copyright Law, Federal Law No. 7 of 2002. The law, which repealed the previous
law, includes computer programs as a protected category of works.

10- See International Legal Protection for software, available:

http://www.softwareprotection.com/copyright.htm

A common requirement of copyright laws is that a work be original. Originality means that a work has been created independently and is
the personal expression of the author. This factor must be distinguished from the concept of novelty, which usually is not required. Proof
of originality is assisted in some jurisdictions by registration of a work with specified regulatory authorities. Independent development
is a defense to a claim of copyright infringement or trade secret misappropriation, but not to a claim of patent infringement.

11- An algorithm is a specific set of instructions for carrying out a procedure or solving a problem, usually with the requirement that
the procedure terminate at some point. Specific algorithms sometimes also go by the name method, procedure, or technique.
http://wiki.answers.com/
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13- See International Legal Protection for Software, available:
http://www.softwareprotection.com/copyright.htm.

The exclusive rights of a copyright holder that are recognized and protected by most copyright laws are the rights to reproduce or
copy, adapt (i.e., prepare derivative works), distribute and publicly perform the work. The precise nature of these rights, however, often
differs among countries. The exclusive right to display is not generally recognized outside the United States, except to the extent that
it may be covered by the moral right of disclosure.

A number of countries, and the EU Software Directive as well, also recognize «moral rights,» which may include the right to be known
as the author of the work (right of paternity), the right to prevent others from distorting the work (right of integrity), the right to control
publication of the work (right of disclosure) and the right to withdraw, modify or disavow a work after it has been published (right of
withdrawal). Moral rights protection reflects the view that the individual, not only the work, is to be protected. The scope of these rights
varies among the countries that protect moral rights of authors. The Berne Convention recognizes only the first two moral rights above.
In most such jurisdictions, agreements to waive or transfer moral rights are not enforceable. In those countries where moral rights are
protected, such rights may restrict the transferee of the software (such as the party who commissioned the work) from making changes
to the software without the express consent of the original author.

14- See The Digital Millennium Copyright Act of 1998, available:
http://www.copyright.gov/legislation/dmca.pdf

Title III: Computer Maintenance Or Repair

Title I1I expands the existing exemption relating to computer programs in section 117 of the Copyright Act, which allows the owner
of'a copy of a program to make reproductions or adaptations when necessary to use the program in conjunction with a computer. The
amendment permits the owner or lessee of a computer to make or authorize the making of a copy of a computer program in the course
of maintaining or repairing that computer. The exemption only permits a copy that is made automatically when a computer is activated,
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and only if the computer already lawfully contains an authorized copy of the program. The new copy cannot be used in any other
manner and must be destroyed immediately after the maintenance or repair is completed.

15- See The Law and Economics of Reverse Engineering, Written by Pamela Samuelson and Suzanne Scotchmer, 30 April 2002,

available:

http://www.yalelawjournal.org/the-yale-law-journal/content-pages/the-law-and-economics-of-reverse engineering/

Reverse engineering has a long history as an accepted practice. What it means, broadly speaking, is the process of extracting know-how
or knowledge from a human-made artifact. Lawyers and economists have endorsed reverse engineering as an appropriate way to obtain
such information, even if the intention is to make a product that will draw customers away from the maker of the reverse-engineered
product. Given this acceptance, it may be surprising that reverse engineering has been under siege in the past few decades.

While some encroachments on the right to reverse-engineer have been explicit in legal rulemaking, others seem implicit in new legal
rules that are altogether silent on reverse engineering, including the Agreement on Trade-Related Aspects of Intellectual Property Rights
(TRIPS) and the Economic Espionage Act of 1996 (EEA). TRIPS is an international treaty that, among other things, obligates member
states of the World Trade Organization to protect trade secrets, yet it neither requires nor sanctions a reverse engineering privilege. The
EEA created the first federal cause of action for trade secrecy misappropriation. Its lack of a reverse engineering defense has troubled
some commentators because rights granted under the EEA arguably implicate certain reverse engineering activities previously thought
to be lawful.
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See Protection of databases, by Daniel R Zuccherino, available:
http://www.managingip.com/Article/2677142/Magazine-Briefing/Protection-of-databases.html

Databases have acquired — in the digital era — paramount importance for commercial activities, since they gather information that
can be used, for example, to design marketing programmes (databases containing information about potential clients) or reducing
risks when granting credits (databases containing the credit history of a person).As the creation of these databases generally entails
significant investment, creators have looked for the best way of legally protecting their investment.One basic tool for obtaining such
protection is the unfair competition legal regime, which tries to avoid parasitic activities.In Argentina, based on Article 10 bis of the
Paris Convention and local rules, and in the context of the mentioned unfair competition regime, it is possible to take legal steps in
order to obtain protection for databases.However, the legal framework of the unfair competition regime is still incomplete, since
there are isolated rules and not an organic regime of unfair competition, and court enforcement is still scarce.Another legal tool for
obtaining protection is the rules that protect copyright. These, however, require originality as an excluding requirement, limiting the
acknowledgment of the exclusive right to original databases.

Section 2.5 of the Bern Convention envisages protecting compilations that are literary or artistic works, while certain progress was also
made with the approval of the TRIPS Agreement, which established that although the compiled data lack originality, protection can be
obtained under the TRIPS system when the selection or arrangement of the data can be assimilated to an intellectual creation.

With protection contract clauses, the disadvantage is that such contract clauses are not enforceable against third parties that are not
related to the license of use of the database.

In order to not leave non-original databases unprotected, certain countries have recognized a sui generis right, regardless of any
originality criterion (the European Union and Mexico have acted in this way).

Under Argentine law, databases are mainly protected by copyright law 11,723. Legal authors generally claim that the protection
granted by said law is limited to original databases, and since Argentine laws do not acknowledge a sui generis right, legal protection
of databases could be understood as limited only to such original databases.

However, in several judgments (for example Errepar and Axesor) courts have acknowledged protection to database creators that have
been damaged by the parasitic activities of competitors trying to take advantage of the creators> efforts and investment.

17- See Database protection, available:

http://www.ipr-helpdesk.org/documents/ES _Databases_0000006544 00.xml.html

There are two main bases for database protection: copyright protection (under the condition of creativity) and new sui generis protection
(under the condition of substantial investment). Copyright protection has an international character (databases are protected in almost



rsdly Silaglall JL&1 o6 0y Sall oS God> ~pualusd] 5Ly X

all countries in the world), whereas sui generis protection is obtained for persons from the EU only in EU countries. Persons from
outside the EU may obtain protection only under the condition of reciprocity if, in their country, such protection is introduced. For
example, the USA does not provide sui generis protection as such. Under EU law, cumulative protection of databases is possible under
copyright and the sui generis right.

Neither copyright protection nor sui generis protection creates a new or additional protection for each individual element of a database.
Database protection provides protection for a database only as a compilation.

18- See iLaw Eurasia 2004 Emerging Legal and Policy Issues for the Information Age, 15 December 2004, available:
http://cyber.law.harvard.edu/ilaw/eurasia_2004_schedule/wednesday

Database Protection and Recent Caselaw

In November 2004, the European Court of Justice (ECJ) has handed down judgments in four cases concerning the interpretation of the
EU Directive on the Legal Protection of Databases, which provides a «sui generis database right» (to be distinguished from copyright)
to the maker of a database if there has been a substantial investment in either the obtaining, verification or presentation of the contents of
the database. The cases relate to similar factual circumstances and concern databases of sporting information (horse racing information
and football fixture lists.) Certain pieces of information from these databases were used by third parties for commercial gambling
operations. In proceedings before the relevant national courts, the claimants alleged that these uses by the gambling operators were an
infringement of the claimants> sui generis rights under the Directive. In each case, the national courts referred a set of questions to the
ECJ.

In these cases, the ECJ, inter alia, now has clarified the definition of the term «database» as used in the Directive; determined the scope
of protection (especially with regard to the «substantial investment» requirement); and, specified the infringement of the sui generis
right through extraction or re-utilization.

Taken together, these several doctrinal areas — copyright, trademark, patent, database protections and so forth — present extremely
important issues, especially for developing countries, related to the control of knowledge necessary to compete in the global
economy.

19- See Database legal Protection, available:
http://www.bitlaw.com/copyright/database.html

Databases as Compilations: Databases are generally protected by copyright law as compilations. Under the Copyright Act, a compilation
is defined as a «collection and assembling of preexisting materials or of data that are selected in such a way that the resulting work as a
whole constitutes an original work of authorship.» 17. U.S.C. § 101. The preexisting materials or data may be protected by copyright,
or may be unprotectable facts or ideas.

An example of a database that is protected as a compilation would be a database of selected quotations from U.S. Presidents. The
individual quotations themselves may or may not be subject to copyright protection. However, the selection of the quotations involves
enough original, creative expression that it is protected by copyright. Therefore, a database of quotations will be protected by copyright
as a compilation even though some of the quotations are not protected.

A database of facts is also protected as a compilation, assuming the grouping contains enough original expression to merit protection.
An example of a protectable grouping of facts would be a database of Internet locations for selected legal articles. Each location
consists merely of factual information, namely that a particular article can be found at a particular URL location on the Internet. There
is no copyright protection for each location. Therefore, while the individual locations can be copied by others, if an entire database
of locations (or a substantial portion of the database) were copied, the copyright in the compilation would be infringed. The creative,
original expression that is being protected is the selection of locations for the database. If the locations were divided by topic in the
database, the organization of the database would also be protected.

20- See Works Unprotected by Copyright Law, available:

http://www.bitlaw.com/copyright/unprotected.html.

Some types of material are ineligible for copyright protection. Generally, these materials are either protected by some other intellectual
property, or have been considered inappropriate for protection. The following unprotected works are discussed in greater detail

below:

Ideas, procedures, principles, discoveries, and devices are all specifically excluded from copyright protection. As stated in the Copyright
Act: «Inno case does copyright protection for an original work of authorship extend to any idea, procedure, process, system, method of
operation, concept, principle, or discovery, regardless of the form in which it is described, explained, illustrated, or embodied in such
work.» This specific exclusion helps maintain the distinction between copyright protection and patent law. Ideas and inventions are
the subject matter for patents, while the expression of ideas is governed by copyright law. If copyright were extended to protect ideas,
principles and devices, then it would be possible to circumvent the rigorous prerequisites of patent law and secure protection for an
invention merely by describing the invention in a copyrightable work.
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21- See Database protection, available:
http://www.ipr helpdesk.org/documents/ES_Databases 0000006544 00.xml.html#N20063
Sui generis protection was introduced in the EU by database directive from 1996 (directive 96/9/EC on the legal protection of databases).

Under that directive, database producers obtain new sui generis protection. This form of protection should not affect the rights of the
creators of works incorporated in the contents of a database.
Condition of sui generis protection: Protection is granted if a substantial investment is made to obtain, verify, and present database
content. A substantial investment is the deployment of financial resources and/or the expenditure of time, effort, and energy to
generate and present the database content. Protection applies to the whole of a database or a substantial part (measured qualitatively
or quantitatively).
It should be pointed out that an investment to generate data that goes into the database is not considered an investment in creating the
database itself and therefore cannot be grounds for protection. This is meant to prevent monopolization of the information itself.
Content of SUI generis right: Sui generis right consists of two rights:

- The right to extract all or a substantial part of the database and

- The right to re-use all or a substantial part of the database.

The former is similar to the right of reproduction, the latter to the right of distribution granted to a copyright holder.

22- See Database protection, available:

http://www.ipr- helpdesk.org/documents/ES_Databases 0000006544 _00.xml.html#N20063.
The duration of rights of the database producer right is 15 years from the completion of the database. If a new substantial investment is made

to an existing database, the creator can gain a new right to the altered (e.g. updated or supplemented) database or its substantial part.

23- IP crime Report — Annual report 2009-2010, available:
http://www.ipo.gov.uk/ipcreport09.pdf

24- See Copyright Act, Chapter9- Protection of Semiconductor Chip Products (§§ 901—914), available:
http://www.copyright.gov/title17/92chap9.html#901

25- See Chip Protection in Europe, by Dr. Thomas Hoeren, available:
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/publikationen/036.pdf
Topography is capable of protection if'it is «the result of its creator’s own intellectual effort and is not commonplace in the semiconductor

industry» (Article 2 (2)) of the EU directive (87/54/EEC). This standard of «originality» was interpreted as being the main reason for
the sui generis protection system. It is said that copyright and patent law require a very high standard of originality or inventiveness.
With regard to this standard, most topographies will remain unprotected under «traditional» industrial property law.

26- See Directive 87/54/EEC of 16 December 1986 on the legal protection of topographies of semiconductor products, available:
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:319871.0054:EN:HTML
There is an obligation on Member States to adopt legislation to protect topographies in so far as they are the result of their creator’s own
intellectual effort and are not commonplace in the semiconductor industry.
The right to protection is granted to the person who is the topography’s creator, subject to that person being a natural person who is a
national of a Member State or ordinarily resident there. However, Member States may specify to whom the right is granted where a
topography is created in the course of the creator’s employment or under a contract other than a contract of employment.
Under certain conditions, protection is also granted to natural persons, companies or other legal persons who first commercially exploit
a topography:
- which has not previously been exploited commercially and;
- who have been exclusively authorized to commercially exploit the topography throughout the Community by the person entitled to
dispose of it.
The Directive lays down the procedure for extending the right to protection to persons not covered by the Directive.

27- See Chip Protection in Europe, by Dr. Thomas Hoeren, available:
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/publikationen/036.pdf
The exclusive rights to exploit or import a semiconductor product are exhausted after the product has been put on the market in

a member state by the person entitled to authorize its marketing or with his consent (art.5 (5)). This rule refers to the traditional
«exhaustion doctrine».

In the Netherlands, the exclusive rights include any kind of exploitation of a protected topography, even if it is not commercial.
Therefore, art 1 (e) forbids to exploit a topography without the consent of the right holder.
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28- See Chip Protection in Europe, by Dr. Thomas Hoeren, available:
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/publikationen/036.pdf
According to the Directive(87/54/EEC), the EC member states have the option of requiring registration and, additionally, the deposit

of materials describing or exemplifying the topography (art. 4).

The copyright approach toward chip protection was adopted by the United Kingdom, Ireland26 and Belgium. These states established an
unregistered right. In the United Kingdom, the legislator was unanimous on the very nature of chip protection. Initially, 1987, it enacted
the Semiconductor Products (Protection of Topography) Regulations in 1987. These regulations, which very much resembled the EC
Directive, have been replaced by the Design Right [Semiconductor Topographies] Regulations 1989. These Regulations implemented a
modified version of the design right It differs on various points from the SCPA and the EC Directive. The protection is extended to any
design document for a semiconductor product, i. e., «any record of a design, whether in the form of a drawing, a written description,
a photograph, data stored in a computer or otherwi -se» (section 263 (1)). These documents are protected against any importation or
commercial dealing under the condition that they are not commonplace. The regulations do not define originality in terms of «the
creator’s own intellectual effort». Furthermore, the configuration of the interfacing area of the topography and its structure in electronic
form are not protected because they may fall within the exception of section 213 (3) (a) and (b).

Most EC countries have followed the second option and adopted the registration system30. Thus, the creator of topographies has
to apply for registration at the national patent office or (in Spain) alternativately with the Provincial Directorates of the Ministry of
Industry and Energy. In addition to the registration, material identifying or exemplifying the topography must be deposited with a
public authority. Material deposited is, however, not made available to the public as it is regarded as a trade secret. The registration and
deposit of topographies has to be paid for by the right holder. The fees differ from approximately $ 25 up to $ 400.

See Directive 87/54/EEC of 16 December 1986 on the legal protection of topographies of semiconductor products, available: http:/
eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31987L.0054:EN:HTML

Member States may refuse or remove protection in respect of the topography of a semiconductor product where an application for

registration in due form has not been filed with a public authority within two years of its being commercially exploited for the first
time. They may require that material identifying or exemplifying the topography be deposited. However, they must ensure that material
deposited is not made available to the public where it is a trade secret.

29- See Directive 87/54/EEC of 16 December 1986 on the legal protection of topographies of semiconductor products, available:
http://eur-lex.curopa.eu/LexUriServ/LexUriServ.do?uri=CELEX:319871L.0054:EN:-HTML
The rights granted are exclusive rights. They include the right to authorise or prohibit reproduction of a protected topography and the

right to authorise or prohibit commercial exploitation or the importation for that purpose of a topography or of a semiconductor product
manufactured using the topography. The exclusive right to authorise or prohibit reproduction does not apply to the reproduction for
the purpose of analysing, evaluating or teaching the concepts, processes, systems or techniques embodied in the topography or the
topography itself.

Where registration of the topography constitutes a condition for the coming into existence of exclusive rights, those rights will take
effect on the date on which the application for registration is filed or on the date on which the topography is first commercially exploited
anywhere in the world, whichever comes first. If registration is not a condition for protection, the rights will come into existence when
the topography is first commercially exploited anywhere in the world or when it is first fixed or encoded.

The exclusive rights come to an end 10 years from the end of the calendar year in which the topography was first commercially
exploited. Where registration is required, the 10-year period is calculated from the end of the calendar year in which the application
for registration was filed or from the end of the calendar year in which the topography was first commercially exploited, whichever
comes first.

31- See Chip Protection in Europe, by Dr. Thomas Hoeren, available:
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/publikationen/036.pdf
Reverse Engineering:

The reproduction of topography for private, non-commercial purposes and for analyzing or evaluating its concepts cannot be prohibited
by the right holder. Even the development of a new topography based on such an analysis does not infringe on the exclusive reproduction
right of the author if it is the result of the creator’s own intellectual effort (reverse engineering).

As Hart has already pointed out, there are some discrepancies between the reverse engineering provisions laid down in the US
Semiconductor Chip Protection Act and those of the EC Directive. In the U. S., reverse engineering permits the incorporation of a first
chip into another original mask work, while under the Directive; it is only permissible to create a new (original) topography on the basis
of the analysis or evaluation of another topography.

In Europe, this exception has led to considerable debate. The discussion focuses on the question whether reverse engineering is allowed
under «traditional» patent or copyright law. Some authors state that reverse engineering is a new principle of chip protection law.
This view has, however, in legal doctrine been rejected by various authors. They try to demonstrate that reverse engineering has to be
regarded a traditional rule of industrial property law. In their view, patent law has always permitted the analysis of a protected invention
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and the use of the results of this analysis to produce a «new» (original) invention. Even in copyright law, a protected work may be
analyzed, the results of which may be used in order to create a individual work.

32- See Chip Protection in Europe, by Dr. Thomas Hoeren, available:
http://www.uni-muenster.de/Jura.itm/hoeren/INHALTE/publikationen/036.pdf

The legal situation outside the EC:

- Sweden: Sweden has been the first European country to enact special regulations for the protection of microchips. First, the
Swedish Government set up a Commission which investigated the ways of protecting computer technology under copyright law. This
Commission emphasized in its report (published in 1986) that semiconductor products may be efficiently protected under traditional
copyright law. A sui generis protection with regard to chips was held to be unnecessary. Unfortunately, the legislature did not follow this
recommendation. The Swedish Act on the Protection of the Layout-Design in Semiconductor Products entered into force on April 1,

1987. The Swedish Act protects the layout-designs in their two-dimensional forms (drawings and masks) and in their three dimensional
forms (semiconductor products). Under the Act, the creator of the layout-design has the exclusive right to copy the design, to transfer
it onto or into a material support, and to make the design available to the public (Sect. 1 (1)). Further, the Act contains provisions on
innocent infringement and the exhaustion of rights (Sect.3).
The act lacks a provision on reverse engineering. Instead, it provides that copies may be made for teaching on, or analysis of, the
design. The reproduction of single copies for private use is also allowed (Sect. 2 (1)). As the Swedish delegation at the WIPO Session
stated, reverse engineering may be regarded as lawful copying for the purpose of analysis. Hence, a special provision was considered
unnecessary. The Swedish legislator has opted for protection without any formalities, similar to the position under copyright law. The
layout design will be protected upon its creation. Protection is available up till the end of the 10th year after the year when the layout-
design was first commercially exploited (Sect. 1 (2)).
The sanctions laid down in the act are more severe than those of the EC Directive. For instance, an infringer is held to be liable for
damages even if he has acquired a topography or semiconductor product in good faith. The innocent infringement doctrine has only
been used to protect an infringer from surrender and destruction of his unlawful copies. Apart from these very innovative characteristics,
the Swedish act contains two regrettable elements:
- protection has only been extended to layout designs created by Swedish nationals or domiciliaries, and to layout designs first
distributed in Sweden. Other foreign layout designs may only be protected under the condition of a corresponding government
proclamation on the basis of material reciprocity.
- The Swedish Copyright Act has been amended in that layout designs protected by the Semiconductor Protection Act are not
copyrightable. In spite of the «originality» of the Swedish provisions, the act has been accepted by the United States as corresponding
to the requirements under the SCPA. Meanwhile, Finland4 7 and Norway4 8 seem to adopt the Swedish model in their chip
protection law. Thus it appears that a uniform Scandinavian way of chip protection is going to be established.
- Switzerland: Chip protection has been regarded by the Swiss Government as a matter of competition law. Consequently, the Swiss
delegate at the second WIPO Session49 stated that chip piracy constitutes an unfair act according to Article 5 (¢) of the new Unfair
Competition Act50. This Article prohibits the appropriation and exploitation of another’s marketable product «as such by means of
a technical reproduction process without adequate personal expenditurey.
In the meantime, the Swiss legislature has drafted a new topography act, which has been presented to the Parliament on June 19,
198951. The draft contains all characteristic elements of the EC Directive and resembles the German Chip protection act. This hasty
retreat may only be regretted.

33- Copyright law does not protect domain names. The Internet Corporation for Assigned Names and Numbers (ICANN), a nonprofit
organization that has assumed the responsibility for domain name system management, administers the assignation of domain names
through accredited registers.

34- See S.1255 — Anticyber squatting Consumer Protection Act (Introduced in Senate - IS), available:
http://thomas.loc.gov/cgi-bin/query/z?¢106:S.1255.1IS

35- See Model Law Guidelines- Report on Consensus points for trademark laws, by International Trademark Association, available:
http://www.inta.org/Advocacy/Documents/INTAModellLawGuidelines.doc
«... To some extent the practice of cyber squatting has been mitigated by the establishment by ICANN (the International Corporation of

Assigned Names and Numbers) of the Uniform Dispute Resolution Procedure (UDRP), which applies to the generic top-level domain
names (“gTLDs”). However, sanctions against cyber squatting should also be backed by similar dispute resolution mechanisms in the
country-code top-level domain names (“ccTLD's”) (where not already implemented) and by appropriate national legislation, such as
the Anticyberpiracy Consumer Protection Act in the United States, which was enacted on November 29, 1999 and made a part of the
federal trademark laws. The dispute resolution mechanisms and legislation should make it clear that cyber squatting is indeed a form
of illegal commercial activity.»



rsdly Silaglall JL&1 o6 0y Sall oS God> ~pualusd] 5Ly X

36- UDRP: Uniform Domain Name Dispute Resolution Policy: The Uniform Domain-Name Dispute Resolution Policy (UDRP)
has been adopted by ICANN-accredited registrars in all gTLDs (.aero, .asia, .biz, .cat, .com, .coop, .info, .jobs, .mobi, .museum,
.name, .net, .org, .pro, .tel and .travel). Dispute proceedings arising from alleged abusive registrations of domain names (for example,
cybersquatting) may be initiated by a holder of trademark rights. The UDRP is a policy between a registrar and its customer and is
included in registration agreements for all ICANN-accredited registrars., available:

http://www.icann.org/en/udrp/

37- See Rules for Uniform Domain Name Dispute Resolution Policy (the «Rulesy), as approved by the ICANN Board of Directors on
30 October 2009, available:
http://www.icann.org/en/dndr/udrp/uniform-rules.htm
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