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- European Council Decision of 29 May 2000 to combat
child pornography on the Internet, Official Journal L 138,
09/06/2000 P. 0001 - 0004

- Council Framework Decision 2005/222/JHA of 24
February 2005 on attacks against information systems

- Recommendation No. R (89) 9 Of the Committee of
Ministers to Member States on Computer-related crime
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- Fraud in the Internet, by Computer Crime Research
Center, April 11, 2005

http://www.crime-research.org/articles/Internet
fraud 0405/

- Cybercriminals Reinvent Methods of Malicious Attacks,
by Trend Micro Incorporated, July 11, 2008,

http://www.crime-research.org/analytics/3451/

- Cyber-crimes - Analytical data compiled, by Vladimir
Golubeyv, published on Computer Crime Research Center,
http://www.crime-research.org/analytics/cyber
crimes0108/

- Crime on The Net,
http://rogerdarlington.me.uk/crimeonthenet.html#

Hacking

- What is Cyber-terrorism, by Serge Krasavin Ph.D. MBAv,
published by Computer crime research center (CCRC)
http://www.crime-research.org/library/Cyber-terrorism.
htm

- How Computer Viruses Work, by Marshall Brain
http://computer.howstuffworks.com/virus2.htm

- How Hackers Work, Microsoft,
http://technet.microsoft.com/en-us/library/cc505928.
aspx

- Cybershock: Surviving Hackers, Phreakers, Identity
Thieves, Internet Terrorists and Weapons of Mass
Disruption, Winn Schwartau, John Draper, January 2010.
http://www.terrorism.com/content/cybershock-
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- Convention on Cybercrime, Budapest, 23.X1.2001

- Additional Protocol to the Convention on Cybercrime -
Explanatory Report.

- Additional Protocol to the Convention on Cybercrime
Concerning the Criminalization of Acts of a Racist and
Xenophobic Nature Committed Through Computer
Systems (released 7 November 2002)

- European Council Framework Decision 2004/68/JHA of
22 December 2003 on combating the sexual exploitation
of children and child pornography.
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- Cyber Terrorism Vulnerabilities and Policy Issues “Facts
Behind The Myth”, Dhanashree Nagre Priyanka Warade
http://www.contrib.andrew.cmu.edu/~dnagre/Final

Report_dnagre pwarade.pdf

- Tracking a Computer Hacker, by Daniel A. Morris,
Assistant  United States Attorney Computer and
Telecommunications Coordinator, District of Nebraska;
published on 2005.

http://www.cybercrime.gov/usamay2001 2.htm

- Internet Blocking: Crimes Should Be Punished and Not
Hidden, by Joe McNamee - EUROPEAN DIGITAL RIGHTS
(EDRI), June 2010.
http://www.soros.org/initiatives/information/focus/
policy/articles publications/publications/edri-blocking-
100606/EDRI-blocking-100606.pdf

-DataBreaches:Whatthe Underground World of“Carding”
Reveals, by Kimberly Kiefer Peretti- U.S. Department of
Justice-ComputerCrimeandIntellectualPropertySection.
http://www.cybercrime.gov/DataBreachesArticle.pdf

- IT security and crime prevention methods, Published by
Interpol,
http://www.interpol.int/Public/TechnologyCrime/
CrimePrev/ITSecurity.asp

- Financial and high-tech crimes,
http://www.interpol.int/Public/FinancialCrime/Default.asp

- The Globalization of Crime a Transnational Organized
Crime Threat Assesment, UNODC, 2010, page 203- 209
http://www.unodc.org/documents/data-and-analysis/
tocta/TOCTA Report 2010 low res.pdf
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http://www.ijma3.org/Admin/Additionals/Cybercrime/
Judge%20Nidal%20EI%20Chaer%20Presentation.pdf
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surviving-hackers-phreakers-identity-thieves-internet-
terrorists-and-weapons-mass

- Prosecuting Computer Crimes Manual, published
February, 2007.
http://www.justice.gov/criminal/cybercrime/ccmanual/
index.html

- Fighting cyber terrorism, by Carol Ko, June 17, 2008,
Source: Computerworld.com.my
http://www.crime-research.org/news/17.06.2008/3416/

- Organized crime: from trafficking to terrorism, By Frank
Shanty

http://books.google.com.lb

- Intellectual Property crimes: are proceeds from
counterfeited goods funding terrorism? Hearing before
the committee on International relations House of
Representatives, July 16, 2003, Serial No. 108-48

http://www.foreignaffairs.house.gov/archives/108/

88392.pdf

- Prosecuting Intellectual Property Crimes manual,
Third Edition September 2006, CCIPS Criminal Division
http://www.justice.gov/criminal/cybercrime/ipmanual/
index.html

- COMPUTER-RELATED OFFENCES. A presentation at the
Octopus Interface 2004 - Conference on the Challenge of
Cybercrime, 15-17 September 2004, Council of Europe,
Strasbourg, France.
http://www.cybercrimelaw.net/documents/Strasbourg.
pdf

- Recommendation No. R (89) 9 Of the Committee of
MinisterstoMemberStatesonComputer-relatedcrimeand
finalReportoftheEuropeanCommitteeonCrimeProblems.
http://www.oas.org/juridico/english/89-9&final%20

Report.pdf

- Cyber Crime has Surpassed lllegal Drug Trafficking as
a Criminal Moneymaker1; 1 in 5 will become a Victim2;
http://www.symantec.com/about/news/release/article.
jsp?prid=20090910 01

- Internet Gambling: Overview of federal criminal law;
http://books.google.com.lb/

- The Myth of Cyberterrorism: There are many ways
terrorists can kill you-computers aren't one of them.
Joshua Green, The Washington Quartlerly Online http://
www.washingtonmonthly.com/features/2001/

0211.green.html




eilgatly ool yall ) ddln] sdsyelf Joalld deolall yuilgadl
A i¥lg duyell Joadl deols e Bysladl disigoddl
S e (o Lgy cold alf coylaslly

JelB e 528yl & sl ) s3] sl g B)LGXT juB
@ dsilSe dwldl duoyell dubell wley sl
ddpel dpdia>¥l cleydull go Lgas)lioey Al il
L X1 1ie Lgdgliny of comy 3l Bolail) Lgidgosd sao

Agd oigl tom il wilyysia @al papeiaw il

@l Aol duyell dubgll ileymdal) douidl -f
Al !

cloc badd duye Joo gyl s of coodl Jloel gLl s
Slesdss pos duihad) @A) @bl sl Hle
0¥y Basall dupyell cilyloXlg dusgell S ag gy duols
Fod e diaad Gibho Lgils jamnl add oo, ¥l Lol .ofsganlly
oley, Gl ods Joliss Saloglell datasl @ily> dsilsd
ol ¥ A S e &S dioyd) JLed¥l st
I 8)all whigdell cdglis LeS duilogles @il el
loglell po¥l §ua% 1Al Olaa¥ Gudsal clligLgio
Sl oyl plasuiw¥l Sle 4yl Goadl Lias
dole)l dslall dle> doleglell olSdilly 4J¥)

wibgll sLasd¥ dilosg .dolell 335Kl wils¥lg

A o dailyesssdl @54l daleill oley, bl o

03y

Moy e did aloglell dolail @ily> o9il

http://www.watnnews.net/NewsDetails.aspx?NewsID
=12801

Basill d el Sy Lo¥1

@l AndlS o ol 8 T+ 1 Al T 08y 5ol 31 ygslall
) cloglell 4,145
http://www.theuaelaw.com/vb/showthread.php?t=1022

o0l agmadt
TeoVaiwd Ve o) yoild

Adye coalle] a8 s dupe Dl dod of L) 5,La%1 0%
Asiloglell @i, 3L jols (4gild slanX (yulgs g)liiis slac)
Jlie

ATV il £77 Jndae "duig,n SIXI @il 4
www.ituarabic.org/coe/2006/E-Crime/.../Doc2-Text-ar.
DOC

pllaig.oeiladl plol wlad JS G5 dugySIXl <S4 -
Gl Sibogll sLaidd dile> ASLoll 4 dsil<l

ool ddiss pMovell iy el aie alllaie
http://www.alriyadh.com/2008/02/29/article321790.
html

digaw o lls A <IN @3, 8 duigilall wbassll -
Jaed! glaalaw oo e Il ae el
http://coeia.edu.sa/index.php/ar/asuurance-awarness/
articles/51-forensic-and-computer-crimes/1075-legal-
challenges-in-cyber-crime.html

dolaia Lgiacl LIl wlwhall Lo sbbwl g (¢
dlold) ool deilio ) lganly JL 1in L& 16< WXl
obidy Lygawg 0¥l 4 bl olegy bl
o Al Sleydiill gung <7 3heelly pualig
Had dlgs | Basall duyell ol )Le¥l dlgs . ploc dilalw
gy dpsgrandl b duilpend] ooy, Sl gusg -F

el

dnblS 0 3ST,0 dsl Jloel cdglis ells ) 4oLy (o
Loy plg Al ool @Sl 4

- Computer Crime & Intellectual Property Section United
States Department of Justice
http://www.justice.gov/criminal/cybercrime/reporting.
htm

- Internet Crime Complaint Center (IC3)
http://www.ic3.gov/default.aspx

- Department of Defence-United States of America Cyber
Crime Center,
http://www.dc3.mil/

- Computer Crime Task Forces — USA,
http://www.ccmostwanted.com/CP/LEccuUS.htm

- Computer Crime Task Forces — Global,
http://www.ccmostwanted.com/CP/LEccuGL.htm
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4- Virus/Malware. Crime on the Net,
http://rogerdarlington.me.uk/crimeonthenet.html#Hacking

Viruses, in the broadest sense, come in three forms:

- Virus: This is a code that attaches itself to a program in a computer and then reproduces itself. It can erase files or lock up a system.
- Worm: This is similar to a virus but does not attach itself to files or programs in a computer. This leaves it free to spread through a
network on its own.
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- Trojan horse: This is a program that performs malicious actions while pretending to do something else. It is similar to a virus but
does not try to reproduce itself.
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6- Current and ongoing Internet trends and schemes identified by the Internet Crime Complaint Center along with its description,
http://www.ic3.gov/crimeschemes.aspx

Auction Fraud, Counterfeit Cashier's Check, Credit Card Fraud, Debt Elimination, Parcel Courier Email Scheme, Employment/
Business Opportunities, Escrow Services Fraud, Identity Theft, Internet Extortion, Investment Fraud, Lotteries, Nigerian Letter or
"419", Phishing/Spoofing, Ponzi/Pyramid, Reshipping, Spam, Third Party Receiver of Funds.

7- Cyber Crime Statistics from the 2006 Internet Crime Report, http://www.computer-forensics-recruiter.com/home/cyber crime
statistics.html
- In 2006, the Internet Crime Complaint Center received and processed over 200,000 complaints.
- More than 86,000 of these complaints were processed and referred to various local, state, and federal law enforcement agencies.
- Most of these were consumers and persons filing as private persons.
- Total alleged dollar losses were more than $194 million.
- Email and websites were the two primary mechanisms for fraud.
- Although the total number of complaints decreased by approximately 7,000 complaints from 2005, the total dollar losses increased
by $15 million.
- The top frauds reported were auction fraud, non-delivery of items, check fraud, and credit card fraud.
- Top contact mechanisms for perpetrators to victims were email (74%), web page (36%), and phone (18%) (there was some
overlap).
The Internet Crime Complaint Center is a clearinghouse for online economic crime complaints. It is maintained by the National White
Collar Crime Center and the Federal Bureau of Investigations. To review the results of the study, visit the National White Collar Crime
Center s site.

Cyber Crime Statistics from the 12th Annual Computer Crime and Security Survey:

- Between 2006 and 2007 there was a net increase in IT budget spent on security.

- Significantly, however, the percentage of IT budget spent on security awareness training was very low, with 71% of respondents
saying less than 5% of the security budget was spent on awareness training, 22% saying less than 1% was spent on such training.

- 71% of respondents said their company has no external insurance to cover computer security incident losses.

- 90% of respondents said their company experienced a computer security incident in the past 12 months.

- 64% of losses were due to the actions of insiders at the company.

The top 3 types of attack, ranked by dollar losses, were:
- financial fraud ($21.1 million)
- viruses/worms/trojans ($8.4 million)

- system penetration by outsiders ($6.8 million)

The complete results of this study, as well as past studies, which are conducted annually by the Computer Security Institute, can be
found at the CSI website www.gocsi.com . Interestingly, these statistics are compiled from voluntary responses of computer security
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professionals. Thus, there is certainly an inference that the damages due to computer security incidents are much higher than those cited
here, as companies without responding security professionals undoubtedly were the victim of computer security incidents.

Cyber Crime Statistics from the Online Victimization of Youth, Five Years Later study:

- Increasing numbers of children are being exposed to unwanted sexual materials online.

- Reports of online sexual solicitations of youth decreased while reports of aggressive sexual solicitation of youth did not (perhaps
indicating that some prevention and education measures may be working, while the most serious offenders may not be deterred).

- Online child solicitation offenses are rarely reported to any authority.

- Incidents of online harassment and bullying increased.

This is an empirical study based on approximately 1500 surveys conducted with online youth in 2005 that were compared to the results
of a similar study in 2001. The study was conducted by the National Center for Missing and Exploited Children, the Crimes Against
Children Research Center, and the Office for Juvenile Justice and Delinquency Prevention at the United States Department of Justice.
The complete results of the study can be found here http://www.missingkids.com.

8- Types of Cybercrime, :_http://www.brighthub.com/internet/security-privacy/articles/3435.aspx

Assault by Threat — threatening a person with fear for their lives or the lives of their families or persons whose safety they are
responsible for (such as employees or communities) through the use of a computer network such as email, videos, or phones.

Child Pornography — the use of computer networks to create, distribute, or access materials that sexually exploit underage children.
Cyber Contraband — transferring illegal items through the internet (such as encryption technology) that is banned in some
locations.

Cyber laundering — electronic transfer of illegally-obtained monies with the goal of hiding its source and possibly its destination.
Cyber stalking — express or implied physical threats that creates fear through the use of computer technology such as email, phones,
text messages, webcams, websites or videos.

Cyber terrorism — premeditated, usually politically-motivated violence committed against civilians through the use of, or with the
help of, computer technology.

Cyber theft —using a computer to steal. This includes activities related to: breaking and entering, DNS cache poisoning, embezzlement
and unlawful appropriation, espionage, identity theft, fraud, malicious hacking, plagiarism, and piracy. Examples include:

- Advertising or soliciting prostitution through the internet. It is against the law to access prostitution through the internet (including
in the state of Nevada in the United States) because the process of accessing the internet crosses state and sometimes national
borders. This is a violation of the federal Digital Millennium Copyright Act http://www.copyright.gov/legislation/dcma.pdf.

- Drug Sales. Both illegal and prescription drug sales through the internet are illegal except as a customer through a state licensed
pharmacy based in the United States http://www.fda.gov.

- Computer-based fraud. Fraud is different from theft because the victim voluntarily and knowingly gives the money or property to
the criminal but would not have if the criminal did not misrepresent themselves or their offering. Fraud is a lie. If someone leads
you on or allows you to believe something that is false to benefit them, they are lying and this is fraud. You become a victim when
you voluntarily surrender monies or property based on their misrepresentation or lie. Losing money from computer crime can be
especially devastating because often it is very difficult to get the money back. Examples are: scams and altering data to get a benefit,
such as removing arrest records from the police station server, changing grades on the school computer system or deleting speeding
tickets from driving records.

- Online Gambling. Gambling over the internet is a violation of American law because the gambling service providers require
electronic payment for gambling through the use of credit cards, debit cards, electronic fund transfers which is illegal with
the Unlawful Internet Gambling Enforcement Act http:/frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=109 cong_
bills&docid=f:h4411¢eh.txt.pdf.

- Cyber tresspass — someone accesses a computer’s or network’s resources without the authorization or permission of the owner
but does not alter, disturb, misuse, or damage the data or system. This is hacking for the purpose of entering an electronic network
without permission. Examples might include:
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- Using a wireless internet connection at a hotel at which you are staying and accessing the hotel’s private files without disturbing
them because they are available.

- Reading email, files, or noting which programs are installed on a third-party's computer system without permission just for fun,
because you can. This is sometimes called Snooping.

- Cyber vandalism - Damaging or destroying data rather than stealing or misusing them (as with cyber theft) is called cyber
vandalism. This can include a situation where network services are disrupted or stopped. This deprives the computer/network
owners and authorized users (website visitors, employees) of the network itself and the data or information contained on the
network. Examples:

- Entering a network without permission and altering, destroying, or deleting data or files.

- Deliberately entering malicious code (viruses, Trojans) into a computer network to monitor, follow, disrupt, stop, or perform
any other action without the permission of the owner of the network.

- Attacking the server of the computer network (DDoS attack) so the server does not perform properly or prevents legitimate
website visitors from accessing the network resources with the proper permissions.

9- Organized Crime.
10- Study of Russia-Georgia Cyber Conflict Brings Warnings To U.S. Businesses, Citizens, By Tim Wilson, Aug 18, 2009, available:

http://www.darkreading.com/security/cybercrime/showArticle.jhtml;jsessionid=XNYFLA2S30SIPQE1GHPSKHWATMY 32JVN?art
icleID=219400367.

11- Definition of Cyber terrorism, http://ezinearticles.com/? An-Orthodox-Report-On-Organized-Cyber-Crime&id=5236455.

Many definitions exist for cyber terrorism like the various definitions of terrorism. A security expert named Dorothy Denning describes
cyber terrorism as: politically induced hacking operations projected to cause massive loss like the severe economic breakdown or
loss of life. Others denote cyber terrorism as a massive substantial attack that tears down computerized infrastructures like the
telecommunications, electric power grid or the Internet without even touching a keyboard.

12 - Crime on the Net, http://rogerdarlington.me.uk/crimeonthenet.html#Hacking
Hacking can take several forms:

- Accessing - entering a network which is intended to be private

- Defacing — changing the content of another person’s Web site

- Hijacking — redirecting elsewhere anyone trying to access a particular Web site

- Bombing — overwhelming a site with countless messages to slow down or even crash the server

- Denial of service — running a program which sends thousands of requests to a site simultaneously, frequently from more than one
source, so that the relevant server slows down considerably or preferably (from the point of view of the hacker) crashes.

13- Council Framework Decision 2005/222/JHA of 24 February 2005 on attacks against information systems, http://europa.cu/
legislation_summaries/justice_freedom_security/fight_against organised crime/133193_en.htm
The main types of criminal offences covered by this Framework Decision are attacks against information systems such as piracy,
viruses and denial of service attacks. This new criminal activity, which knows no borders, can be prevented and combated by:

- enhancing the security of information infrastructures

- giving law enforcement authorities the means to act.

To this end, the present Framework Decision proposes the approximation of criminal law systems and the enhancement of cooperation
between judicial authorities concerning:

- illegal access to information systems;
- illegal system interference;
- illegal data interference.

In all cases, the criminal act must be intentional. Instigating, aiding, abetting and attempting to commit any of the above offences will
also be liable to punishment.

14- See The CAN-SPAM Act of 2003, Pub. L. No. 108-187, 117 Stat. 2699 (2003) (codified at 15 U.S.C. §§ 7701-7713
and 18 U.S.C. § 1037) took effect on January 1, 2004, http://www.spamlaws.com/federal/can-spam.shtml.
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Fighting Back Against Email Spammers, Internet Hackers, and other Web Thieves, http://www.infohq.com/Computer/Spam/fight-
internet-hackers-email-spammers.htm.

A hacker is an individual that attempts to take control over someone else's computer by using viruses, worms, and other types of
Internet attacks. One of their favorite "tricks", is to use hacked computers to bring down a large web site by overloading the targeted
site with millions of transmissions in a "denial of service" (DOS) attack.

While hackers were glorified in the early days of the Internet as people standing up for their rights against big corporations and the
Government, hacking is now the hobby of criminals and thieves. Hackers prey on all citizens of the Internet and they are extremely
dangerous to individuals, corporations, and governments.

How does a hacker find your computer?

Most hack attempts against personal computers result from viruses and worms running from an infected PC. It is not very difficult for
the creator of the hacking program to predetermine the Internet addresses that his program will attack.
There are also amateur hackers, that use software programs, to randomly check for online computers to attack

What makes Spamming or Hacking Illegal?

The U.S. Congress outlawed certain types of spam with the CAN-SPAM Act of 2003. The law, which became effective January 1,
2004, covers email whose primary purpose is advertising or promoting a commercial product or service, including content on a Web
site. However a "transactional or relationship message" — email that facilitates an agreed-upon transaction or updates a customer in an
existing business relationship — may not contain false or misleading routing information, but otherwise is exempt from most provisions
of the CAN-SPAM Act.

The Federal Trade Commission (FTC), the nation's consumer protection agency, is authorized to enforce the CAN-SPAM Act. CAN-
SPAM also gives the Department of Justice (DOJ) the authority to enforce its criminal sanctions. Other federal and state agencies can
enforce the law against organizations under their jurisdiction, and companies that provide Internet access may sue violators, as well.

However, 38 states have also passed anti-spam laws that have various penalties for illegal spammers and hackers. If you don't live in
a state with an anti-spam law, you are still protected from fraudulent schemes, illegal pornography, and other illegal acts by various
state and federal laws.

In addition, if a spammer or hacker causes harm to a Government computer they are subject to the penalties of USC Title 18, Part I,
Chapter 47, Sec. 1030. - Fraud and related activity in connection with computers.

15- http://www.unodc.org/documents/data-and-analysis/tocta/TOCTA_Report 2010 low_res.pdf.

The term “hacking” is used to describe the unlawful access of a computer system. It is one of the oldest computer-related crimes, and in
recent years has become a mass phenomenon. By targeting computer systems that host large databases, offenders can obtain identity-
related data on a large scale, and this is an increasingly popular approach. In the largest case detected in the past in the USA, the thieves
obtained more than 40,000,000 credit card records.

16- Prosecuting Computer crimes, February 2007- Computer Fraud and Abuse Act, Effective September 26, 2008, 18 U.S.C. §
1030 was amended by the Identity theft Enforcement and Restitution Act of 2008, http://www.justice.gov/criminal/cybercrime/
ccmanual/0lccma.html.

17- F. Damaging a Computer or Information: 18 U.S.C. § 103(a)(5), http://www.justice.gov/criminal/cybercrime/ccmanual/01lccma.
html#E.2.

Criminals can cause harm to computers in a wide variety of ways. For example, an intruder who gains unauthorized access to a computer
can send commands that delete files or shut the computer down. Alternatively, intruders can initiate a "denial of service attack" that
floods the victim computer with useless information and prevents legitimate users from accessing it. In a similar way, a virus or worm
can use up all of the available communications bandwidth on a corporate network, making it unavailable to employees. In addition,
when a virus or worm penetrates a computer's security, it can delete files, crash the computer, install malicious software, or do other
things that impair the computer's integrity. Prosecutors can use section 1030(a)(5) to charge all of these different kinds of acts.

Section 1030(a)(5) criminalizes a variety of actions that cause computer systems to fail to operate as their owners would like them
to operate. Damaging a computer can have far-reaching effects. For example, a business may not be able to operate if its computer
system stops functioning or it may lose sales if it cannot retrieve the data in a database containing customer information. Similarly, if
a computer that operates the phone system used by police and fire fighters stops functioning, people could be injured or die as a result
of not receiving emergency services. Such damage to a computer can occur following a successful intrusion, but it may also occur in
ways that do not involve the unauthorized access of a computer system.
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Title 18, United State Code, Section 1030(a)(5) provides:

Whoever

(5)(A)(i) knowingly causes the transmission of a program, information, code, or command, and as a result of such conduct,
intentionally causes damage without authorization, to a protected computer;

(ii) intentionally accesses a protected computer without authorization, and as a result of such conduct, recklessly causes damage;
or

(iii) intentionally accesses a protected computer without authorization, and as a result of such conduct, causes damage; and

(B) by conduct described in clause (i), (ii), or (iii) of subsection (4), caused (or, in the case of an attempted offense, would, if
completed, have caused) (i) loss to 1 or more persons during any I-year period (and, for purposes of an investigation, prosecution,
or other proceeding brought by the United States only, loss resulting from a related course of conduct affecting 1 or more other
protected computers) aggregating at least $5,000 in value;

(ii) the modification or impairment, or potential modification or impairment, of the medical examination, diagnosis, treatment, or
care of 1 or more individuals,

(iii) physical injury to any person;

(iv) a threat to public health or safety, or

(v) damage affecting a computer system used by or for a government entity in furtherance of the administration of justice, national
defense, or national security

shall be punished as provided in subsection (c) of this section.

18- Crime on the Net, http://rogerdarlington.me.uk/crimeonthenet.html#Hacking.

One of the most common types of fraud on the Internet is designed to trick users of certain sites - notably banks and building societies
- into disclosing their passwords or other confidential information needed to access their accounts. A common means of doing this is to
e-mail customers advising that it is necessary to check or confirm their password by clicking onto a realistic but fake website and then
inputting the confidential information. It is then possible for money to be fraudulently transferred from the individual's account.

In the Autumn of 2003, this type of fraud was perpetrated against UK customers of Barclays, Nat West, Lloyds TSB, Citibank, Halifax
and Nationwide. In fact, no bank of financial institution would ever ask a customer to disclose confidential information in this way.

19- Credit Card Theft, http:/www.ehow.com/list 7448512 cyber-identity-theft-methods.html.

Purchasing items on the Internet with your credit card can lead to having your card used by thieves to make purchases. When shopping
online, stick with websites you know and trust. When making a purchase, always look at the address bar to make sure there is an "s"
after the http. This indicates a secure transfer of your information. Use antivirus software that has firewall protection and prevents

browser hijacking to reinforce your security.

20- Fighting Back Against Email Spammers, Internet Hackers, and other Web Thieves, http://www.infohq.com/Computer/Spam/fight-
internet-hackers-email-spammers.htm.

Spam in a general sense is any email you don't want to receive. There are many types of email that you may not want e.g. advertisements,
newsletters, or questionnaires, however these emails are not what the computer community refers to as spam. What the computer
community is most concerned with is illegal email spam.

The definition of illegal email spam is -- attempts to deceive by falsification of seller identity or email address, and use of other trickery
(defrauding), in the hope of gaining monetary advantage (stealing) from the email recipient and other parties.

The Federal Trade Commission's definition of spam, "Not all UCE is fraudulent, but fraud operators - often among the first to exploit
any technological innovation - have seized on the Internet's capacity to reach literally millions of consumers quickly and at a low cost
through UCE. In fact, UCE has become the fraud artist's calling card on the Internet. Much of the spam in the Commission's database
contains false information about the sender, misleading subject lines, and extravagant earnings or performance claims about goods
and services. These types of claims are the stock in trade of fraudulent schemes." From Prepared Statement Of The Federal Trade
Commission On "Unsolicited Commercial email", November 3, 1999.

How does a spammer get your email address?
There are many ways a spammer can obtain your email address.

a. You can disclose it yourself by posting your email address on auctions, bulletin boards, advertising, or email locators.

b. Businesses might sell your email address or other personal information to a spammer.

c. Spammers can use software programs to collect email addresses from web sites or they can use random number generators to
send spam out randomly.

21- Cyber Identity Theft Methods, http://www.ehow.com/list 7448512 cyber-identity-theft-methods.html.
One of the most frequent cyber crimes on the Internet is identity theft. Having your identity stolen cannot only lead to huge financial
loss, it can be damaging to your reputation and leave you feeling violated as well. According to Javelin Strategies, "Incidences of the
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crime increased by 11 percent from 2008 to 2009, altering the lives of 11 million Americans."
Identity theft is a form of theft in which the targets are bank accounts, credit cards, debit cards, social security numbers and information
that is linked to a person's identity.

22- How spam works, http://computer.howstuftworks.com/internet/basics/spam.htm.
Spam is a huge problem for anyone who gets e-mail. According to Business Week magazine:

In a single day in May [2003], No. 1 Internet service provider AOL Time Warner (AOL ) blocked 2 billion spam messages -- 88 per
subscriber -- from hitting its customers' e-mail accounts. Microsoft (MSFT), which operates No. 2 Internet service provider MSN plus
e-mail service Hotmail, says it blocks an average of 2.4 billion spams per day. According to research firm Radicati Group in Palo Alto,
Calif., spam is expected to account for 45% of the 10.9 trillion messages sent around the world in 2003.

23- The CAN-SPAM Act of 2003, Pub. L. No. 108-187, 117 Stat. 2699 (2003) (codified at 15 U.S.C. §§ 7701-7713
and 18 U.S.C. § 1037) took effect on January 1, 2004, http://www.spamlaws.com/federal/can-spam.shtml.

24- The globalization of crime a transnational organized crime threat assessment, UNODC, 2010, page 203- 209 (fig 161, 162, 163,
164, http://www.unodc.org/documents/data-and-analysis/tocta/TOCTA_ Report 2010 _low_res.pdf.

25- European Council framework Decision 2004/68/JHA of 22 December 2003 on combating the sexual exploitation of children and
child pornography, Official Journal L 013 , 20/01/2004 P. 0044 — 0048, http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CEL
EX:32004F0068:EN:-HTML.

Child pornography: pornographic material that visually depicts or represents a real child involved or engaged in sexually explicit
conduct, including lascivious exhibition of the genitals or the pubic area of a child, or a real person appearing to be a child involved or
engaged in such conduct, or realistic images of a non-existent child involved or engaged in such conduct.

European Council Decision of 29 May 2000 to combat child pornography on the Internet, Official Journal L 138 , 09/06/2000 P. 0001
— 0004, http://eur- lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000D0375:EN:-HTML.

26- The following is deemed to be punishable conduct that constitutes an offence related to child pornography, whether undertaken by
means of a computer system or not:

- production of child pornography;

- distribution, dissemination or transmission of child pornography;
- supplying or making available child pornography;

- acquisition and possession of child pornography.

Council Framework Decision 2004/68/JHA of 22 December 2003 on combating the sexual exploitation of children and child pornography,
http://europa.eu/legislation summaries/justice _freedom_security/fight against trafficking in_human beings/133138 en.htm..

27- Child Pornography Domains Reported To The Internet Watch Foundation (UK), FIG. 165, 166, 167, 168, 169 http://www.unodc.
org/documents/data-and-analysis/tocta/TOCTA_ Report 2010_low_res.pdf.

28- Child: anyone below the age of 18 years.
Council Framework Decision 2004/68/JHA of 22 December 2003 on combating the sexual exploitation of children and child pornography,
http://europa.eu/legislation_summaries/justice_freedom_security/fight against trafficking in human beings/I33138_en.htm.

29- Combating Online Infringement and Counterfeits Act, a bill introduced by Senator Patrick Leahy (D-VT), The Senate of the United
States  on September 20, 2010, http://www.wired.com/images blogs/threatlevel/2010/09/CombatingOnlinelnfringementAndCounte

rfeitsActl.pdf.

30- The two forms of IP most frequently involved in cyber crime are copyrighted material and trade secrets. Piracy is a term used
to describe IP theft—piracy of software, piracy of music, etc. Theft of IP affects the entire U.S. economy. Billions of dollars are lost
every year to IP pirates. For example, thieves sell pirated computer software for games or programs to millions of Internet users. The
company that actually produced the real product loses these sales and royalties rightfully due to the original creator. http://law.jrank.
org/pages/11992/Cyber-Crime-Intellectual-property-theft.html.

31- Mississipi code of 1972- SEC. 97-45-9. Offense against intellectual property; penalties, http://www.mscode.com/free/
statutes/97/045/0009.htm.
An offense against intellectual property is the intentional:
(a) Destruction, insertion or modification, without consent, of intellectual property; or
(b) Disclosure, use, copying, taking or accessing, without consent, of intellectual property.
Whoever commits an offense against intellectual property shall be punished, upon conviction, by a fine of not more than One
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Thousand Dollars ($1,000.00), or by imprisonment for not more than six (6) months, or by both such fine and imprisonment.
However, when the damage or loss amounts to a value of One Hundred Dollars ($100.00) or more, the offender may be punished,
upon conviction, by a fine of not more than Ten Thousand Dollars ($10,000.00) or by imprisonment for not more than five (5) years,
or by both such fine and imprisonment.

The provisions of this section shall not apply to the disclosure, use, copying, taking, or accessing by proper means as defined in this
chapter.

Sources: Laws, 1985, ch. 319, Sec. 5, eff from and after July 1, 1985.

32- Internet Fraud: Tips to avoid Internet fraud, http://www.tbi.gov/scams-safety/fraud/internet fraud/internet_fraud.

33- Financial and high-tech crimes, http://www.interpol.int/Public/Financial Crime/Default.asp.
Payment card fraud is a generic term used to describe a range of offences involving theft and fraudulent use of payment card account
data. Frequent types of payment card fraud include:

Application fraud — a type of ID theft crime in which payment cards are obtained through a fraudulent application process using stolen
or counterfeit documents.

Account takeover — another type of ID theft crime, this usually involves deception of a financial institution, re-issue of a payment card
and its redirection to a different address.

Lost/ stolen card — as the name suggests, this type of fraud involves misuse of actual cards that are either lost or stolen from the genuine
cardholder.

Counterfeit card — fraud undertaken using plastic cards that have been specifically produced or existing cards that have been altered.
These cards are encoded with illegally obtained payment card account data in order to pay for goods and services or to withdraw
cash.

Card not present (CNP) — fraud committed using payment card account data to undertake transactions where there is no face-to-face
contact between the seller and purchaser. Typically, this type of fraud is committed by Internet, mail order or telephone. CNP fraud is
currently the fastest growing payment card related type of fraud in many areas of the world.

34- Additional Protocol to the Convention on cybercrime, concerning the criminalization of acts of a racist and xenophobic nature
committed through computer systems, Strasbourg, 28.1.2003, http://conventions.coe.int/Treaty/en/Treaties/Html/189.htm.

35- Australian Human Rights Commission: Cyber racism is a term used for racism on the internet. It includes racist websites, images,
blogs, videos and comments on web forums.

Racist material on the internet that is offensive, harassing or threatening may also be a criminal offence under Commonwealth as well
as State and Territory law. This will depend upon the nature of material published. http://www.hreoc.gov.au/racial_discrimination/

publications/cyberracism_factsheet.html.

36- Federal law prohibits individuals from betting on sports or gambling contests using a "wire communication facility," which includes
the Internet. Yet the Internet allows immediate and anonymous communication that makes it difficult to trace gambling activity. Internet
sites can be altered or removed in a matter of minutes. For these reasons organized crime operates Internet gambling sites.

Operators alter gambling software to be in their favor so the customer always loses. Unlike real casinos that are highly regulated,
Internet gambling is unregulated and dangerous. Individuals gambling on the Internet risk providing credit card numbers and money
to criminal gambling operators. Further, minors can gamble on the sites since the Internet is unaware of the age of its users. All a
minor needs is access to a credit card number. Internet gambling also lures compulsive gamblers who may suffer devastating financial
losses.

37- Internet Gambling: Overview of federal criminal law, http://books.google.com.lb/.

38- Evidence tampering: Tampering with evidence is the knowing and intentional physical manipulation, altering or destruction or
falsification of evidence relevant to a criminal case or investigation. It is important to note that tampering is not the accidental destruction
or modification of evidence, it is only if the individual had reason to believe the material or item was part of an investigation.
http://www.criminaldefenselawyer.com/crime-penalties/federal/ Tampering-with-evidence.htm.

39- Computer Crime Research Center: What is a Cyber Crime? "Cyber-terrorism — attacking sabotage-prone targets by computer —
poses potentially disastrous consequences for our incredibly computer-dependent society."

http://www.crime-research.org/library/Cyber-terrorism.htm.

40- Cyber Terrorism Vulnerabilities and Policy Issues “Facts Behind The Myth” by Dhanashree Nagre Priyanka Warade, http://www.
contrib.andrew.cmu.edu/~dnagre/Final Report dnagre pwarade.pdf
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Cyberterrorism can be defined in different ways viz. it can be politically motivated hacking operations intended to cause grave harm
such as loss of life or severe economic damage; or

It can be unlawful attacks and threats of attack against computers, networks, and the information stored therein when done to intimidate
or coerce a government or its people in furtherance of political or social objectives, or

It can be a physical attack that destroys computerized nodes for critical infrastructures, such as the Internet, telecommunications, or the
electric power grid, without ever touching a keyboard.

Thus, it is possible that if a computer facility were deliberately attacked for political purposes, all three methods described above
(physical attack, EA, and cyber attack) might contribute to, or be labeled as “cyber terrorism.”

41- Illinois Statute, January 1, 2009 (720 Illinois Compiled Statutes § 16D-5.5.), http://cyb3rcrim3.blogspot.com/2008/10/unlawful-
use-of-encryption.html

A person shall not knowingly use or attempt to use encryption, directly or indirectly, to:
(a) commit, facilitate, further, or promote any criminal offense;
(b) aid, assist, or encourage another person to commit any criminal offense;
(c) conceal evidence of the commission of any criminal offense; or
(d) conceal or protect the identity of a person who has committed any criminal offense.

Telecommunications carriers and information service providers are not liable under this Section, except for willful and wanton
misconduct, for providing encryption services used by others in violation of this Section.

A person who violates this Section is guilty of a Class A misdemeanor, unless the encryption was used or attempted to be used to
commit an offense for which a greater penalty is provided by law. If the encryption was used or attempted to be used to commit an
offense for which a greater penalty is provided by law, the person shall be punished as prescribed by law for that offense.

A person who violates this Section commits a criminal offense that is separate and distinct from any other criminal offense and may
be prosecuted and convicted under this Section whether or not the person or any other person is or has been prosecuted or convicted
for any other criminal offense arising out of the same facts as the violation of this Section.
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