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data to third countries, under Directive 95/46/EC
http://eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=CELEX:32001D0497:en:NOT

-COMMISSION DECISION of 27 December 2004 amending
Decision 2001/497/EC as regards the introduction
of an alternative set of standard contractual clauses
for the transfer of personal data to third countries

http://ec.europa.eu/justice/data-protection/document/
international-transfers/transfer/index_en.htm

-The Bucharest Declaration on Combating Counterfeiting
and Piracy, 12 July 2006.
http://www.ccapcongress.net/archives/Regional/Files/
Bucharest%20Declaration.pdf

- Recommendation No (87) 15 adopted on 17 September
1987 concerning the regulating of the use of personal
data in the police sector.

- United Nations Guidelines for the regulation of
computerized personal data files, A/RES/45/95, adopted
by the General Assembly on 14 December 1990.
http://ec.europa.eu/justice/policies/privacy/instruments/
un_en.htm

- OECD Guidelines for the Security of Information Systems
and Networks: Towards a Culture of Security
http://www.oecd.org/document/42/0,3746,en 2649 34
255 15582250 1 1 1 1,00.html

- OECD Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data
http://www.oecd.org/document/18/0,3343,en 2649 34
255 1815186 1 1 1 1,00.html#part1
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-Personal DataSecurity Breach Code of Practice [Approved
by the Data ProtectionCommissioner under Section
13 (2) (b) of the Data Protection Acts, 1988 and 2003]
http://dataprotection.ie/viewdoc.asp?DoclD=1082

-Guidance Note for Data Controllers on Purpose Limitation
and Retention
http://www.dataprotection.ie/viewdoc.

asp?DoclD=859&ad=1

- GUIDANCE NOTE FOR DATA CONTROLLERS ON THE
RELEASEOFPERSONALDATATOPUBLICREPRESENTATIVES
http://www.dataprotection.ie/viewdoc.asp?DocID=
550&m=f

- Data security guidance
http://www.dataprotection.ie/viewdoc.asp?DoclD=1091&ad=1
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- Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data, Strasbourg,
28.1.1981
http://conventions.coe.int/Treaty/FR/Treaties/Html/108.
htm

- Amendments to the Convention for the Protection
of Individuals with regard to Automatic Processing of
Personal Data. Approved by the Committee of Ministers,
in Strasbourg, on 15 June 1999.
http://conventions.coe.int/Treaty/EN/Treaties/Html/
108-1.htm

- Additional Protocol to the Convention for the Protection
of Individuals with regard to Automatic Processing of
Personal Data regarding supervisory authorities and
transborder data flows. Strasbourg,8.X1.2001
http://conventions.coe.int/Treaty/EN/Treaties/HtmI/181.
htm

- European Parliament and Council Directive 95/46/
EC of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on
the free movement of such data [Official Journal L 281 of
23.11.1995].

- Regulation (EC) No 1882/2003 of the European
Parliament and of the Council of 29 September 2003
adapting to Council Decision 1999/468/EC the provisions
relating to committees which assist the Commission
in the exercise of its implementing powers laid down
in instruments subject to the procedure referred to in
Article 251 of the EC Treaty.
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=
CELEX:32003R1882:EN:HTML

- Council Decision 92/242/EEC of 31 March 1992 in the
field of information security.

- COUNCIL RESOLUTION of 15 July 1974 on a Community
policy on data processing.

- Regulation (EC) No 45/2001 of the European Parliament
and of the Council of 18 December 2000 on the protection
of individuals with regard to the processing of personal
data by the institutions and bodies of the Community
and on the free movement of such data.

- Commission Decision of 15 June 2001 on standard
contractual clauses for the transfer of personal
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http://www.ipc.on.ca/english/About-Us/Whats-New/
Whats-New-Summary/?id=220

- Circle of Care: Sharing Personal Health Information
for Health-Care Purposes, by Ann Cavoukian, Ph.D.
Commissioner, September 2009

http://www.ipc.on.ca/english/Resources/Best-Practices-
and-Professional-Guidelines/Best-Practices-and-

Professional-Guidelines-Summary/?id=885

- How to Avoid Abandoned Records: Guidelines on
the Treatment of Personal Health Information, in the
Event of a Change in Practice, by Ann Cavoukian, Ph.D.
Commissioner, May 2007

http://www.ipc.on.ca/english/Resources/Best-Practices-
and-Professional-Guidelines/Best-Practices-and-

Professional-Guidelines-Summary/?id=621

- Privacy Breach Protocol- Guidelines for Government
Organizations, Dec 01, 2006

WWW.ipc.on.ca

- André Lucas, Jean Devese, Jean Frayssinet: Droit de
L'Informatique et de Linternet, Thémis, Droit privé

- Vincent Fauchoux, Pierre Deprez, et Jean- Michel
Bruguiére: Le droit de I'Internet : Lois, contrats et usages
de (Broché - 22 janvier 2009).

- Vivant (M.): Droit de I'Informatique, Lamy, 1998.
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- Model Contracts for the transfer of personal data to
third countries

http://ec.europa.eu/justice/data-protection/document/
international-transfers/transfer/index_en.htm
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- Maitrise et protection de linformation, rédigé par
CLUSIF juin 2006

www.cnisf.org/biblioth cnisf/librairie/maitrise
protection_info.pdf

- Elaboration d'une politique de protection de la vie
privée et d'une déclaration s'y rattachant
http://www.oecd.org/document/1/0,3746,fr 2649 3425
5 28878569 1 1 1 1,00.html

- Générateur de I'OCDE de déclaration de protection de
la vie privée
http://www.oecd.org/document/42/0,3746 fr 2649 342
55 28879786 1 1 1 1,00.html

-The Commerce Department’s Latest Privacy Initiative on
Data Privacy Day
http://www.commerce.gov/blog/2011/01/28/
commerce-department%E2%80%99s-latest-privacy-
initiative-data-privacy-day

- NATIONAL STRATEGY FOR TRUSTED IDENTITIES IN
CYBERSPACE. Enhancing Online Choice, Efficiency,
Security, and Privacy, The white house, April 2011
http://www.nist.gov/nstic/

php?t=3945&page=1
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- National Security Strategy "The White House May 2010,
p 27 Web 17 Dec 2010

http://www  whitehouse gov/sites/default/files/rss
viewer/national security strategy pdf

- Cyber space policy Review- Assuring a Trusted and
Resilient Information and Communications Infrastructure
http://www.nist.gov/nstic/

- Privacy by Design in Law, Policy and Practice: A
White Paper for Regulators, Decision-makers and
Policy-makers, Ann Cavoukian, Ph.D. Information
& Privacy Commissioner, Ontario, Canada 2011
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1- Magna Carta: http://en.wikipedia.org/wiki/Magna_Carta

2- Twelve Articles : http://en.wikipedia.org/wiki/Twelve Articles

3- Déclaration de Droits de LHomme et du Citoyen http://en.wikipedia.org/wiki/Declaration of the Rights of Man and of
the_Citizen

4- United States Bill of Rights : http://en.wikipedia.org/wiki/United States Bill of Rights

5- Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data.

- Regulation (EC) 45/2001 of the European Parliament and of the Council of 18. December 2000 on the protection of individuals
with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such

data.

6- http://conventions.coe.int/treaty/fr/Treaties/HtmI/005.htm

7- Guidelines on the Protection of Privacy and Transborder flows of Personal data, 1980, http://www.oecd.org/document/18/0,23
40,en 2649 34255 1815186 _1 1 1 1,00.html

8- Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of data generated or
processed in connection with the provision of publicly available electronic communications services or of public communications
networks and amending Directive 2002/58/EC

- Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications).

9- Safe Harbour principle: http://en.wikipedia.org/wiki/International Safe Harbor Privacy Principles : US-EU Safe Harbor is a
streamlined process for US companies to comply with the EU Directive 95/46/EC on the protection of personal data.

Intended for organizations within the EU or US that store customer data, the Safe Harbor Principles are designed to prevent
accidental information disclosure or loss. US companies can opt into the program as long as they adhere to the 7 principles outlined
in the Directive.

The process was developed by the US Department of Commerce in consultation with EU.

csgaall ye padall Ul 513 S ULl a5 3D LBl o il g3l g5l slasyl pd 5 =V *
http://ec.europa.eu/justice/policies/privacy/modelcontracts/index_en.htm

o shdl sl 58 5, Le A yall Jpall G laatnl — VY

12 - Guidelines for the regulation of computerized personal data files, A/RES/45/95, adopted by the General Assembly on 14
December 1990.

13 - Data means information which:

(a) is being processed by means of equipment operating automatically in response to instructions given for that purpose,
(b) is recorded with the intention that it should be processed by means of such equipment,

() is recorded as part of a relevant filing system or with the intention that it should form part of a relevant filing system,

(

(

— &

d) does not fall within paragraph (a), (b) or (c) but forms part of an accessible record as defined by section 68, or
e) is recorded information held by a public authority and does not fall within any of paragraphs (a) to (d).

—_ =
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http://www.ico.gov.uk/upload/documents/library/data_protection/practical application/the guide todata protection.pdf

14- Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data, Section 1, Article 6.

15-The principal risk is the risk that individuals will suffer harm because personal information about them is:
- inaccurate, insufficient or out of date;
- excessive or irrelevant;
- kept for too long;
- disclosed to those who ought not to have it;
« used in unacceptable or unexpected ways beyond their control; or
+ not kept securely.
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed specialist guides/ico dps_final.pdf
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