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- Directive 1999/93/CE du Parlement européen et
du Conseil, du 13 décembre 1999, sur un cadre
communautaire pour les signatures électroniques.
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- La signature Electronique, Transactions et confiance sur
Internet, par Arnaud-F. Fausse, Paris 2001.

- De LEcrit Electronique et des signatures qui s'y
attachent, 14 Juin 2000.

- Le droit de la preuve est un Totem Moderne (Le
commerce électronique), par Cyrille Charbonneau et
Frédéric-Jérdme Pansier, Avril 2000.

- Hirst (M.): Computers and the English Law of Evidence,
Law, Computers & Artificial Intelligence, 1992.

- Bensoussan (A.) Contributions théoriques au droit
de la prevue dans le domaine informatique: Aspects
techniques et solutions juridiques, Gaz.Pal., 1991,2.

- The Legal and Market Aspects of Electronic Signatures
by the European Commission - DG Information, Society
final version.

http://ec.europa.eu/information_society/eeurope/ 2005/
all_about/security/electronic_sig report.pdf

- Commission welcomes new legal framework to
guarantee security of electronic signatures, Brussels, 30
November 1999.
http://ec.europa.eu/dg15en/media/sign/index.htm

- Digital Signature Guidelines Tutorial, American Bar
Association.
http://www.abanet.org/scitech/ec/isc/dsg-tutorial.html
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- Directive 2000/31/EC of the European Parliament and
of the Council of 8 June 2000 on certain legal aspects
of information society services, in particular electronic
commerce, in the Internal Market ("Directive on electronic
commerce").

-Model Law 56/80 on Electronic Signatures, adopted by the
United Nations Commission on International Trade Law.

- UNCITRAL Legislative Guide on Secured Transactions,
Supplement on security Rights in Intellectual Property,
United Nations Commission on International Trade Law.
Pre-release (15 July 2010).

- OECD Guidelines for Cryptography Policy, 27 March
1997.

- OECD Recommendation on Electronic Authentication,
and OECD Guidance for Electronic Authentication.

- Resolution on the communication from the Commission
to the Council, the European Parliament, the Economic
and Social Committee and the Committee of the
Regions on ensuring security and trust in electronic
telecommunication - towards a European framework
for digital signatures and encryption (COM(97)0503 C4-
0648/97).

- Commission recommendation 97/489/EC of 30 July
1997 concerning transactions by electronic payment
instruments and in particular the relationship between
issuer and holder.

- Commission Recommendation 87/598/EEC of 8
December 1987, concerning a European code of conduct
relating to electronic payments .

- Commission Decision of 28 July 2010 amending
Decision 2009/767/EC as regards the establishment,
maintenance and publication of trusted lists of
certification service providers supervised/accredited by
Member States.
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- Cryptographie et signature Electronique, Aspects
Juridiques; Alain Bensoussan, Yves le Roux, Hermes, 1999.

- How Encryption Works by Jeff Tyson published on.
http://computer.howstuffworks.com/encryption1.htm

- Digital Signatures and European Laws, by Mirella
Mazzeo, 26 Jan 2004.
http://www.symantec.com/connect/articles/digital-

signatures-and-european-laws

- Cryptography for Network and Information Security.
http://technet.microsoft.com/en-us/library/cc962027.
aspx

- Cryptography Policy, by Lance J. Hofjhan, Fam A. Ali,
Steven L. HeAle+, Am Huybredtts, September 1994.
http://www.cspri.seas.gwu.edu/Mazz.%20Papers/p109-
hoffman%20Crypto%20Policy%20CACM.pdf

- Data Encryption Standard (DES), Federal Information,
Processing Standards Publication 46-2, 1993 December
30.

Federal
197,

- Advanced Encryption Standard (AES),
Information, Processing Standards Publication
November 26, 2001.

- The National Strategy to Secure Cyberspace, the White
House Washington- February 2003.

- Privacy and Encryption controls: A Crypto Trilogy
(Bernstein, Junger & Karn), by Keith Aoki. This module
has been revised to reflect the state of affairs as of
August 24, 2000. The earlier 1999 version of this model
is superceded

-The Codebreakers: The Story of Secret Writing (1973; rev.
ed, 1996); by David Kahn
http://www.britannica.com/dday/article-7517

- Data Encryption for QUB Confidential Data, Security
Policy User Guidel, Queen's University, Belfast.23
February 2009.
http://www.qub.ac.uk/directorates/Information Services
StaffComputing/ITServices/FileStoresecuritypolicies/
word/Filetoupload,140675,en.doc

- Information Privacy in Cyberspace Transactions by Jerry
Kang, April 1998
http://www.ntia.doc.gov/ntiahome/privacy/files/

cprivacy.pdf

- Les enjeux de la cryptographie, Lionel Thoumyre,
November 1998.
http://www.juriscom.net//espace2/crypto2.htm
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- SEAL encryption algorithm.

http://www.cisco.com/en/US/docs/ios/12 3t/12 3t7/
feature/gquide/gt _se.html#wp1027129

- RC4 encryption algorithm.
http://www.codeproject.com/KB/recipes/rc4csharp.aspx

- The CSS Decryption Algorithm.
http://www.cs.cmu.edu/~dst/DeCSS/Gallery/plain-

english.html

- PHP - Simple Encryption and Decryption algorithm.
http://flax.ie/php-simple-encryption-and-decryption-
algorithm/

- CAS Central Authentication Service project.
http://www.jasig.org/cas
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- List of European Service Providers Issuing Qualified
Certificates.
http://eu.adr.eu/html/en/adr/electronic_signatures/

PDF1.pdf

- Global List of PCI DSS Validated Service Providers.
http://usa.visa.com/download/merchants/cisp-list-of-

pcidss-compliant-service-providers.pdf

- Qualified Security Assessor (QSA) companies.
https://www.pcisecuritystandards.org/approved
companies_providers/gsa_companies.php
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http://www.internet.gov.sa/learn-the-web-ar/quides-ar/
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- Guidelines on Firewalls and Firewall Policy.

http://csrc.nist.gov/publications/nistpubs/800-41-Rev1/
sp800-41-revi.pdf

- Payment Application Data Security Standard.

https://www.pcisecuritystandards.org/documents/pa-
dss_v2.pdf

- Methods, software programs, and systems for electronic
information security.

http://www.freepatentsonline.com/7395436.html

- Secured electronic mail system and method.
http://www.freepatentsonline.com/y2002/0007453.html

- Creating, verifying, managing, and using original digital
files.
http://www.freepatentsonline.com/y2002/0055942.html
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- DES-Data Encryption Standard.
http://www.itl.nist.gov/fipspubs/fip46-2.htm

DSPs-ISPs-List

dpidsy XLl bl byl Guaatl] sibogll 53S0 -
igageanll S sloglell

http://www.mcit.gov.sa/arabic/NationalCenter

QbLQgX' ‘Uga 9.9 gagJJSJ‘X‘ &.\.‘4.‘2." Sloas 93930 ~
http://www.tra.gov.ae/news100-A.php
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- http://searchmobilecomputing.bitpipe.com/data/olist?
iStart=1&t=itmgmt 10 50 20 28 2

- AES-Advanced Encryption Standard.
http://csrc.nist.gov/publications/fips/fips197/fips-197.

pdf

- RSA's security system.

http://ecommerce.hostip.info/pages/914/RSA-Data-
Security.html

- BLOWFISH encryption algorithm.
http://www.schneier.com/blowfish.html

- IDEA International Data Encryption Algorithm.
http://www.quadibloc.com/crypto/co040302.htm
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- Verisign company. - Protectyon, established in Haarlem (the Netherlands).

http://www.verisign.com/ As a team of web designers, software developers and
application engineers we have been fighting copyright
infringement since day one, which gave us the idea to
provide a new innovative service to fight online piracy.
http://www.protectyon.com/about.php
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1- Information Privacy in Cyberspace Transactions by Jerry Kang 1998: http://www.ntia.doc.gov/ntiahome/privacy/files/cprivacy.pdf
«Cyberspace transaction» means an interaction with an individual through cyberspace for the purposes of satisfying, accepting, or
completing an individual’s request, offer, lease, financing, rental, purchase, sale, or exchange of information, services, or goods. A
«cyberspace transaction» specifically includes the browsing of a World Wide Web page through the hypertext transfer protocol and its
subsequent extensions, regardless of whether any money is exchanged. A «cyberspace transaction» specifically excludes any portion of
an interaction that is a message from an individual to an individual in a noncommercial context, or to a publicly accessible forum.
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-How encryption works: http://computer.howstuffworks.com/encryptionl.htm

The Greek historian Plutarch wrote, for example, about Spartan generals who sent and received sensitive messages using a scytale, a
thin cylinder made out of wood. The general would wrap a piece of parchment around the scytale and write his message along its length.
When someone removed the paper from the cylinder, the writing appeared to be a jumble of nonsense. But if the other general receiving
the parchment had a scytale of similar size, he could wrap the paper around it and easily read the intended message.

=l 8

http://www.itl.nist.gov/fipspubs/fip46-2.htm DES-Data Encryption Standard pllss —

DES — Data Encryption Standard http://www.cypher.com.au/crypto_history.htm

In 1972 the US National Bureau of Standards began the search for an encryption algorithm that could be tested and certified. After
several false starts in 1974 IBM offered the US government an algorithm which was based on the early 1970’s LUFICER algorithm.
The offer was accepted and the algorithm was tested and ‘adjusted’ by the NSA and eventually released as a federal standard in 1976.

DES is a Symmetric block cypher based on a 64 bit block. The user feeds in a 64 block of plain text and is returned 64 bits of cyphertext.
The same algorithm and key are used for the encrypt and decrypt operations.

Since its release in 1976 the key has remained fixed at 56 bits (reduced from a 128 bit key as part of the NSA ‘adjustment’) although
it was possible to ‘build’ DES with a 128 bit key, exporting it from the US was banned. Recently however this key length restriction
was removed by the US Government.

http://csre.nist.gov/publications/fips/fips197/fips-197.pdf s &l 1igs 33 eIl AES-Advanced Encryption Standard sl —

AES - Advanced Encryption Standard, The Latest Encryption Algorithm http:/cyberstephanians.blogspot.com/2008/02/advanced-
encryption-standard-latest.html

Advanced Encryption Standard (AES) is the latest encryption standard used to protect confidential information like financial data for
government and commercial use. It is a stronger symmetric encryption algorithm that was approved by NIST (National Institute of
Standards and Technology) to replace the Data Encryption Standard (DES) and Triple DES encryption algorithm. DES is arguably
the most important and widely used cryptographic algorithm in the world. However, its usefulness is now quite limited after years
of advances in computational technology. A DES key can now be easily cracked after several hours of number crunching. By using
dedicated hardware, Electronic Frontier Foundation manages to break it in 22 hours (http://www.rsasecurity.com/rsalabs/des3/).

Advanced Encryption Standard (AES), also known as Rijndael, is a block cipher adopted as an encryption standard by the U.S.
government. It has been analyzed extensively and is now used worldwide, as was the case with its predecessor,[3] the Data Encryption
Standard (DES). AES was announced by National Institute of Standards and Technology (NIST) as U.S. FIPS PUB 197 (FIPS 197)
on November 26, 2001 after a 5-year standardization process (see Advanced Encryption Standard process for more details). It became
effective as a standard May 26, 2002. As of 2006, AES is one of the most popular algorithms used in symmetric key cryptography. It is
available by choice in many different encryption packages.

:JUis s AT Algorithms o buais , gl I LLaYL —

3-Way ¢ ABC + Akelarre * Anubis * ARIA * BaseKing ¢ BassOmatic * BATON ¢ BEAR and LION ¢ CAST-256 ¢ CIKS-1 -
CIPHERUNICORN-A « CIPHERUNICORN-E ¢ CLEFIA « CMEA ¢ Cobra * COCONUT98 ¢ Crab * Cryptomeria/C2 « CRYPTON -
CS-Cipher « DEAL « DES-X ¢ DFC ¢ E2 « FEAL « FEA-M « FROG ¢ G-DES « GOST ¢ Grand Cru « Hasty Pudding cipher * Hierocrypt
* ICE « IDEA NXT - Intel Cascade Cipher ° Iraqi * KASUMI * KeeLoq * KHAZAD < Khufu and Khafre « KN-Cipher « Ladder-DES
* Libelle « LOKI97 « LOKI89/91 * Lucifer » M6 » M8 » MacGuffin « Madryga * MAGENTA ¢« MARS ¢ Mercy * MESH » MISTY 1
* MMB « MULTI2 « MultiSwap ¢ New Data Seal * NewDES ¢ Nimbus * NOEKEON ¢« NUSH ¢ Q * RC6 « REDOC - Red Pike * S-1
* SAFER ¢ SAVILLE ¢ SC2000 « SHACAL « SHARK * SMS4 ¢ Spectr-H64 ¢ Square « SXAL/MBAL e Threefish ¢ Treyfer « UES
Xenon * xmx * XXTEA ¢ Zodiac.

5- The legal and market aspects of electronic signature, Study for the European Commission- DG Information Society http://ec.europa.
ew/information_society/eeurope/2005/all_about/security/electronic_sig_report.pdf
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7- See Authentication Protocols, available: http://www.comptechdoc.org/independent/networking/protocol/protauthen.html
An authentication protocol is a type of cryptographic protocol with the purpose of authenticating entities wishing to communicate
securely:

CHAP - Challenge Handshake Authentication Protocol is a three way handshake protocol which is considered more secure than PAP.
Authentication Protocol.

EAP - Extensible Authentication Protocol is used between a dial-in client and server to determine what authentication protocol will be
used.

PAP - Password Authentification Protocol is a two way handshake protocol designed for use with PPP. Authentication Protocol Password
Authentication Protocol is a plain text password used on older SLIP systems. It is not secure.

SPAP - Shiva PAP. Only NT RAS server supports this for clients dialing in.

DES - Data Encryption Standard for older clients and servers.

RADIUS - Remote Authentication Dial-In User Service used to authenticate users dialing in remotely to servers in a organization’s
network.

S/Key - A one time password system, secure against replays. RFC 2289. Authentication Protocol.

TACACS - Offers authentication, accounting, and authorization. Authentication Protocol.

MS-CHAP (MD#4) - Uses a Microsoft version of RSA message digest 4 challenge and reply protocol. It only works on Microsoft
systems and enables data encryption. Selecting this authentification method causes all data to be encrypted.

SKID - SKID2 and SKID3 are vulnerable to a man in the middle attack.

8- UNCITRAL Model Law on Electronic Signatures (2001), available: http://www.uncitral.org/pdf/english/texts/electcom/ml-elecsig-e.
pdf

- “Electronic signature” means data in electronic form in, affixed to or logically associated with, a data message, which may be used to
identify the signatory in relation to the data message and to indicate the signatory’s approval of the information contained in the data
message;

- A digital signature (not to be confused with a digital certificate) is an electronic signature that can be used to authenticate the identity
of the sender of a message or the signer of a document, and possibly to ensure that the original content of the message or document that
has been sent is unchanged. Digital signatures are easily transportable, cannot be imitated by someone else, and can be automatically
time-stamped. The ability to ensure that the original signed message arrived means that the sender cannot easily repudiate it later. A
digital signature can be used with any kind of message, whether it is encrypted or not, simply so that the receiver can be sure of the
sender’s identity and that the message arrived intact. A digital certificate contains the digital signature of the certificate-issuing authority

so that anyone can verify that the certificate is real. http://searchsecurity.techtarget.com/sDefinition/0.,,sid14_gci211953,00.html

- Methods, software programs, and systems for electronic information security http:/www.freepatentsonline.com/7395436.html
FIG. 3A shows a diagram of digital signature creation

9- European law (directive n.93/1999) provides three kinds of electronic signatures, each with different juridical value: 1- electronic
signature (also called a weak electronic signature or light electronic signature); 2- advanced electronic signature; 3- advanced electronic
signature which is based on a qualified certificate and which is created by a secure-signature-creation device (also called a secure digital
signature, strong digital signature, or qualified digital signature).
http://www.symantec.com/connect/articles/digital-signatures-and-european-laws

10- OECD Guidelines for Cryptography Policy:

«Cryptography» means the discipline which embodies principles, means, and methods for the transformation of data in order to
hide its information content, establish its authenticity, prevent its undetected modification, prevent its repudiation, and/or prevent its
unauthorized use.

«Encryption» means the transformation of data by the use of cryptography to produce unintelligible data (encrypted data) to ensure its
confidentiality. http://www.oecd.org/document/11/0,.3343.en_2649_34255 1814731 1 1 1 1,00.html
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- Methods, software programs, and systems for electronic information security: http://www.freepatentsonline.com/7395436.pdf

12- An encryption methodology in which the encryptor and decryptor use the same key, which must be kept secret. This methodology
is usually only used by a small group. www.tsl.state.tx.us/ld/pubs/compsecurity/glossary.html

A system of encryption where both the encoding and decoding keys are privately held by the sender and receiver.
www.utexas.edu/Ibj/21cp/ebt/glossary.htm

13- Digital Signature Guidelines Tutorial http://www.abanet.org/scitech/ec/isc/dsg-tutorial.html

Digital signatures are created and verified by cryptography, the branch of applied mathematics that concerns itself with transforming
messages into seemingly unintelligible forms and back again. Digital signatures use what is known as «public key cryptography,»
which employs an algorithm using two different but mathematically related «keys;» one for creating a digital signature or transforming
data into a seemingly unintelligible form, and another key for verifying a digital signature or returning the message to its original form.
Computer equipment and software utilizing two such keys are often collectively termed an «asymmetric cryptosystem.»

14- The European Commission welcomes new legal framework to guarantee security of electronic signatures, Brussels, 30 November
1999
http://europa.eu/rapid/pressReleasesAction.do?reference=1P/99/915&format=HTML &aged=1&language=EN&guil anguage=en

15- Public key cryptography is a widely adopted cryptographic system used to encrypt data. Unlike symmetric cryptography, which
utilizes a single key, this type of system is considered asymmetric because it relies on a pair of keys. Public key cryptography was
originally introduced in the 1970s by cryptographers Whitfield Diffie and Martin Hellman. Such cryptography systems are often
referred to as Diffie-Hellman encryption as a way of paying homage to the inventors.
http://www.wisegeek.com/what-is-public-key-cryptography.htm

16- Digital Signature Guidelines Tutorial http://www.abanet.org/scitech/ec/isc/dsg-tutorial.html

Verification of a digital signature is accomplished by computing a new hash result of the original message by means of the same hash
function used to create the digital signature. Then, using the public key and the new hash result, the verifier checks: (1) whether the
digital signature was created using the corresponding private key; and (2) whether the newly computed hash result matches the original
hash result which was transformed into the digital signature during the signing process. The verification software will confirm the
digital signature as «verified» if: (1) the signer’s private key was used to digitally sign the message, which is known to be the case if
the signer’s public key was used to verify the signature because the signer’s public key will verify only a digital signature created with
the signer’s private key; and (2) the message was unaltered, which is known to be the case if the hash result computed by the verifier
is identical to the hash result extracted from the digital signature during the verification process.

17- Entrust Securing Digital Identities & Information: http://www.entrust.com/digital-certificates.htm

Digital certificates are the evolving, current-day standard to help solve the growing concerns regarding secure online communication
and the protection of sensitive data. This is particularly the case with transactions where financial institutions and their clients similarly
contend that the leading impediment to online banking is security. Since traditional security measures like firewalls, anti-virus software,
and login/password user authentication are no longer sufficient to address the increasing number of sophisticated online attacks, digital
certificates were implemented as an alternative to basic authentication security practices

18- Entrust Securing Digital Identities & Information: http://www.entrust.com/certification-authority.htm

A certification authority is a trusted third party organization that issues digital certificates to requesting organizations after a process
of verifying (or certifying as the name implies) their credentialing information. As a part of this process, an issued digital certificate
contains some of that information for identification purposes: such as the certificate holder’s name, organization, address, etc. By
issuing the digital certificate, the certification authority attests to the organization’s identification contained therein, confirming that it
is a legitimate entity.
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19- Digital Signature Guidelines Tutorial http://www.abanet.org/scitech/ec/isc/dsg-tutorial.html

To sign a document or any other item of information, the signer first delimits precisely the borders of what is to be signed. Then a hash
function in the signer’s software computes a hash result unique (for all practical purposes) to the message. The signer’s software then
transforms the hash result into a digital signature using the signe’s private key. The resulting digital signature is thus unique to both the
message and the private key used to create it.

20- 97/489/EC: Commission Recommendation of 30 July 1997 concerning transactions by electronic payment instruments and in
particular the relationship between issuer and holder
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31997H0489:EN:HTML
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