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- Directive 2002/58/EC of the European Parliament and
of the Council of 12 July 2002 concerning the processing
of personal data and the protection of privacy in the
electronic communications sector (Directive on privacy
and electronic communications).

- Directive 2009/140/EC of the European Parliament
and of the Council of 25 November 2009 amending
Directives 2002/21/EC on a common regulatory
framework for electronic communications networks and
services, 2002/19/EC on access to, and interconnection
of, electronic communications networks and associated
facilities, and 2002/20/EC on the authorisation of
electronic communications networks and services.

- Directive 97/66/EC concerning the processing of
personal data and the protection of privacy in the
telecommunications sector, 15 December 1997.

- Directive 2000/31/EC of the European Parliament and
of the Council of 8 June 2000 on certain legal aspects
of information society services, in particular electronic
commerce, in the Internal Market ("Directive on electronic
commerce").

- DECLARATION on freedom of communication on the
Internet (Adopted by the Committee of Ministers on 28 May
2003 at the 840th meeting of the Ministers' Deputies).
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- Online Privacy: Using the Internet Safely Privacy
Rights Clearinghouse / UCAN. Posted July 1995. Revised
December 2010.
http://www.privacyrights.org/fs/fs18-cyb.htm

- Privacy and Telecommunications: Do We Have the
Safeguards? By Prashant lyengar and Elonnai Hickok in
Privacy — Nov 22, 2010.
http://www.cis-india.org/advocacy/igov/privacy-india/
privacy-telecommunications

- Protecting communications against forgery, by Daniel
J. Bernstein.

http://cryp.to/antiforgery/forgery-20080501.pdf

- Practical attacks against WEP and WPA, by Martin Beck,
Erik Tews, November 8, 2008.
http://dl.aircrack-ng.org/breakingwepandwpa.pdf

- Security of the WEP algorithm, by Nikita Borisov, lan
Goldberg, and David Wagner.
http://www.isaac.cs.berkeley.edu/isaac/wep-fag.html

- The Wireless Application Protocol (WAP), by Dave
Singel’eg, Bart Preneel, September 2003.

http://www.citeseerx.ist.psu.edu

- The Status of Voice over Internet Protocol (VOIP)
Worldwide, by the International Communication Union,
2006.

http://www.itu.int/osg/spu/ni/voice/papers/FoV-VolP-

Biggs-Draft.pdf

- Wiretapping and Electronic Eavesdropping, Olmstead
v. United States, Olmstead, Berger v. New York, Katz v.
United States.

http://law.jrank.org/pages/19166/Wiretapping-
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- Directive 2002/21/EC of the European Parliament and
of the Council of 7 March 2002 on a common regulatory
framework for electronic communications networks and
services (Framework Directive).

- Directive 2002/22/EC of the European Parliament and
of the Council of 7 March 2002 on universal service
and users' rights relating to electronic communications
networks and services.

- Directive 97/66/EC of the European Parliament and
of the Council of 15 December 1997 concerning the
processing of personal data and the protection of privacy
in the telecommunications sector.

- Directive 97/13/EC of the European Parliament and of
the Council of 10 April 1997 on a common framework for
general authorizations and individual licenses in the field
of telecommunications services.
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- Encryption over IP-proof.
http://www.frequentis.com/NR/rdonlyres/7A85EQ0DD-
518B-429C-9E18-BC6FC3D6758A/0/Frequentis Line
Encryption.pdf

Electronic-Eavesdropping.html

- Privacy: An Abbreviated Outline of Federal Statutes
Governing Wiretapping and Electronic Eavesdropping
by Gina Marie Stevens and Charles Doyle American Law
Division.

http://www.fas.org/sgp/crs/intel/98-327.pdf

- Report of the Director of the Administrative Office
of the United States Courts on Applications for Orders
Authorizing or Approving the Interception of Wire, Oral,
or Electronic Communications, 2009.

http://epic.org/privacy/wiretap/2005 wiretap_report.pdf

- Telecommunications  Security  Guidelines  for
Telecommunications Management Network, John
Kimmins, Charles Dinkel, and Dale Walters. U.S.

Department of Commerce.

http://csrc.nist.gov/publications/nistpubs/800-13/
sp800-13.pdf

- The Electronic Communications Privacy Act: Promoting
Security and Protecting Privacy, by Jim Dempsey ,
September 22, 2010.
http://www.cdt.org/testimony/electronic-communications-
privacy-act-promoting-security-and-protecting-privacy

-Testimony of Prof. Matt Blaze, House Committee on the
Judiciary, Subcommittee on the Constitution, Civil Rights,
and Civil Liberties, Hearing on ECPA Reform and the
Revolution in Location Based Technologies and Services,
June 24, 2010.

http://judiciary.house.gov hearings/pdf/Blaze100624.pdf

- "Lex Nokia” And Confidentiality In Electronic
Communications In Finland, Posted July 26, 2010 By Eija
Warma, of Castren & Snellman, Helsinki, Finland.
http://www.technologybar.org/2010/07/%E2%80%9Clex-
nokia%E2%80%9D-and-confidentiality-in-electronic-
communications-in-finland/
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- Optimizing Cost and Performance in Online Service
Provider Networks, by Zheng Zhang Purdue University,
Ming Zhang Microsoft Research, Albert Greenberg
Microsoft Research, Y. Charlie Hu Purdue University, Ratul
Mahajan Microsoft Research, Blaine Christian Microsoft
Corporation.
http://research.microsoft.com/en-us/um/people/ratul/
papers/nsdi2010-entact.pdf

- Data Encryption- Post note by UK Parliamentary Office
of Science and Technology, October 2006, available:
http://www.parliament.uk/documents/post/postpn270.
pdf

- IS Auditing Procedure: P9 Evaluation of Management
Controls Over Encryption Methodologies, by Information
Systems Audit and control Association,
http://www.isaca.org/Knowledge-Center/Standards/
Documents/P9EvalofMgmtControlsOverEncryptionMet
hodologie.pdf
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1- See ITU World Telecommunication/ICT Indicators database, available:
http://www.itu.int/ITU-D/ict/material/FactsFigures2010.pdf

- The number of Internet users has doubled between 2005 and 2010.

- In 2010, the number of Internet users will surpass the two billion mark, of which 1.2 billion will be in developing countries.

- A number of countries, including Estonia, Finland and Spain have declared access to the Internet as a legal right for citizens.

- With more than 420 million Internet users, China is the largest Internet market in the world.

- While 71% of the populations in developed countries are online, only 21% of the populations in developing countries are online.
By the end 0f 2010, Internet user penetration in Africa will reach 9.6%, far behind both the world average (30%) and the developing
country average (21%).

- By the end of 2010, there will be an estimated 5.3 billion million cellular subscriptions worldwide, including 940 million
subscriptions to 3G services.

- Access to mobile networks is now available to 90% of the world population and 80% of the population living in rural areas.

- See Key Global Telecom Indicators for the World Telecommunication Service Sector, by International Telecommunication Union

(2005-2010), available: http://www.itu.int/ITU-D/ict/statistics/at_glance/KeyTelecom.html
- See OECD Broadband statistics, June 2010, available: http://www.oecd.org/dataoecd/21/35/39574709.xls

2- See Testimony of Prof. Matt Blaze, House Committee on the Judiciary, Subcommittee on the Constitution, Civil Rights, and Civil
Liberties, Hearing on ECPA Reform and the Revolution in Location Based Technologies and Services, June 24, 2010, available: http://
judiciary.house.gov/hearings/pdf/Blaze100624.pdf

3- Server: A network device that provides service to the network users by managing shared resources. Note 1- The term is often used
in the context of a client-server architecture for a local area network (LAN). Note 2- Examples are a printer server and a file server.
Auvailable: http:/myrtle.forest.net/

Csroall paa il aae S5 Bdle il 5all (WEP & WPA wslas aladinls JUssYI it aal; —£
http://coeia.edu.sa/images/stories/PDFs/Encrypted_communication_using_criteria. WEp WPA.pdf
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http://en.wikipedia.org/wiki/Enigma_machine

6- See “Lex Nokia” And Confidentiality In Electronic Communications In Finland, July 26, 2010, available:
http://www.technologybar.org/2010/07/%E2%80%9Clex-nokia%E2%80%9D-and-confidentiality-in-electronic-communications-in-
finland/

In Finland, the Constitution guarantees everyone a basic right of privacy, and specifically states that “The secrecy of correspondence,
telephony and other confidential communication is inviolable”.

7- See Service Provider Designation of Agent to Receive Notification of Claims of Infringement, by United States Copyright Office,
available: http://www.copyright.gov/onlinesp/

A “service provider” is defined as a provider of online services or network access, or the operator of facilities therefore, including an
entity offering the transmission, routing, or providing of connections for digital online communications, between or among points
specified by a user, of material of the user’s choosing, without modification to the content of the material as sent or received.

8- See the Internet Traffic Report (11/01/2001), available: http://www.internettrafficreport.com/

The Internet Traffic Report monitors the flow of data around the world. It then displays a value between zero and 100. Higher values
indicate faster and more reliable connections.

9- See the Commonwealth Telecommunications (Interception and Access) Act 1979 (TIA Act) amended on 13 June 2006, is to protect
the privacy of individuals who use the Australian telecommunications system, available: http://www.efa.org.au/Issues/Privacy/tia.
html#storedcomms

Definition of Stored Communications
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The TIA Act states:
Stored communication means a communication that:

(a) is not passing over a telecommunications system; and

(b) is held on equipment that is operated by, and is in the possession of;, a carrier; and

(c) cannot be accessed on that equipment, by a person who is not a party to the communication, without the assistance of an
employee of the carrier.

10- See Data Encryption- Postnote by UK Parliamentary Office of Science and Technology, October 2006, available: http://www.
parliament.uk/documents/post/postpn270.pdf

Encryption is increasingly used to protect digital information, from personal details held on a computer to financial details transmitted
over the Internet. Encryption has many benefits but can also be used to conceal criminal activity. This POSTnote outlines encryption
techniques, their applications and their reliability. It also discusses controversial government proposals to give public authorities new
powers under the Regulation of Investigatory Powers Act, relating to the handling of encrypted data in criminal investigations.

Viaccess¢ Irdeto¢ Beta Crypt¢ Conax¢ Nagra Vis ¢« Trucrypt« Open VPN¢ GnuPG / Ls 5 « aiall Jilu g o 50S sue i__mJLc. aa g =V
...l PGP« OpenSSL

12- Pretty Good Privacy (PGP) is a popular program used to encrypt and decrypt e-mail over the Internet. It can also be used to send
an encrypted digital signature that lets the receiver verify the sender’s identity and know that the message was not changed en route.
Available both as freeware and in a low-cost commercial version, PGP is the most widely used privacy-ensuring program by individuals
and is also used by many corporations. Developed by Philip R. Zimmermann in 1991, PGP has become a de facto standard for e-mail
security. PGP can also be used to encrypt files being stored so that they are unreadable by other users or intruders. Available: http://
searchsecurity.techtarget.com/sDefinition/0,,sid14_gci214292.00.html

13- Communication Protocols:
- Voice over Internet Protocol (VoIP) is referred to as and broadly includes Voice over Broadband (VoB), Voice over Digital Subscriber
Line (DSL), Voice over Internet (Vol), Voice over Wireless Local Area Network and Internet telephony. http://www.itu.int/osg/spu/
ni/voice/papers/FoV-VoIP-Biggs-Draft.pdf

- WEP Wired Equivalent Privacy, a security protocol for wireless local area networks (WLANSs) defined in the 802.11b standard.
WEDP is designed to provide the same level of security as that of a wired LAN. LANs are inherently more secure than WLANs
because LANs are somewhat protected by the physicalities of their structure, having some or all part of the network inside a
building that can be protected from unauthorized access. WLANs, which are over radio waves, do not have the same physical
structure and therefore are more vulnerable to tampering. WEP aims to provide security by encrypting data over radio waves so
that it is protected as it is transmitted from one end point to another. However, it has been found that WEP is not as secure as once
believed. WEP is used at the two lowest layers of the OSI model - the data link and physical layers; it therefore does not offer end-

to-end security. http:// www.webopedia.com/TERM/W/WEP.html

- WAP Wireless Application Protocol, a secure specification that allows users to access information instantly via sand the low-
bandwidth constraints of a wireless-handheld network. Although WAP supports HTML and XML, the WML language (an XML
application) is specifically devised for small screens and one-hand navigation without a keyboard. WML is scalable from two-line
text displays up through graphic screens found on items such as smart phones and communicators. WAP also supports WMLScript.
It is similar to JavaScript, but makes minimal demands on memory and CPU power because it does not contain many of the
unnecessary functions found in other scripting languages. Because WAP is fairly new, it is not a formal standard yet. It is still an
initiative that was started by Unwired Planet, Motorola, Nokia, and Ericsson. http:/www.webopedia.com/TERM/W/WAP.html

14- See Common Charter of Telecom Services, by Association of Unified Telecom Service Providers of India (AUSPI) 2005, available:
http://www.auspi.in/pdf/Common-Charter-of-Telecom-Services-2005.pdf

15- See Data protection in the electronic communications sector, available: http:/europa.cu/legislation _summaries/information

society/124120_en.htm
The provider of an electronic communications service must protect the security of its services by:

- ensuring personal data is accessed by authorized persons only;
- protecting personal data from being destroyed, lost or accidentally altered;
- ensuring the implementation of a security policy on the processing of personal data.

In the case of an infringement of personal data, the service provider must inform the person concerned, as well as the National
Regulatory Authority (NRA).
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16- See US Code § 2258A. Reporting requirements of electronic communication service providers and remote computing service
providers, available: http://www.law.cornell.edu/uscode/html/uscodel8/usc_sec_18 00002258---A000-.html

17- See US Code 18 U.S.C. § 2511 (2)(A)(i) “It shall not be unlawful under this chapter for an operator of a switchboard, or an officer,
employee, or agent of a provider of wire or electronic communication service, whose facilities are used in the transmission of a wire or
electronic communication, to intercept, disclose, or use that communication in the normal course of his employment while engaged in
any activity which is a necessary incident to the rendition of his service or to the protection of the rights or property of the provider of
that service, except that a provider of wire communication service to the public shall not utilize service observing or random monitoring
except for mechanical or service quality control checks.” Available: http://www.cybertelecom.org/security/ecpaisp.htm

18- See Telecommunication Act of Australia 1997, available: http://www.acma.gov.au/WEB/STANDARD/pc=PC 100073

Section 324 of the Act requires an ISP to be able to intercept a communication passing over the ISP’s network or facility in accordance
with an interception warrant under the Telecommunications (Interception) Act 1979. In practice, when served with an interception
warrant, the ISP will be required to intercept all traffic transmitted, or caused to be transmitted, to and from the identifier of the target
service (for example, an electronic mail address) used by the interception subject and described on the face of the warrant. The ISP
will need to deliver the intercepted communications to an agreed delivery point from which the intercepting agency may access those
communications.

The ISP must also provide access to the traffic-related data generated to process the traffic. For interception of Internet traffic, traffic-
related data will be the signaling information contained within the IP datagrams and, where applicable, the calling line identifier of the
telephone service used by the interception subject to connect to the ISP.

19- See US Code 18 § 2258B. Limited liability for electronic communication service providers, remote computing service providers,
or domain name registrar, available: http://www.law.cornell.edu/uscode/18/usc_sec 18 00002258---B000-.html

20- See Declaration on freedom of communication on the Internet, (Adopted by the Council of Europe Committee of Ministers on 28
May 2003 at the 840th meeting of the Ministers’ Deputies), available: https://wcd.coe.int/wed/ViewDoc.jsp?id=37031

Principle 6: Limited liability of service providers for Internet content

Member states should not impose on service providers a general obligation to monitor content on the Internet to which they give
access, that they transmit or store, nor that of actively seeking facts or circumstances indicating illegal activity. Member states should
ensure that service providers are not held liable for content on the Internet when their function is limited, as defined by national law, to
transmitting information or providing access to the Internet. In cases where the functions of service providers are wider and they store
content emanating from other parties, member states may hold them co-responsible if they do not act expeditiously to remove or disable
access to information or services as soon as they become aware, as defined by national law, of their illegal nature or, in the event of a
claim for damages, of facts or circumstances revealing the illegality of the activity or information.

When defining under national law the obligations of service providers as set out in the previous paragraph, due care must be taken to
respect the freedom of expression of those who made the information available in the first place, as well as the corresponding right of
users to the information. In all cases, the above-mentioned limitations of liability should not affect the possibility of issuing injunctions
where service providers are required to terminate or prevent, to the extent possible, an infringement of the law.

21- See US Code 18 § 2258A. Reporting requirements of electronic communication service providers and remote computing service
providers, available: http://www.law.cornell.edu/uscode/html/uscodel8/usc_sec 18 00002258---A000-.html

22- See Declaration on freedom of communication on the Internet, (Adopted by the Council of Europe Committee of Ministers on 28
May 2003 at the 840th meeting of the Ministers’ Deputies), available: https:/wcd.coe.int/wed/ViewDoc.jsp?id=37031

Principle 7: Anonymity

In order to ensure protection against online surveillance and to enhance the free expression of information and ideas, member states
should respect the will of users of the Internet not to disclose their identity. This does not prevent member states from taking measures
and co-operating in order to trace those responsible for criminal acts, in accordance with national law, the Convention for the Protection
of Human Rights and Fundamental Freedoms and other international agreements in the fields of justice and the police.

23- See Protecting communications against forgery, by Daniel J. Bernstein, available: http:/cr.yp.to/antiforgery/forgery-20080501.pdf

24- See IS Auditing Procedure Evaluation of Management Controls over encryption methodologies, available: http://www.isaca.org/
Knowledge-Center/Standards/Documents/P9EvalofMgmtControlsOverEncryptionMethodologie.pdf

Risk Assessment in use of Encryption - The most critical aspect of encryption is the determination of what data should be encrypted
and where and when it should be encrypted.
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25- In a New York Times article by Charlie Savage (September 27, 2010) news that the Obama administration is proposing new
legislation that would provide the U.S. Government with direct access to all forms of digital communication, «including encrypted
e-mail transmitters like BlackBerry, social networking Web sites like Facebook and software that allows direct “peer to peer’ messaging
like Skype to be technically capable of complying if served with a wiretap order. The mandate would include being able to intercept and
unscramble encrypted messages.» In other words, the U.S. Government is taking exactly the position of the UAE and the Saudis: no
communications are permitted to be beyond the surveillance reach of U.S. authorities. The new law would not expand the Government’s
legal authority to eavesdrop -- that’s unnecessary, since post-9/11 legislation has dramatically expanded those authorities -- but would
require all communications, including ones over the Internet, to be built so as to enable the U.S. Government to intercept and monitor
them at any time when the law permits. In other words, Internet services could legally exist only insofar as there would be no such thing
as truly private communications; all must contain a «back door» to enable government officials to eavesdrop.

Available: http://boingboing.net/2010/09/27/obama-administration.html

- The FRA law (FRA-lagen in Swedish) is a Swedish legislative package that authorizes the state to warrantlessly wiretap all telephone
and Internet traffic that crosses Sweden's borders. It was passed by the Parliament of Sweden on June 18, 2008, by a vote of 143 to
138 (with one delegate abstaining and 67 delegates not present) and took effect on January 1, 2009. In more detail, «kFRA-law» is the
common name for a new law as well as several modifications to existing laws, formally called Government proposal 2006/07:63 —
Changes to defence intelligence activities (Swedish proposition 2006/07:63 — En anpassad forsvarsunderrdttelseverksamhet). 1t was
introduced as anti-terrorism legislation, and gives the government agency Swedish National Defence Radio Establishment (FRA,
Swedish Forsvarets radioanstalt) the right to conduct signals intelligence on - to intercept - all internet exchange points that exchange
traffic that crosses Swedish borders, though experts argue that it is impossible to differentiate between international traffic and traffic
between Swedes. Available: http://en.wikipedia.org/wiki/FRA law

See Figure of Signals Intelligence according to the «FRA-law».

26- See:
- US Code Chapter 119 § 2511. Interception and disclosure of wire, oral, or electronic communications prohibited, available:
http://www.law.cornell.edu/uscode/uscode18/usc_sec 18 00002511----000-.html

- US Patriot Act 2001, available: http://epic.org/privacy/terrorism/hr3162.html

27- See The Finnish Electronic Communications Privacy Act (516/2004), available: http://www.technologybar.org/2010/07/%E2
%80%9Clex-nokia%E2%80%9D-and-confidentiality-in-electronic-communications-in-finland

The 2002 directive was enacted in Finland in 2004 by the Act. The purpose of the Act is to guarantee confidentiality in electronic
communications and define specific circumstances when confidentiality is allowed to be breached. According to the Act, a breach is
permissible in the following situations: 1) by consent of a sender or recipient, 2) to facilitate handling of providing and using services, 3)
to allow handling for billing purposes, 4) to allow handling for marketing purposes by the service provider, 5) handling for the purposes
of technical development, 6) handling for the purpose of detecting a technical fault or error; and 7) handling in cases of misuse.

28- See Wiretap report 2009 - US courts - Table 4 Summary of Interceptions of Wire, Oral, or Electronic communications, January 1
through December 31, 2009, available: http://www.uscourts.gov/uscourts/Statistics/WiretapReports/2009/Table4.pdf

A total of 2,376 intercepts authorized by Federal and state courts were completed in 2009. The number of applications for orders by
federal authorities was 663. The number of applications reported by state prosecuting officials was 1,713, with 24 states providing
reports, two more than in 2008. Installed wiretaps were in operation an average of 42 days per wiretap in 2009, compared to 41 days
in 2008. The average number of persons whose communications were intercepted rose from 92 per wiretap order in 2008 to 113 per
wiretap order in 2009. The average percentage of intercepted communications that were incriminating remained unchanged at 19
percent in 2009.

Public law 106-197 amended 18 U.S.C § 2519 (2) (b) to required that reporting should reflect the number of wiretap applications
granted for which encryption was encountered and whether such encryption prevented law enforcement officials from obtaining the
plain text of communications intercepted pursuant to the court orders. In 2009, one instance was reported of encryption encountered
during a state wiretap; however, this did not prevent the officials from obtaining the plain text of the communications.

29- See Comprehensive Counter-Terrorism Act of 1991 (Introduced in Senate - IS) Subtitle B--Electronic Communications SEC. 2201.
Cooperation of Telecommunications Providers with Law Enforcement, available: http://thomas.loc.gov/cgi-bin/query/F?¢102:1:./
temp/~c102zN0OWau:e30557

It is the sense of Congress that providers of electronic communications services and manufacturers of electronic communications
service equipment shall ensure that communications systems permit the government to obtain the plain text contents of voice, data, and
other communications when appropriately authorized by law.
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30- See Electronic communication Flow Chart, available: http:/www.plymouth.gov.uk/eleccomm3.pdf

31- See:
- US Code Chapter 119 § 2511. Interception and disclosure of wire, oral, or electronic communications prohibited, available:
http://www.law.cornell.edu/uscode/uscode18/usc_sec 18 00002511----000-.html

- US Patriot Act, 20001 available: http://epic.org/privacy/terrorism/hr3162.html

32- See Telecommunications (Interception and Access) Act 1979 (C'th), available: http://www.efa.org.au/Issues/Privacy/tia.html#scw
Prohibition on Access to Stored Communications. Section 108 states:
(1) A person commits an offence if:

(a) the person:
(1) accesses a stored communication; or
(i1) authorizes, suffers or permits another person to access a stored communication; or
(ii1) does any act or thing that will enable the person or another person to access a stored communication; and

(b) the person does so with the knowledge of neither of the following:
(1) the intended recipient of the stored communication;
(ii) the person who sent the stored communication.

Penalty: Imprisonment for 2 years or 120 penalty units, or both.

Note: This section does not prohibit accessing of communications that are no longer passing over a telecommunications system, from
the intended recipient or from a telecommunications device in the possession of the intended recipient.

(1A) Without limiting paragraph (1)(b), a person is taken for the purposes of that paragraph to have knowledge of an act referred to in
paragraph (1)(a) if written notice of an intention to do the act is given to the person.

33- See Electronic Communications Privacy Act (ECPA) enacted by the US Congress in 1986, available: http://www.fas.org/sgp/crs/
intel/98-327.pdf

Title III/ECPA bars the use of any mechanism (device), tape recorder included, to intentionally capture the spoken word or any
communication being transmitted electronically (intercept wire, oral, or electronic communications) without the consent of one of the
participants or a court order, 18 U.S.C. 2511(1)(a),(b). This applies to all telephone conversations whether a cell telephone is involved
or not. It likewise applies to all face to face conversations unless they occur in a public place or under other circumstances where the
speakers should reasonably have expected that their conversation would be overheard.
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