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The International TIR Data Bank (ITDB)
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 Mandate from the ToR of the TIR Executive Board (TIRExB)

» Approved and excluded transport operators (Annex 9, Part 2, para. 4 and 5)
» Approved Customs sealing and stamps devices

» Approved Customs offices for accomplishing TIR operations (Article 45)

» A new module in preparation for managing the Certificates of Approval

e A few figures
» 1,000+ web application users (since 2018)
» 32,000+ authorized TIR Carnet holders
» 250+ stamps and seals records
» 4,000+ customs offices
» 138,000+ web service calls (in 2019)


Presenter
Presentation Notes
The International TIR Data Bank (or ITDB) has been implemented by the TIR secretariat on the request of the TIR Executive Board in the years 2000 and a new version was entirely revamped as a web application and a web service and eployed out in 2017.
It is a Customs to Customs system which objectives are aligned with the digitalization of the TIR Convention as it already provides today a digital way to handle several important operations of the TIR Convention:
It is the master reference system for all authorized TIR Carnet holders and it is used by customs officer at borders to check whether a transporter is currently authorized to use the TIR system or not (this feature is which is also available as a web service)
In ITDB, customs officers will also find information about stamps and sealing devices used by other customs authorities to verify their validity
Also, a new module is about to be launched which will feature all customs offices that can accomplish TIR operations
Finally, a last module is in the design phase to be able to manage the certificate of approvals which are required for vehicles and containers to perform TIR operations

ITDB is used on a daily basis by a majority of the operational contracting parties of the TIR Convention
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Presentation Notes
Customs officers use ITDB in close collaboration with the national associations of transporters. 
When a new TIR Carnet holder whishes to be authorized, it is strongly advised to perfom the approval process in ITDB between the national association and the customs authorities
For new TIR transports, the TIR Carnet holder buys a TIR carnet from its national association and presents the truck to the Customs office of departure. There, the customs officer can check on ITDB if the TIR Carnet holder is authorized to use the TIR system (meaning if it has not been withdrawn or excluded in some countries that could be part of the itinerary). If the national customs systems are connected with the web service of ITDB, this check is performed automatically
At borders along the itinerary, customs officers on the countries en route can perform similar checks either manually from the web site or automatically using the web service
If a fraud, smuggling activty or any other serious offense as mentioned in Article 38 is uncovered, customs officers can use the ITDB to exercise their right to exclude temporary or permanently the TIR Carnet holder from their country


:TIR The eTIR procedure
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* Implemented by means of electronic exchange of
data, providing the functional equivalent to the TIR
Carnet

* There is no eTIR carnet, only exchange of eTIR
messages between information systems and

e eGuarantees will be used to cover TIR transports
using the eTIR procedure

 Governed by the eTIR specifications
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Presentation Notes
The eTIR procedure is defined in Article 1 and in Annex 11 of the TIR Convention with the new amendments that will come into force by the end of May 2021. It is important to understand that it is based on an exchange of electronic messages between information systems at given moments, triggered by specific events. It is therefore vital to understand that there is no « eTIR carnet » as such, just the notion of eGuarantees, issued by the international organization, to cover TIR transports using the TIR procedure.
The exchange of information through eTIR messages is detailed in the eTIR specifications which are composed in four parts: an introduction, the concepts, the functional and technical aspects.
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Presentation Notes
This diagram presents the various actors that intervene in the eTIR procedure. It is divided in four quadrants: on the left side the private sector and on the right side the public sector. On the upper row the national level and on the bottom row the international level. In the upper left corner we find the TIR Canet holder and its national association. In the upper right corner the customs authorities of the contracting parties to the TIR convention. In the lower left corner the international orgnization authorized by the AC.2 to operate the TIR system (currently the IRU). In the lower right corner the Economic Commission for Europe with its two information systems: the eTIR international system which is the central piece of data exchange of the eTIR procedure and the International TIR Data Bank which is the master reference database for the authorized TIR Carnet holders, stamps and seals used by the customs authorities and the list of customs offices approved to perform TIR operations.
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Presentation Notes
This is the comprehensive list of eTIR messages described in detail in the eTIR specifications. There are two sets of messages: the external ones starting with the letter ‘E’ that are exchanged between entities of the private and the public sector. On the right side, we have the Internal messages, starting with the letter ‘I’ that are solely exchanged between actors of the Public sector. Customs authorities exchange information with the eTIR international system which stores all messages received in a central database and this information can be queried by the authoritized actors.
Messages come by pair: a request and a response. If a request is wrongly formatted, the response message has the necessary mechanism to send back information about the errors found.
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Presentation Notes
Now you can see the same architecture of the eTIR procedure but this time with all messages exchanged. We have also highlighted in black the messages that are exchanged between customs authorities and other actors like the holder and the eTIR international system


eTIR use cases
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Standard use cases

Guarantee issuance

Submission of advance TIR data
Acceptance of the declaration
Start a TIR operation

Terminate a TIR operation
Discharge a TIR operation
Query the guarantee

Checks/validations in ITDB

Special use cases

Guarantee cancellation

Cancel advance data

Acceptance of the amendments to the declaration
Amending the declaration data

Refusal to start a TIR operation
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Presentation Notes
There are two sets of use cases (or scenarios) that have been identified and modeled in the eTIR specifications. All these use cases make use of one or more message pairs as described in the next slides. The standard use cases are the ones expected to be perfomed for all TIR transports. Special use cases represent cases that can happen in the context of the TIR Convention and have therefore their equivalent in the eTIR procedure.
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Presentation Notes
After a guarantee has been issued to a holder, the guarantee chain registers the guarantee message in the eTIR international system by sending the E1 message. The eTIR international system acknowledges receipt with the E2 message.



eTIR messages

2. Submission of advance TIR
data

Advance TIR data

E10

|euonen

jeuoijeutaluj

11


Presenter
Presentation Notes
The holder transmits advance TIR data to the customs authorities of the country of departure by means of the E9 message. Customs authorities acknowledges receipt with the E10 message. 
Alternatively, the holder can make use of 3rd party solution approved by the customs administration of the country of departure, sent the E9 message via the eTIR international system or via a declaration mechanism provided by the Customs authorities of his/her country of residence (if available). 
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Presentation Notes
Upon acceptance of the declaration (in the basis of the advance TIR data and the controls performed), customs authorities of the country of departure start by accepting the guarantee by means of the I1 message. The eTIR international system acknowledges receipt with the I2 message. 
As a second step, they record the declaration data in the eTIR international system by means of the I7 message. Once the eTIR international system will have notified all countries along the itinerary by means of the I15 message (each country responding by means of the I16 message, which includes a national reference for the transport), it will respond to the customs authorities of the country of departure with the I8 message, which will include all national references of countries along the itinerary).
The guarantee chain is also notified of the acceptance of the declaration by means of the E7 message and will acknowledge receipt with message E8.
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Presentation Notes
Upon satisfactory controls (documentary or physical), customs authorities start the TIR operation and send an I9 message to the eTIR international system. The eTIR international system acknowledges receipt with the I10 message. In the country of departure and whenever sealing devices are changed, the I9 message contains information on the seals.
The guarantee chain is notified of the start of the TIR operation by means of the E7 message and will acknowledge receipt with message E8.


eTIR messages
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Presentation Notes
Upon satisfactory controls (documentary or physical), customs authorities terminate the TIR operation and send an I11 message to the eTIR international system. . The eTIR international system acknowledges receipt with the I12 message. 
The guarantee chain is notified of the start of the TIR operation by means of the E7 message and will acknowledge receipt with message E8.


eTIR messages

6. Discharge a TIR operation
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Presentation Notes
Upon satisfactory discharge of the TIR operation, customs authorities send an I13 message to the eTIR international system. . The eTIR international system acknowledges receipt with the I14 message. 
The guarantee chain is notified of the start of the TIR operation by means of the E7 message and will acknowledge receipt with message E8.
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Presentation Notes
At any time, customs authorities and the guarantee chain can query the eTIR international system to obtain information about guarantees they are involved in or that they have issued.
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Presentation Notes
The eTIR international system queries the ITDB to obtain the latest data related to TIR Carnet Holder and customs offices approved for eTIR.


:TIR eTIR messages

@UNECE ¢ § __§ ___§ B B __§ _§J By 3 3§ 3 B8 N

Guarantee cancellation

P
Q)
ot
o
S
Q
National
Association | Eiiii e i A
international —
Cancel guarantee - =)
3
Q
ot
oo S
=|TDB ¥

Guarantee Chain

18


Presenter
Presentation Notes
If a guarantee, which has been issued to a holder and registered in the eTIR international system, is canceled the guarantee chain cancels the guarantee in the eTIR international system by sending the E3 message. The eTIR international system acknowledges receipt with the E4 message. If the TIR transport has started the effective cancellation of the guarantee will only take place at the termination of the TIR operation currently taking place.



:TIR eTIR messages
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Presentation Notes
In case of an error or a logistic change, the holder can cancel the advance TIR data or the advance amendment data by sending an E13 message to the customs authorities of the country of departure The customs authorities acknowledges receipt with the E14 message. 
Alternatively, the holder can make use of 3rd party solution approved by the customs administration of the country of departure, sent the E13 message via the eTIR international system or via a declaration mechanism provided by the Customs authorities of his/her country of residence (if available). 




:TIR eTIR messages

@UNECE ¢ § __§ ___§ B B __§ _§J By 3 3§ 3 B8 N

Request changes to the

declaration data
(e.g. change of itinerary,
additional loading, ..)

P

4 =

S

Advance amendment data o

National

Association | e i v——- ===

r international s

> .l system =

1

s

)

ot

T_,.., o

=ITDB ¥

Guarantee Chain

20


Presenter
Presentation Notes
The holder can request amendment to the declaration data to the customs authorities by means of the E11 message. Customs authorities acknowledge receipt with the E12 message. 
Alternatively, the holder can make use of 3rd party solution approved by the customs administration, sent the E11 message via the eTIR international system or via a declaration mechanism provided by the Customs authorities of his/her country of residence (if available). 
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Presentation Notes
Upon acceptance of the revised declaration (in the basis of the advance amendment data and the controls performed), customs authorities of the country of departure record the amended declaration data in the eTIR international system by means of the I7 message. Once the eTIR international system will have notified all countries along the itinerary by means of the I15 message (each country responding by means of the I16 message, which includes a national reference for the transport), it will respond to the customs authorities of the country of departure with the I8 message, which will include all national references of countries along the itinerary).
The guarantee chain is also notified of the acceptance of the declaration by means of the E7 message and will acknowledge receipt with message E8.
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Presentation Notes
In case a TIR transport has to be terminated because a country refuses to start a TIR operation, customs authorities of the country refusing to start the TIR operation send to the eTIR international system an I17 message. The eTIR international system will acknowledge receipt by mean of the I18 message.
The guarantee chain is also notified of the refusal to start by means of the E7 message and will acknowledge receipt with message E8.
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Presentation Notes
One of the exigencies in terms of information security in the eTIR procedure is to ensure the confidentiality and the non-repudiation of the data transmitted. « Non-repudiation » refers to a situation where an actor of the eTIR procedure cannot successfully dispute its authorship or the validity of the eTIR message sent. It ensures that an eTIR message received is attributed to a specific actor and it is implemented thanks to the use of “digital signatures” (using X.509 certificates). 
This diagram presents the usual case of an actor (for instance here the national customs systems of a contracting party) sending a request to another actor (here the eTIR international system) which processes this request and sends back a response which is then processed by the sender of the request. 

In the first step, the national customs systems prepares a request message (1). Then it signs the message with it unique private key (2). Then, the message and its digital signature are encrypted using the TLS protocol and sent over the Internet to the eTIR international system which decrypts the message and verifies the digital signature (3) thanks to the public key of the national customs systems. The eTIR international system will then process (4) the request and prepares a response which is signed with its unique private key (5), encrypted using the TLS protocol and sent over the Internet to the national customs systems. Finally, the national customs systems will decrypt the message, verify the digital signature (6) thanks to the public key of the eTIR international system and process the reponse (7).
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TIR Progress status
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 The eTIR specifications

e Version 4.3 should be completed and approved in 2021 by the ,
WP.30/GE.1 and the AC.2 R

eTIR web services
5 i
Introduction document

e The eTIR international system

e To be completed in March 2021 based on the current version of the
the eTIR specifications

e To be finalized when the eTIR specifications v4.3 are approved

e The technical documentation (14 guides)

 Needed for the interconnection projects
e To be completed in March 2021
* To be finalized when the eTIR specifications v4.3 are approved
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Presentation Notes
The eTIR specifications define all functional and technical aspects of the eTIR procedure. Version 4.3 of these specifications are being finalized and will be presented to the sessions of the WP.30/GE.1 group of experts during its sessions of 2021 for final validation and approval by the relevant bodies.
The eTIR international system is to be completed by March 2021 as per the current state of the version 4.3 of the eTIR specifications and will continue to be updated with the latest approved amendments decided by the WP.30/GE.1.
The TIR secreteriat is also prepare technical guides which will form the foundation of the eTIR technical specifications and these documents are scheduled to be completed by March 2021 and as for the eTIR international system, they will be regularly updated to follow the latest approved amendments decided by the WP.30/GE.1. All these guides can be downloaded from the eTIR documentation portal which you will find the link as a QR code on the last slide.


TIR Interconnection projects - Launch
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 On 7 April 2020, ECE invited the contracting parties to connect to eTIR
e 15 countries expressed their interest so far:

Armenia Israel Qatar

Azerbaijan Lebanon Republic of Moldova
Georgia Montenegro Tunisia

India Morocco Turkey

Iran (Islamic Republic of)  Pakistan Ukraine

e ECE and the European Commission (27 countries) are working on a
Proof of Concept for interconnectioning NCTS with the eTIR
international system
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After the adoption of Annex 11 of the TIR Convention during the February session of the AC.2, the Executive Secretary of ECE invited all the contracting parties of the TIR Convention to start interconnecting their national customs systems with the eTIR international system. 
So far fifteen countries expressed their interest, either by asking for more information or in starting their own interconnection project.
Also, a proof of concept has been started in June this year with the European Commission to study the interconnection between the eTIR international system and the New Computerized Transit System (NCTS). Since June, a thorough analysis have been performed at the Process and Data model levels and a report will be presented to the member States of the European Union early next year.
All these countries combined represent two thirds of the operational contracting parties to the TIR Convention which is very promising for an early adoption of the eTIR procedure.



Interconnection projects - Guidelines
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UNITED NATIONS ECONOMIC COMMISSION FOR EUROPE

Project guidelines for customs to

connectto the eTIR international system | 3> E|| suidelines on the steps to follow in the
context of the Interconnection projects

» Available on the eTIR documentation portal:
https://wiki.unece.org/display/ED/
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All the information that we are presenting on Interconnection Projects are extracted from our Project Guidelines document which is available from our eTIR documentation portal

https://wiki.unece.org/display/ED/

:TIR Interconnection projects - Teams
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Presenter
Presentation Notes
For each interconnection project, we propose to have three teams collaborating together to achieve the objectives of the project.
On the side of the Customs Authorities on the left of this diagram, we propose the « Director » role wo is accountable for realizing the benefits of the project; the Project Manager role who has the authority to manage the project on a daily basis under specific tolerances agreed with the Director. Then we have what we call the Project team where we propose to have the role of a Technical Lead who oversees the technical aspects of the project and architects the design of the new version of the national customs ystems. The Software Developer role actually implements this new version and the Subject Matter Expert who perfectly knows the TIR convention, its concepts and processes, as well as the current state of the national customs systems, their processes and data model.
In the middle you have the TIR secretariat of the ECE where we have Kostas as the TIR Secretary, my colleague André Sceia who is our ECE Focal Point and I am coordinating the efforts of the ECE IT Team. 
Finally, our partners from the IRU provide additional support and assistance thanks to their vast experience in working with Customs Authorities as they have interconnected information systems like TIR-EPD and Real Time Safe-TIR with many of them.


TIR Interconnection projects
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e Stages of the Interconnection projects:

Project Initiation . Implementation Conformance Project Closure
Design stage
stage stage Tests stage stage

e |Interconnection projects have started with 5 countries:
e Azerbaijan: Implementation stage
e Georgia: Implementation stage
 Iran (Islamic Republic of): Project initiation stage
e Tunisia: Design stage
e Turkey: Implementation stage

e Three more contracting parties will start soon:

* Morrocco
e Republic of Moldova
e Pakistan
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Presentation Notes
During the Project Initiation stage, teams from ECE, Customs Authorities of the interested contracting party and the IRU agree on the project plan and the communication management aspects.
In the Design stage, the Customs Authorities study the eTIR specifications and identify the gaps between their national custioms systems and the eTIR international system on processes and data models levels, propose options to solve these gaps and also define the changes to be applied to the national customs systems on additional levels (database, user interface, standard operating procedures). 
During the Implementation stage, Customs Authorities will implement the changes previously designed on their national customs systems to adapt it to the eTIR procedure.
In the Conformance Tests stage, both the Customs Authorities and the TIR secretariat will validate together the new version of the national customs systems against a comprehensive set of conformance tests.
Once the validation has been performed, the new version can be moved into Production, customs officers are trained on this new version and final activities will happen during the Project Closure stage to properly close the project.
During all these stages, the TIR secretariat stands ready to answer any question the customs authorities may have.
We have five countries that have started these interconnection projects and you can see in which stages they are as of today.
We also expect the following three more countries to start interconnection projectsearly next year.



Thank you!

More information on eTIR here:

TIR Secretariat
Contact: etir@un.org

UNECE
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