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Summary

The Arab Regional Dialogue and Experts Meeting on Internet Governance and Cybersecurity Nexus -
Promoting Trust in Cyberspace was held at the UN-House in Beirut, from 4 to 6 December 2018, and was
organized by ESCWA in partnership with the League of Arab States. The meeting aimed at addressing
the theme of cybersecurity and trust in line with Internet governance priority areas for the Arab region, as
stipulated in the Second Arab Roadmap for Internet Governance.

The meeting was attended by around 47 experts, 23 per cent of them women, and participants were from
various stakeholders - governments, business Sector, civil society organizations, technical community,
academia, and international and regional organizations. The participants from the region included
representatives from 14 Arab countries, namely Algeria, Egypt, Iraq, Jordan, Kuwait, Lebanon, Morocco,
Oman, Palestine, Sudan, Syria, Tunisia, United Arab Emirates, and Yemen.

The main outcomes of the meeting included the preparation of a set of key recommendations related to the
theme of cybersecurity and trust in line with Internet governance priority areas for the Arab region and
advancing the thematic preparations for the fifth Arab IGF as well as exploring the opportunities of
partnerships for strengthening collaboration on the Arab IGF process.
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Introduction

L. The Arab Regional Dialogue and Experts Meeting on Internet Governance and Cybersecurity Nexus -
Promoting Trust in Cyberspace was held at the UN-House in Beirut, from 4 to 6 December 2018, and was
organized by ESCWA in partnership with the League of Arab States. The meeting was part of the preparations
for the Fifth Arab IGF meeting and have included a meeting for the Arab IGF Multistakeholder Programme
Advisory Committee (AMPAC) and involved the participation of the Arab IGF Secretariat, represented by the
National Telecommunication Regulatory Authority of Egypt.

2. This event has mainly discussed the theme of cybersecurity and trust in line with Internet governance
priority areas for the Arab region, as stipulated in the Second Arab Roadmap for Internet Governance. It sought
to present, examine and discuss Internet trust, safety and security issues as well as their linkages with the other
strategic priorities of the Roadmap.

3. Participants addressed the important and emerging topics in the field at the global, regional and national
levels, in line with specificities and priorities of the Arab region, and the members of the Arab IGF
Multistakeholder Programme Advisory Committee (AMPAC) have collaborated on the preparations for the
Fifth Arab IGF that is planned to be held in 2019. Opportunities for partnerships were explored towards
strengthening collaboration with all stakeholders on the Arab IGF process. The members of AMPAC have
further developed the programme of the Fifth Arab IGF and coordinators of working groups prepared concept
notes for each of the topics identified as priority areas for the Forum.

L. MAIN OUTCOME - RECOMMENDATIONS

4. The main outcome of the meeting was a set of recommendations (in Arabic) targeting the development
of legislative frameworks in Arab countries, regional and international cooperation, and national frameworks
for cybersecurity in the Arab region. The recommendations were prepared by ESCWA based on inputs from
the participating experts and the meeting discussions and were circulated after the meeting for further review
and fine-tuning before finalization. A summary of these recommendations is provided below, and the original
recommendations are included in Annex I of this report.

5. The recommendations related to developing the legislative framework in Arab countries aimed at the
following: combating cybercrime, strengthening the security of information systems, managing and
harmonizing between digital records, governing relations with international companies, strengthening the ability
to address cybercrimes, forming a regional centre on cybersecurity for setting laws and harmonizing their
implementation, forming a virtual cybersecurity monitor for laws and regulations on cybersecurity and
cybercrime, and protecting personal data.

6. For strengthening regional and international cooperation on cybersecurity, the recommendations raised
the need for various actions at the regional level, for example: Developing an Arab strategy for cybersecurity
that would pave the way for harmonization of data classification, support patenting, define standards of
information security and cybersecurity, and establish a compliance scoreboard; Building confidence and
security in the use of ICTs; Establishing a regional cybersecurity centre to respond to cyber-attacks and build
capabilities; Establishing an effective mechanism for cybersecurity, and supporting initiatives such as the
Global Cybersecurity Index (GCI); Preparing an institutional map with their roles in promoting confidence and
security in cyberspace; Developing basic principles for cybersecurity that aim at limiting Internet use for
peaceful purposes; Extending the scope of child online protection (COP) to cover potential risks of smart
devices; Ratifying existing Arab treaties on cybersecurity issues and preparing an Arab agreement for sharing
digital evidence; Support countries under sanctions to access devices that facilitate digital investigations and
cybersecurity; Support cybersecurity research in a similar way to the way it is applied in Europe and north
America; Invite the region for cyber truce and code of conduct as a basis for cooperation on cybersecurity, and
create the role of privacy officer to promote and protect privacy rights; and identify the promoters of cybercrime
for the aim of having counter laws at the regional and global levels.

7. The recommendations related to developing national frameworks for cybersecurity included the
following: Promoting public-private partnerships and engagement of all stakeholders towards having an
effective strategy for cybersecurity; Raising awareness on cybercrime and need for protection of private
information through Governments initiatives, media institutions, and academic programmes; Encouraging
public investments in cybersecurity and reliance on the services of digital investigation labs; Updating national
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strategies and engaging the private sector in implementation and measuring their effectiveness; Increasing
cooperation on cybersecurity market research and applying incentives for investments in cybersecurity; Forming
a specialized cybersecurity council to address the lack of data; Integrating the cybersecurity industrial policy in
national strategies; Promoting the application of international Internet rules and related harmonization processes
under the framework of United Nations, and the prevention of activities that undermine stability of cyberspace;
Developing national capabilities to respond to risky practices related to large data and artificial intelligence;
Strengthening consumer protection practices and capabilities related to Internet of things while benefiting from
international experiences from Europe, Canada and Australia; and using e-signature and other technologies to
ensure transactions and protection of data and content, and to address risks from the use of emerging
technologies, Internet of things and blockchain.

I1. PRESENTATIONS AND DISCUSSIONS

A. MEETING ON INTERNET GOVERNANCE AND CYBERSECURITY NEXUS -
PROMOTING TRUST IN CYBERSPACE

1- Opening Session

8. The opening included statements by the main organizers of the meeting, namely ESCWA, the League of
Arab States and the Lebanese Ministry of Telecommunications, and a highlight on each of these statements is
provided below.

9. Mr. Ayman El-Sherbiny, Chief of ICT Policies, Technology for Development Division (TDD), ESCWA
gave a welcome statement in which he pointed to the high importance dedicated by ESCWA to the area of
technology for sustainable development in general, and highlighted the existing collaboration with various
stakeholders and organizations in the Arab region for the aim of fostering the use of digital technologies for
sustainable development at the national and regional levels. These partnerships cover many development
processes, which include the Arab IGF process that has emanated from the established partnership between
ESCWA and the League of Arab States and the joint initiative on Arab Dialogue on Internet Governance
(ArabDIG).

10.  The opening statement of ESCWA was delivered by the Acting Deputy Executive Secretary, Ms. Rola
Majdalani, who pointed to the high importance that ESCWA puts on the topic of Internet governance and
cybersecurity and on the overall topic of technology for development that affects all economic sectors and
stakeholders' groups and is part of our daily life. She has further emphasized the importance of the topic in
various areas of work of ESCWA on social and economic development; and the key role of technologies in
areas of knowledge society, natural resource management, and in addressing the global challenge of climate
change that needs monitoring and the use of advanced and frontier technologies, such as Artificial Intelligence.
She has commended the strategic partnership with the League of Arab States on various development activities,
including the partnership on Internet governance for the Arab region.

11. The statement of the League of Arab States was delivered by Mr. Khaled Fouda, Director for ICT
Development, who started by extending appreciation to ESCWA for hosting the event at the start of a second
round of the Arab IGF process, after a two-year cessation of its activities, the Egyptian National Telecom
Regulatory Authority (NTRA) for serving as the Arab IGF Secretariat, and to the Lebanese Ministry of
Telecommunications for their continuous support to the umbrella organizations and the Arab IGF process. The
widely based Internet systems that rely on inputs and interactions of various stakeholders from all economic
sectors makes the topic of Internet governance a global issue that started with the the World Summit of
Information Society in 2005 and the formation of the global IGF. The area of Internet governance has also
extended to be addressed at the regional level, which has led to the start of partnership between ESCWA and
the League of Arab States in 2009 through the preparation for an Arab roadmap for Internet governance; and
this partnership has led in 2012 to the formation of the Arab IGF under the joint umbrella organizations of
ESCWA and League of Arab States. He emphasized the importance of dialogue and engagement of all
stakeholders, including governments, private sector, academia and technical community, and civil society
organizations, for the formulation of policies and governing plans for the Internet.

12.  On behalf of the Minister of Telecommunications in Lebanon, Mr. Mohamed Chaaban, Advisor to the
Minister and Member of the Ministry’s Owners Supervisory Board, delivered a statement in which he briefed
the audience on the status of telecommunications sector and the various projects underway in Lebanon, and
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linked the efforts with the regional ones on Internet governance. Considering the telecommunication sector as
booming in Lebanon, he elaborated on the progress made on few strategic projects, such as the FTTX project
that would result in few years with a wide spread connectivity to all customers and all stakeholders throughout
Lebanon; the 3G and 4G service improvement plan, and the 5G service. These projects entail the big and
borderless data and raise the importance of cybersecurity that constitutes a key aspect for all users and goes
beyond the country level and would subsequently raise the need for having protection measures from
cyberattacks.

2- Setting the Scene: Internet Governance, Cyber Security and Trust

13.  This session aimed at showing different perspectives and contextualizing the topics of Internet
governance, and cybersecurity nexus and the need for promoting trust in cyberspace; and has included briefings
on the following: 2018 IGF on Internet of Trust; Preparations for the Fifth Arab IGF and the efforts of its
Working Group on Cybersecurity; and the "Paris Call for Trust and Security in Cyberspace". A summary of
each of the briefings is provided below.

14.  Mr. Chengetai Masango, Senior Advisor to United Nations Secretary General High-level Panel on Digital
Cooperation, gave a briefing on the 13th IGF “Internet of Trust” (Paris, November 2018), starting with a
highlight on the evolution of the global process and envisaged improvements from the 2018 Paris round that
has featured the participation of the UNSG and the French president who called for stronger cybersecurity and
for a multidisciplinary approach that goes beyond the multi-stakeholder approach to involve all sectors and
engage and include the weak or missing voices in the Forum. The aim is to promote accessibility for all people,
especially the underserved, and strengthen the IGF in building trust in cybersecurity and cyberspace and in
monitoring progress on its subthemes that include, among others, gender and youth. Messages from national
initiatives on Internet governance considered that security and trust go hand in hand and need cross-sectoral
approach to be tackled. He also indicated that the newly formed IGF multi-stakeholder advisory group includes
three members from the Arab region, from Sudan, Tunisia, and United Arab Emirates; and that the 2019 IGF
will be held in Berlin, while pointing that the hosting mainly relies on the offers received and it was not intended
to be held in European countries. Furthermore, the efforts to go beyond messages in the outcome of the IGF
was considered an important development in the IGF towards having a continuous process and a natural flow
of work between annual meetings.

15. Representing the Arab IGF Secretariat, Ms. Christine Arida, Executive Director of Telecom Services and
Planning, Egyptian NTRA, delivered a presentation entitled Updates on Preparations for the Fifth ArabIGF (in
Arabic), in which she briefed on the main steps in the preparations, including the following: Formation of a
new Advisory Group for developing a programme for the Forum; Convening of open consultations, a meeting
for the Executive Bureau for Joint Coordination, and a meeting for the Multi-stakeholder Advisory Group;
Identification of five thematic and two cross-cutting topics for the Forum, together with a number of potential
slogans for consideration during preparations; Identifying a preliminary structure of the Forum that extends over
two-three days and includes plenary sessions, workshops, and a pre-event for capacity building on Internet
governance and its topics; Forming seven working groups to enable collaboration amongst the members on the
various themes and preparatory efforts for the Forum; and revising the ArablGF mailing list - list@jigfarab.org,
and official web site <igfarab.org>.

16.  With cybersecurity and trust as a strategic theme in the Fifth ArabIGF and for which a working group
was formed, Mr. Adel Abdel Sadek, the coordinator of this group has provided a briefing on cybersecurity from
the global perspective and in the context of preparations for the Fifth Arab IGF. group's efforts and an
intervention on the relationship between the economy and the national strategy of cybersecurity. Cybersecurity
is gaining more importance in the Arab region in light of the high increase in cyber-attacks and the pressing
need to protect infrastructure and private data, to address the security challenges of artificial intelligence and
Internet of things, and to fight cybercrimes and cyberwars. Also, the need was raised to formulate and update
legislations, increase awareness and capabilities, and guard from the different types pf cyberattacks.

17. Entitled "Under the bonnet of the Paris Call for Trust and Security in Cyberspace,” the presentation of
Mr. Vladimir Radunovic, Director of e-Diplomacy and Cybersecurity Programmes, DiploFoundation, provided
a briefing on the 2018 IGF, held at UNESCO in Paris, that has featured the launch by the French President of a
high-level declaration on developing common principles for securing cyberspace. The "Paris Call for Trust and
Security in Cyberspace" builds on the WSIS Tunis Agenda's definition of the "respective roles" of states and




other stakeholders, and resonates with the UN Group of Governmental Experts reaffirmation that international
law applies to cyberspace.

18. The Paris Call invites for more regulations and security, strengthening the rules through more
government engagement in work, and increased involvement of the private sector; and it was signed by many
which shows willingness to cooperate with governments in the area of cybersecurity and accepting their shared
responsibility. The declaration calls to support victims both during peacetime and armed conflict, reaffirms
Budapest Convention as the key tool for combating cybercrime, recognises the responsibility of private sector
for products security, and calls for broad digital cooperation and capacity-building. It invites signatories to,
among other, prevent damaging general availability or integrity of the public core of the Internet, foreign
intervention in electoral processes, ICT-enabled theft of intellectual property for competitive advantage, and
non-state actors from ‘'hacking-back'. The Paris Call has received strong initial support from hundreds of
signatories, including leading technology companies and many governments. Yet the USA, Russia, and China
are missing. The declaration and its effects will be discussed again during the Paris Peace Forum in 2019, as
well as during the IGF 2019 in Berlin.

19. During discussion, participants highlighted the need to build capabilities in the Arab region to have
measures for protecting people and private data, and to have authentication to verify online identify through
digital identification. The Paris Call was perceived as a building block for partnerships, and the topic of
cybersecurity was perceived as a means for engagement of all stakeholders, especially that the major players
are getting involved.

3- Legal and Regulatory Frameworks in Selected Arab Countries

20.  Speakers in this session addressed the legal and regulatory frameworks of cybersecurity in their countries,
and the presentations covered Lebanon, Syrian Arab Republic, Sudan, Yemen, Palestine and Algeria. Briefings
on the presentations are provided below.

21. The legal aspects pertaining to cybersecurity and trust in cyberspace in Lebanon - with status, gaps, and
aspirations - were addressed in a presentation by Mr. Bilal Abdallah, President of Legal Informatics Centre,
Lebanese University, Lebanon. The wide use of Internet and its services was not risk-free, with misuse and use
for criminal purposes, and has raised legal challenges related to security of information, private data protection,
and electronic transactions. In 2018, Lebanon has adopted the law no. 81 for electronic transactions and
personal data, to support cybersecurity and building trust in cyberspace. Before this law, reliance was on the
clauses for technological developments in existing laws, such as laws for managing stock exchange, protection
of cultural heritage, privacy of information, and financial processes through digital means. Few proposals were
raised during the presentation, namely: Updating national legislations based on developments in ICTs,
Strengthening cooperation towards having an Arab Agreement on Cybersecurity; Raising awareness and
capabilities on cyber-risks and cybersecurity; and Forming a council for personal data protection that keeps up
with technological developments.

22. A presentation on cybersecurity legal and regulatory frameworks in the Syrian Arab Republic (in Arabic)
was delivered by Ms. Fadia Soliman, General Director, Syrian National Agency for Network Services (NANS);
and it covered the national cybersecurity laws, namely the laws for e-signature and network services, e-
transactions, protection of intellectual property rights and other rights, and online communication and fighting
cybercrime. These laws would help in facing the challenges with the transition towards a knowledge-based
society. The presentation also covered the draft laws for protection of personal data, and the right to access
information. Furthermore, national control systems were put in place to support law implementation. A national
information security policy was prepared, a cybersecurity department was formed in the Ministry of Interior,
and a centre for information security was formed in the national authority for network services. Procedures are
underway for the completion of information systems for electronic documents, and a training programme was
prepared for legal system on facing cybercrime, and a special court was designated for cybercrimes.

23.  The experience of Morocco - from building trust in cyberspace to developing cybersecurity (in Arabic),
was presented by Mr. Belaid Nouar, Head of Telecommunication Affaires, Ministry of Industry, Investment,
Trade and Digital Economy, Morocco. The briefing covered the ICT use, industry and infrastructure in
Morocco, the laws enacted and the governing bodies working on building capabilities and trust in cyberspace,
as well as the national strategy for cybersecurity that aims at establishing the enabling environment for
cybersecurity and building trust in the digital economy. The country has witnessed an increase in investments
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in ICT together with the creation of more jobs and focuses on four areas of work within its national strategy for
cybersecurity, namely: Assessing threats, protecting vital information systems for institutions and infrastructure,
strengthening the basis for secure information systems and promoting national and international cooperation on
cybersecurity.

24. A briefing on the Law for Combating Cybercrime in Sudan (in Arabic) was provided by Mr. Sudad
Ismaeil, Manager of Coordination and Foreign Relations Department, National Information Centre. The
presentation outlined the laws that support ICT and e-transaction and e-signature, and elaborated on the laws
for fighting cybercrime and the national information security policy. The cybersecurity law was issued in 2007
and resulted in 2017 with a specialized court for cybercrime, cybercrime police, and criminal investigation
laboratories for analysis and proof of information crimes.

25. A presentation on Managing Social Media Cybersecurity in Sudan (in Arabic) was delivered by Mr Tarig
Alameen, Head of Digital Forensic Department, Telecom and Post Regulatory Authority, Sudan, in which the
speaker overviewed the risks on security and privacy on social media platforms and outlined the main actions
taken by Sudan CERT (Computer Emergency Response Team) to protect users from these risks. Activities
included capacity building programmes and raising technical capabilities to respond to reports of cybercrime.

26. A briefing on Cybersecurity in Yemen — situation and prospects (in Arabic) was delivered by Mr
Abduljalil Alkubati, Vice Manger of Internet, Public Telecommunications Corporation, Yemen. The country
faces high risks for cyberattacks and has limited technical capabilities for facing them; and it needs to develop
its infrastructure and form a CERT to respond to risks of cybersecurity and cybercrime. The first cybersecurity
conference in Yemen was held in 2014, following which a national centre for cybersecurity was formed, and a
number of related laws were formulated, including laws for cybercrime and for protection of personal data.

27.  Cybersecurity in Palestine (in Arabic) was the subject of an intervention by Mr. Mohammed Midani,
Manager of Internet and Digital Content, Ministry of Telecom and Information Technology, Palestine. The
speaker highlighted the main activities of the Ministry for a safer use of the Internet by the government entities
and general users, and these include the formation of a national CERT in 2015, and the monitoring and
protection of public records, as well as raising awareness and enabling a legal environment that could govern
the use of Internet.

28. A presentation on the Legal and Regulatory Framework of Cybersecurity in Algeria (in Arabic), was
delivered by Ms. Wassila Chamekh, Deputy Director of Standardization and Information Society Watch,
Ministry of Post, Telecommunications, Technologies and Digitalisation, Algeria. The speaker covered the most
important cybersecurity laws and regulations, covering: Child protection, e-commerce, rules on prevention of
offences through the use of ICTs, protection of personal data, electronic signature and e-certification. These
include the 2009 laws for protection from use of ICTs, media and communications, the 2018 laws that govern
the use of email and online commination and e-commerce, and the 2019 law that regulates the work of the
national authority for protection from crimes related to use of ICTs.

4- Insights on Cybersecurity

29.  Over two morning sessions, speakers gave insights on cybersecurity in conferences, programmes and
conventions, and recaps were given on the 2018 Munich Cybersecurity Conference, ITU 2018 plenipotentiary
conference, and regional efforts towards cybersecurity conventions.

30. The recap on Munich Cybersecurity Conference (MSC) was provided by Mr. Leonhard Simon, Project
Manager, MSC Foundation, Germany. It covered the governance of cybersecurity norms and addressed the
technical and political perspectives for cyberspace and highlighted the need for efforts of stakeholders to set
cyber standards. The speaker put forward two recommendations, namely (i) Promoting trust in cyberspace
through responding to public needs and their questions on digital life; and (ii) Establishing multilateral
agreements on stability and security that would join efforts and widen trust in cyberspace.

31.  The Director of ITU Arab Regional Office, Mr. Ebrahim Alhaddad, briefed the meeting on the outcome
of the ITU 2018 plenipotentiary conference and highlighted the importance of the topic of Internet governance
and cybersecurity in the digital transformation of societies. He further pointed to the ITU decision number 130
that aims at building confidence and security in the use of ICTs and includes proposals for raising awareness



and building capabilities to face the challenges, recognizing the roles of the private sector, technical community,
individuals and organizations, and promoting cooperation between the ITU and other organizations.

32. A presentation on the regional efforts towards cybersecurity conventions was delivered by Ms. Mona
Jabour, Law Professor, Lebanese University, & Founder of Pan-Arab Observatory for Cybersecurity, Lebanon.
The threats in the landscape of cyberspace are both technical and legal and require changes at various levels;
and the responsibility of improving security and stability of cyberspace is shared by various stakeholders and
sectors, each in their roles. Reference was made to the Paris Call with emphasis on the importance of
development and application of international norms and laws, and of the need for a responsible behaviour of all
actors/sectors in their implementation. For the Arab region, a draft Convention for Cybersecurity is under
review and it proposes the establishment of an Arab organization for cybersecurity; and this convention was
prepared based on the need for a binding agreement to harmonize laws and commit countries to cooperate for
the aim of cybersecurity and protection of personal information.

5- Cybersecurity and Trust in the Arab Region

33. This session has tackled the topic of Cybersecurity and Trust in the Arab Region and included
presentations on the legal framework for cybersecurity, cybersecurity efforts and programmes, counter
cybercrime and digital forensics efforts, and cybersecurity threats in the age of big data and fourth industrial
revolution. Briefings from this session are provided below.

34. The legal framework for cybersecurity in the Arab region was outlined by Ms. Janane el-Khoury, Chief
of Legal Department, Legal Informatics Centre, Lebanese University, Lebanon. In the digital age, the Arab
people have the right to benefit from technologies within a legal framework that protects their basic and human
rights. The presentation covered the benefits and challenges facing the Arab region in the area of cybersecurity
and profiled the existing legal frameworks that showed few countries having specialized legislations for e-
transactions, e-commerce, intellectual property rights, protection of personal data and cybercrime. It also
addressed cybersecurity contracts, national sovereignty and cross-border security challenges, and proposed the
application of best practices and the development of legal, executive and capacity building programmes.

35. The perspective of the League of Arab States on cybersecurity and its related regional initiatives was
outlined by Mr. Khaled Fouda, Director for ICT Development, League of Arab States, Egypt. A briefing was
made on the various activities, initiatives and projects that were approved by the Arab Council of Ministers of
ICT and include the establishment of the Arab Regional Cybersecurity Centre (ARCC) in Oman in collaboration
with the ITU. The steps taken for promoting cybersecurity and trust in cyberspace was also outlined, together
with the main achievements be selected Arab countries that can be extended to other countries.

36. A presentation on the cybersecurity programme at the ITU was delivered by Ms. Rouda Alamir Alj,
Programme officer, ITU Arab Regional Office, Egypt, which outlined ITU mandate and coordinated response
on cybersecurity, the 2018-2021 plan of action on the Arab Regional Initiatives that include an initiative aimed
at promoting confidence and security in the use of telecommunications and ICTs, child online protection, and
combatting cyberthreats and misuse of ICTs. It also covered the ITU global cybersecurity index (GCI) and the
way countries can improve their positions, and the 2018 ITU guide to develop national cybersecurity strategies'.

37.  On Supporting Counter Cybercrime and Digital Forensics Efforts in the Middle East and North Africa,
Mr. Patrick Boismenu, Cybercrime Expert, United Nations Office on Drugs and Crime (UNODC), Tunisia,
briefed participants on the regional experience of UNODC that supports fighting cybercrime. The problem lies
when national legislations cannot respond cybercrimes that goes beyond borders; and this needs cooperation
between countries to face the challenges of cybercrime and take counteractions. National law enforcement
systems need to investigate and respond to cybercrimes using digital forensics, and countries need to go up the
ladder to address cybercrime challenges online. A practical demo was run for a 2019 project that shows how
law enforcement agencies communicate using simple least significant bit techniques.

38. Ina presentation on cybersecurity threats in the age of big data and fourth industrial revolution, Mr. Fadi
Salem, Director of Research and Advisory, Mohammed Bin Rashid (MBR) School of Government, UAE,
briefed on the main findings from a regional survey and various research reports covering digital transformation
in the Arab region, on cybersecurity, smart cities, use of social media, and public services. The region has

! https://www.itu.int/en/ITU-D/Cybersecurity/Pages/cybersecurity-national-strategies.aspx
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societal datafication with wider penetration of Internet, broadband, mobiles, and social media, and growing
Internet of things devices; and this creates a hybrid ecosystem of data that feeds into algorithms and tools and
enables more options for cybersecurity threats. The region has weakness in awareness and behaviours related
to these threats and their conceptualization; and people face cyberthreats and are concerned about digitization,
yet most do not follow secure behaviours online. The speaker outlined the main public concerns about the
Internet, Internet of things and artificial intelligence in the region, with the highest concerns going for cyber-
terrorism, cyber-crimes and cyber-bullying as well as for privacy and safety. The policy responses to threats
from public perspective was in three dimensions: transparency of data and data use, personal control of data,
and regulation of data.

39. Discussions tackled a number of areas related to cybersecurity and responding to cyberthreats, covering,
among others: The role of Arab IGF in the linkages between cybersecurity and Internet governance and the
potential engagement in international cybersecurity processes; and this needs more engagement of experts from
the legal dimension of cybersecurity in the Internet governance dialogue. Participants raised the need for
supporting countries in fighting cyberthreats and facing the cross-border challenges and not only through
capacity-building programmes.

6- Cybersecurity and Internet Economy

40. This session examined cybersecurity and Internet economy causality and correlations, and included
presentations on the governance of digital money, trust and security in the adoption of emerging technologies
and Internet economy, economic and social impact of information technology security, legal framework for
electronic transactions and trust, and cybersecurity and Internet economy. Briefings on this session are provided
below.

41. A presentation on governance of digital money, with focus on stability of next generation financial
sectors, was given by Mr. Michael Palage, CEO, Pharos Global, USA. It covered the evolution of "digital
money" and the history of other forms of payment that are not based on physical currency. The significant
changes in financial services with the Internet, mobile payments, and other new technologies, have significantly
impacted the financial sector and its supporting ecosystems. The new technologies of blockchain/ distributed
ledger technology (DLT) allow financial services to extend to the unbanked and provide new approaches to
digital identity that improve security and privacy. However, these technologies are not risk-free and would need
a proactive public-private collaboration to ensure protection of consumers financial services.

42.  The topic of trust and security implications in the adoption of emerging technologies and Internet
economy was covered by Mr Hafedh Yahmadi, Professor, Tunisia Business School, Tunisia. While the world
connectivity is expected to grow beyond imagination, people and devices would be leaving traces of information
in many places; and this would widen the scope of data collection and challenge the implementation of data
collection policies. Threats to privacy and data security would also be vast and require responses from the social
and economic angles rather than the technical ones. Covering trust, privacy and security effects of emerging
technologies, corporate management, digital transformation and cyber-risks, and the corporate governance of
data, the presenter stressed the importance of public-private partnerships in managing cybersecurity, and the
institutionalization of data governance coupled with new data reforms.

43.  The economic and social impact of information technology security was addressed by Mr. Qusai AlShatti,
Board Member, Kuwait Information Technology Society. The presentation covered the conduct in cyberspace,
types of cyberthreats and their impact on society, authorship of cyber-attacks, statistics of cybercrimes and their
occurrences, major risks of information technology security, new trends in cybercrime. It also included a
number of proposed remedies that include sharing information, reporting on incidents, making security the
responsibility of all, training and educating on it, keeping up with security developments and best practices,
apply security regulations and culture with frequent security testing.

44, A presentation on the legal framework for electronic transactions and trust was delivered by Mr Wassim
Hajjar, Judge Supervisor of the Information Technology Unit, Ministry of Justice, Lebanon. The speaker
overviewed the legal-economic linkages and the importance of verification of online identity in the digital
economy. An example was the use of credit cards online for e-transactions that entails a risk of un-rightful
access to the databases that keep records. The recommendations include, among others: updating legislations
to suit the digital economy, facilitating access to law enforcement to respond to conflicts, setting international



legal agreements aimed at coordinating efforts, harmonizing legislations, and responding to threats, raising
awareness of users, and maintaining technical neutrality of legislations and updating it regularly.

45.  The conception of a paper on cybersecurity and Internet economy (in Arabic) was presented by Mr Adel
Abdel Sadek, coordinator of the Arab IGF Working Group on Cybersecurity and Trust, in which he overviewed
the relationship between economy and security in light of digital transformation and the motives for developing
national strategies for cybersecurity. The tendency of practicing sovereignty on cyberspace resources was
addressed, together with application of cybersecurity economies in the context of national cybersecurity
strategies (NCCSs). The paper would also cover the challenges facing governments in setting policies for
cybersecurity; and it would address the efficiency of investments in cybersecurity and its economic impact on
national cybersecurity strategies. These strategies would contribute to enhancing confidence and securing a
digital environment that enables growth and progress. The importance of integrating the economic and political
dimensions in addressing cybersecurity was stressed, towards having effective national public cybersecurity
policies.

46. Participants stressed the importance of education, skills, and the existing financial sector in the linkages
between cybersecurity and Internet economy, where emerging technologies are disruptive and transformative.
A key aspect linking cybersecurity to economic development is the trust between users and products, and
citizens and the government. Furthermore, data governance and the balance between control and openness in
economy are important aspects affecting development and allowing new dynamism in the economy.

7- Citizen's Trust in Fintech and Digital Transactions

47.  This session included a number of interventions under the overall title of Citizen's Trust in Fintech and
Digital Transactions, and covered the following: the Arab cybersecurity landscape, cybersecurity and
cryptocurrencies from the Lebanese perspective, digital financial inclusion and digital fiat currencies,
cybersecurity concerns in the Arab region, Internet of things security and consumer trust, and the digital identity
and trust frameworks. Briefings from this session are provided below.

48. The challenges and opportunities in the Arab cybersecurity landscape were overviewed by Mr. Amro
Moussa, Advisor to the Minister of Communication and Information Technology, Egypt, in which it was
emphasized that the challenges of cybersecurity are multi-disciplinary and need an ongoing operational risk
management framework to face its threats. The challenges are related to information security and cybersecurity
strategy, awareness and education, collaboration, corruption, legal and regulatory ecosystem, and leadership;
and the opportunities are related to job creation, trusted online platforms for digital economy, security
protection, trusted services and a security digital society.

49. A presentation on cybersecurity and cryptocurrencies from the Lebanese perspective was delivered by
Mr. Ali Nahle, Senior Executive Director, Banque Du Liban, Lebanon, in which he pointed to the increased
threats on Internet with the widespread of networks, which necessitates continuous coordinated efforts for
ensuring security of systems that would support the laws, such as the Lebanon e-transaction law. The Central
Bank has recently prepared a roadmap for digital transformation with a digital bank identify coupled with a
digital currency that runs in parallel and complements the Lebanese pound. The Lebanese digital currency is
expected to allow instant payments and help a faster and safe use of the currency; and it requires authentication
together with a category of management of the payment process.

50.  Addressing digital financial inclusion and digital fiat currencies, Mr. Ahmed Said, Consultant, ITU Arab
Regional Office, Egypt, delivered a presentation that stressed the need for digital financial inclusion and the
roles of telecommunication and financial regulators in coordinating their efforts towards facing the various
security challenges in expanding the use of mobile banking. The speaker covered the regulatory and security
challenges in the use of digital fiat currencies together with the underlying opportunities, and has further shed
light on the conceptualization of a study that will address digital financial inclusion in the Arab region.

51.  An overview of a planned survey on Consumer Perceptions on Trust in e-transaction in the Arab region
was delivered by Mr Fadi Salem, Director of Research and Advisory, MBR School of Government, UAE.
Collaboration on this survey is open and it needs a unified definition of e-transactions and commitment of
partners to distribute and solicit responses to the survey.
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52.  The subject of critical advances in Internet of things Security and Consumer Trust was addressed in a
presentation by Mr Hosein Badran, Consultant, Canada, which started by stressing the importance of protection
of privacy in the use of smart devices as they are subject to hacking. The speaker briefed on the outcome of a
2018 survey by the Internet Society on policy in Asia-Pacific, and listed the clear risks that include consumer
security, privacy and safety that are undermined by the vulnerability of devices, and the rising risks in wider
economy and increased use of insecure devices. Furthermore, the different certifications for consumer security
and the key considerations for smart devices and their labels. Few recommendations were proposed for the
Arab region to be ready for higher cybersecurity risks, and these include: establishing the role of privacy
commissioner to protect and promote privacy rights; strengthening consumer protection agencies; raising
awareness and capabilities on Internet of things device testing and certification.

53. Inapresentation on digital identity and trust frameworks, Mr Michael Palage, CEO, Pharos Global, USA,
shared foundational documents and stressed the need for increased digital identify and trust, and the protection
of consumers from fraud and identify theft. With various initiatives related to digital identity there are
significant challenges in the technical and governance interoperability, which requires a global framework for
governance of digital identity systems. Few ideas were raised for the Arab region, which include, among others:
securing the rights to operate the. arab Top Level Domains (TLDs) and using it as a platform for cross-border
use of digital identities in conjunction with regional ccTLD managers; establishing digital identify framework
and credentials for both natural and legal persons, with natural persons being anonymized.

B. ARAB REGIONAL DIALOGUE MEETING OF THE ARAB MULTI-STAKEHOLDER
PROGRAMMME ADVISORY COMMITTEE

54. A meeting for the Arab IGF multi-stakeholder programme advisory committee (AMPAC) was held
jointly with the meeting on Internet governance and cybersecurity, in an effort to engage the committee members
in the thematic dialogue that covers the strategic priority areas identified in the Second Arab Roadmap for
Internet Governance®. The committee that was formed during the previous meeting (Beirut, July 2018) has
continued the efforts on preparations for the Fifth Arab IGF, planned to be held in 2019. The AMPAC meeting
was held over three sessions and has reviewed the progress made on hosting the Forum and on the efforts of the
thematic and operational working groups from the previous meeting. A briefing on the main content of this
meeting is provided below, and the Committee's report (in Arabic)® is available through the Arab IGF website.

55. The importance of participation in the forums that contribute to developing the ICT sector in the Arab
region, including the Arab IGF, was emphasized considering their open dialogue and non-binding nature of
their resulting messages on the issues of priority for the region. The importance lies in the envisaged role of
these forums in advocating for policies and strategies in the region and promoting collaboration on the areas of
priority. The Forum messages get presented to the technical secretariat of the Arab Council of Ministers of ICT
and its specialized working groups and would support regional efforts on policy- and strategy-making in the
Arab region; and this contribution was recognized in the outcomes of the 21 and 22™ rounds* of the Council
in 2017 and 2018.

56. The coordinators of thematic working groups briefed the committee on the progress made in the
preparations for the plenary sessions of the Forum; and these covered the five main themes and three cross-
cutting topics listed below, which were identified in the previous committee meeting:

Main themes Cross-cutting topics
(1) Meaningful access for inclusion and diversity; (i) Gender equality and women
(2) Cybersecurity, privacy, trust and peace; empowerment
(3) Digital transformation and Internet economy; (i1) Human development and
(4) Institutional empowerment and engagement in Internet capacity-building

public policy-making at global and regional levels; (iii) Legislative frameworks

(5) Social and human impact.

2 Arab Roadmap for Internet Governance — Second edition
3 Report can be accessed through the link: http://igfarab.org/UploadedFiles/News/Images/meeting-report-2019.pdf
4 Report of the 22nd Round, page 26, and Report of the 21 Round, page 31, of the Arab Council of Ministers of ICT.
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57. The working groups conducted side meetings to continue their efforts on the thematic plenary sessions
and to fine-tune the sub-themes of each; and the members agreed to postpone the identification of speakers for
these sessions until the host is identified, in order to include potential speakers from the hosting country.
Furthermore, emphasis was put on the need to consider the representation of all stakeholder groups, and to
increase the participation of women and youth in the speakers in order to have an added value and diversity in
addressing the various themes. A list of potential speakers from the Arab region and beyond, on the themes of
the event, would be prepared in order to later assist on the identification of speakers.

58.  The operational working groups covered the community workshops, fellowship programme and the
capacity building pre-event of the Fifth Arab IGF; and the work of these groups is dependent on the
identification of the host country and dates, following which their related work processes can be initiated and
the hosting entity can be engaged in the preparations.

59.  For hosting the Forum, the umbrella organizations, ESCWA and League of Arab States, are contacting
the entities that has expressed interest in hosting the Fifth Arab IGF, and a proposal was raised to convene the
annual meetings in either of their premises in either Beirut or Cairo. Furthermore, the role of committee
members was considered important in inviting national sectors to participate in the Forum and potentially
encouraging various stakeholders to host the event.

C. CONSULTATIONS ON THE WAY FORWARD

60. The last session of the meeting was dedicated to consultations on the way forward, in which the organizers
and participating experts discussed the sustainability of the Arab IGF, the Arab perspective on the Paris Call for
Trust in Cyberspace and reviewed the compiled recommendations for the meeting.

61. Reflections on Arab IGF and its relationship with the Paris Call considered that the latter as a call by
countries to develop regulations for cyberspace to avoid cyberwars. The Arab region have a similar situation
to the global one and need to cooperate on cybersecurity to resolve conflicts in the cyber domain. While the
Paris Call is taken as a white paper without precautions and the reactions of governments and other stakeholders
to it are not clear, the 13-year IGF process relies on the multi-stakeholder and multi-sectoral approach; and it
was advised not to have a fast stand on the call, but rather read and seek clarifications on its overall path that
would be addressed in the 14" IGF planned for Berlin in 2019.

62. A list of 40 recommendations (in Arabic) were gathered from the participating experts and were
reformulated after the meeting to allow categorization and avoid duplications; and the revised list was shared
with participants for further input before finalization and inclusion in Annex I of this report.

D. PARTICIPATION

63. The meeting was attended by 47 experts, 23 per cent of them women, from 14 countries in the Arab
region and beyond, and participants were from various stakeholders - Governments, Business Sector, Civil
Society Organizations, Technical Community and Academia, and International and regional organizations. The
participants from the Arab region included representatives from Algeria, Egypt, Iraq, Jordan, Kuwait, Lebanon,
Morocco, Oman, Palestine, Sudan, Syria, Tunisia, United Arab Emirates, and Yemen.
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