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HACKTIVISM: AT THE CROSSROADS OF PRESS FREEDOM,
HUMAN RIGHTS AND NATIONAL SECURITY'

Hacktivists: Public vigilantes or public nuisance?

Hacktivism is a controversial subject: for some,
it represents a vehicle for progress and positive
change; for others, it represents an obstacle and a
threat. It is associated with criminality and anarchy
on the one hand, and with freedom and human
rights on the other hand. Hacktivism has existed in
one form or another since the late 1980’s, although
the term ‘hacktivism’ is itself relatively new. In
1989, an Australian group was identified as
responsible for the computer virus Worms Against
Nuclear Killers, which attacked the computer
systems of the National Aeronautics and Space
Administration and the United States Department
of Energy.” The attack coincided with anti-nuclear
protests over the launch of Galileo, a plutonium-
powered spacecraft, and the message which
appeared on the screens of infected computers
read, “You talk of times of peace for all, and then
prepare for war”.’> This attack is regarded as the
first clear act of hacktivism, defined as
an amalgamation of computer hacking and
political activism.

While the term ‘hacktivism’ describes a set of
activities rather than an ideology, hacktivists claim
to operate in the public interest, using technology
to defend human rights, freedom of information
and the freedom of the Internet. But their lack of a
transparent structure can make them seem just as
intransigent as the corporations and state
institutions they target. In the 2012 Data Breach
Investigations Report published by Verizon,
hacktivism accounted for 58 per cent of all data
stolen in 2011. The Report goes on to say that in
the same year, hacktivists were responsible for a
larger percentage of data breaches (35 per cent)
than traditional organized crime groups.*

WikilLeaks

In November 2010, WikiLeaks collaborated
with major global news organizations to release
redacted cables from the United States Department
of State. WikiLeaks, alongside the whistle-blowers
and media outlets involved, claimed to be acting in
the public interest. But the reactions of the United
States and foreign Governments were hostile, and
public responses were at best mixed. Many
objected to the release of sensitive documents,
highlighting the potential threat to national security
and the exposure of innocent people that were
identified in them.

The WikiLeaks example illustrates the fine line
that is emerging between the freedom of the press
and national security, with advocates on either side
using the grey areas to their advantage. The stated
objectives of WikilLeaks are similar to those of
many other hacktivist groups, but WikiLeaks has
sought to operate largely within the accepted
bounds of bureaucracy and institutions. It does so
by citing the public’s right to information under the
legislation related to the freedom of information,
and through its partnerships with respected
mainstream news organizations.

Anonymous

Of the many different groups and individuals
that fall under the hacktivist banner, the initiative
known as Anonymous is by far the most prolific
and popular. In its 2012 ‘Time 100’ poll, Time
magazine readers voted Anonymous the most
influential entity in the world.”

Yy



Anonymous has a very particular membership

and affiliation structure, which makes it
exceedingly easy for an individual or group to aid
or participate in its activities, while making it
almost as difficult for those people to be identified
in isolation. In essence, Anonymous is composed
of many different online communities which act
collectively to target specific organizations. It is a
type of decentralized network with no clear
leadership, united by a shared goal or outcome. In
the McAfee white paper “Hacktivism: Cyberspace
has become the new medium for political voices”,
Anonymous is described as a ‘meme’ which can be
adopted by its members and affiliates in order to
act incognito.® The paper noted that the online
chat rooms frequented by Anonymous members
reached a peak of 3,000 simultaneous connections
during the Arab uprisings and ‘Operation
Payback’.” Its
programmers who actively hack sites and inject

members include computer
malicious code, as well as others who contribute to
conversations on the morals and ethics of selecting
a target, or who simply download software that
enables their machines to be used by other
members when launching attacks. One example of
an attack that relies on this kind of passive
participation is a Distributed Denial of Service
(DDoS) attack, which involves saturating a target
website with traffic until the server falls offline.
This helps to illustrate the loose structure, lack of
accountability and lack of hierarchy that
characterize Anonymous.

On 19 June 2011, operation AntiSec was jointly
launched by Anonymous and LulzSec, another
hacktivist cell. The targets were Governments, law
enforcement agencies and organizations perceived
by hacktivists as limiting individual freedoms.
Such initiatives were a cause for concern for both
hacktivists and non-hacktivists, particularly given
the fact that hacktivist ideals were at times
contested and challenged by the same individuals
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who approved of them in the context of other
initiatives.

One of the dangers of the hacktivist label is that
it provides an ideal cover for illicit cyberattacks
that do not mean to defend any human right.
Remaining anonymous works both for and against
the hacktivist culture, given that those other
hackers may operate outside the generally accepted
ethical framework of hacktivists, while claiming to
represent the community. Meanwhile, activists
who do stand for legitimite rights are often ignored
or even arrested once they are perceived as having
taken ‘extreme’ actions such as hacking.
Authorities sometimes take advantage of this
situation to push their own political agenda
through fear-mongering, especially fear of the
unknown. Indeed, fear of hackers can multiply
exponentially, given the scale and potential reach

of groups like Anonymous.

State-sponsored hacktivism?

The umbrella of national security has always
provided a convenient cover for the state, allowing
it to operate in secret with the justification of
acting in the interests of public safety and security.
Recently, States have also begun to enter the
hacktivist fray.
Stuxnet, Duqu, Flame and Gauss have caused

New computer worms like

alarm, prompting many countries and corporations
to rethink their strategies to cyberwarfare. Some
of these worms were designed to attack state
targets, such as Iranian nuclear facilities, Saudi
Arabian oil refineries and Lebanese banks accused
of laundering money for Iran. Many of these
worms have in fact been linked to the same group
of developers through similarities in their coding.
While these attacks could be attributed to
hacktivists at first glance, upon closer inspection
researchers determined that they were most likely
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state-sponsored, given the sophistication and scale
of the coding involved.®

Rights, freedoms and national security
in the digital age: The Arab region
in focus

The link between cyberactivity and public
security has been clearly demonstrated by the
events of the Arab uprisings. During these events,
some Governments accused online communities of
disrupting through  their
facilitation of public protests, while many of these

national  stability
forums claimed that they were making legitimate
demands for improvements to government
transparency, employment opportunities and the
promulgation of civil rights and freedoms. As will
be illustrated below, however, the online struggle
for rights and freedoms in the Arab region is not
easily separated from the imperatives of national
security and stability. Ultimately, an integrated
approach to addressing these issues must be

developed by the Governments of the region.

© vege - Fotolia.com

The 2011-2012 Press Freedom Index (PFI),
compiled annually by Reporters Without Borders,
shows a significant decline in press freedom in the
Arab region relative to global rankings. The
official Press Release that accompanied the 2011
PFI described the results of the Arab uprisings as
“mixed”: increasing crackdown in some countries
alongside great leaps for press freedom in others.
Compared to the 2010 PFI, six countries rose in the
ranks (Kuwait, Libya, Oman, Qatar, the Sudan and
Tunisia), four dropped significantly (Bahrain,
Egypt, Lebanon and the United Arab Emirates),
and the remaining seven saw their ranking drop
moderately. Many of these changes can be directly
attributed to the popular uprisings that broke out
across the region in 2011. Reported crackdowns on
popular movements, trials of human rights
activists, state violence, censorship, surveillance
and, in some cases, government manipulation of
journalists were all taken into account when PFI
was compiled.

Countries in the Arab region should be aware
that they may be viewed by hacktivists as potential
targets. Their perceived lack of support for press
freedom and human rights, alongside the
and popularity of
hacktivism, create a serious risk of attracting

increasing  sophistication
hacktivist attention. In some cases, political
activism or cybercrime could be perpetrated under
the guise of upholding the freedom of expression
or the right to information, as the WikiLeaks
example illustrates. These activities will continue
to expand and gain sophistication, given the ever-
evolving technological arsenal and increasing
human resources available to hacktivist cells.

ESCWA member countries should take stock of
the lessons learned since the establishment of
WikiLeaks and its public exposure of sensitive and
confidential documents. Many hacktivists thrive on
the culture of confidentiality that surrounds



government administrations, because it enables a
straightforward use of their talents as divulgers of
sensitive information. Governments may consider
providing public access to more information and
documentation as a form of counter-exposure.
They may even wish to reconsider the
classification of some confidential documents as a
way of pre-empting hacktivists and undermining
their value in the public eye. Any act seeking to
disrupt the stability of a Government that is
acknowledged as open and transparent would be
understood by the public as a legitimate cause for
concern. It will better serve both public interest
and national security if space is made for civil
dialogue and interaction with the government, and
for civil participation. Here technology can play
a key role in providing an open and accessible
environment, while maintaining some form of
peer moderation.

Conclusion

Given the evolution of journalistic practices;
the perception of poor human rights records in
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some ESCWA member countries; the significance
of hacktivism and the trend towards its alignment
with traditional media frameworks; and the ever-
increasing sophistication of hacker technology,
there is a growing possibility that those countries
may face a threat to their national security posed
by hacktivists. This is particularly true in cases
where conventional media outlets are perceived by
the general population to be biased or inaccessible;
where hacktivism is viewed in a positive light and
where its technologies are accessible; where
individual freedoms and human rights laws are not
enforced; and where a belief already exists that
collective action could achieve the desired changes
to the political structure.

Taking pre-emptive measures against the
exposure and threats caused by hacktivism,
government institutions may be well-advised
to consider making their administrations
more transparent and open in general. Such
reforms would certainly be in keeping with
current information transparency trends, and
would render the work of many hacktivists

largely obsolete.
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INFORMATION AND COMMUNICATIONS
TECHNOLOGY APPLICATIONS

Smart E-Governance: ICT for Economic Development
in the Arab Region'

E-government has  enjoyed  substantial
investment and attention over the last ten years in
most parts of the world, including in member
countries of the Gulf Cooperation Council. It has
focused strongly, first, on the efficiency of
performance in the back office through automating
previously paper-based processes, and second on
providing a large number of public services to
citizens and businesses online, in order to enhance
their efficiency. Implementing both of these
approaches to e-government is currently on the
high priority list of many countries seeking ‘more
for less’, within the context of international
economic downturn and increasingly restricted

national finances.

Today, a third approach to e-government is
becoming of critical importance. Even though it is
more difficult to implement and requires some
initial investment, it is likely to deliver exponential
benefits in the medium to long term. This approach
focuses on ‘smart e-governance’ and can be
characterized as accomplishing more by doing
things differently. It applies ICT to the public
sector as a whole, rather than separately
to individual government ministries and agencies,
with the goal of rationalizing and sharing
processes, data and resources across the system.
This approach has the benefits of cutting
out duplication, improving decision-making

processes and enhancing the impact of

governmental action.

This article seeks to demonstrate how
Governments in the Arab region could use ICT and

ye

data to adopt a ‘smart e-governance’ approach,
with the specific aims of boosting economic
growth and supporting job creation. Four areas
will be considered: open data, e-business support,
e-procurement and using ICT to connect with the
diasporas. Examples will also be drawn from the
experience of global leaders in e-governance.
Some of the suggested strategies are focused on the
long term and are relatively challenging to
implement, while others are more straightforward
and offer the possibility of positive results in the
short term.

Integrated e-governance: A quantum leap
in efficiency

E-government traditionally involves a ministry
or governmental agency making its existing
services available online. Joined-up or whole-of-
government approaches,” in contrast, use ICT to
establish links both within government offices and
between them, in order to increase efficiency.
Indeed, linking the back offices of agencies and
ministries together by re-engineering their work
processes can help cut out waste and support the
sharing of data and resources. Data about a
business can be shared so that the business is not
obliged to re-enter it each time it applies for a
service; or, for example, so that a ministry of trade
and customs, which has information in its database
about a company supplying overseas hospitals,
may link this information to the procurement plans
of the ministry of health. The same data could also
be shared with the ministry of employment, which
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can then source appropriate manpower or ensure
that training programmes are geared toward
available opportunities. These approaches are in
use in many European countries such as Denmark,
Germany and the United Kingdom of Great Britain
and Northern Ireland, where surveys consistently
show that they help both Governments and
businesses save time and money. In the United
Kingdom, for example, sharing data across new
internal cloud computing systems is part of a
radical plan that is expected to save up to 3.2
billion pounds (£) a year from a total annual bill of
at least £16 billion. Key to the new strategy is the
concentration of the Government’s computing
power into about a dozen highly secure data
centres. The construction cost could reach £250
million for each centre. These facilities would
replace the more than 500 smaller data centers
currently in use, each handling one department of
the central Government, police forces and local
authorities.

Some Governments have cited legal and ethical
reasons for not sharing data between ministries,
such as privacy and data protection rights. Joining
up back offices could, however, dramatically
increase the overall efficiency of public sector
operations. That objective has been pursued in the
Arab region, for example in Dubai through its E-
though the
Administrative Reform Program; and in Lebanon
through the Office of the Minister of State for
Administrative Reform — but with mixed results.

Business  Strategy; in Egypt

Problems or failures tend to be associated with
three factors: first, the lack of technical, semantic
and organizational interoperability = between
ministries appears to be preventing the exchange of
data. Second, management tends to be reluctant to
share data and other resources, perceiving it as a
threat to their authority. Third, the necessary
organizational skills, awareness and attitudes are

not in place.

One insight of the smart e-governance approach is
that citizens and businesses do not normally care
which department or agency provides a service, as
long as the service is efficient and of good quality.
Therefore, it isn’t necessary for users to understand
the structure of government or to deduce which
ministry or agency they should apply to. Instead,
different agencies and ministries can cooperate and
link together when useful, to provide, for example,
‘life event’ or ‘business event’ services that draw
on data from different places. By way of
illustration, registering a company normally
requires dealing with the business register, the tax
authorities, the employment ministry, trade and
customs agencies, and perhaps securing building
permits. These services could all be provided in
one package as a ‘business event’, with the
cooperation of all agencies and ministries
concerned. Joining up front and back offices
in this way could dramatically improve the
efficiency of government services and the
experience of end users, benefits which could be
enhanced through mobile and social media
applications, services providing location-based and
real-time support, and feedback and participatory
facilities. Together, these developments would
improve user satisfaction and the impact of

government services.

The United Nations (2008) illustrated such
developments in a figure which underlines how the
value of services increases when they are delivered
in a joined-up and integrated way, as compared to
when services are simply made available online as
in traditional e-government.

Evolving approach to public service delivery

Tradltional Governmant —b- E-government sl ‘Connecied

Government

Traditional Modes #— E-sarvices # Valus of Services
of Sarvice Delivery

Source: United Nations, 2008, p. 4.

Y¢



Sharing resources and ‘big data’ for better
decisions and better policies

Another benefit of smart

e-governance is that linking back and front

important

offices can improve policymaking for overall

socioeconomic development. Ministries or
agencies for trade, business development,
health, education or transport all have good data
on their own areas, but linking them together
provides a more powerful overall picture.
Policymakers can use this integrated or ‘big
data’ to take better-informed decisions and
advance policy development. The ‘big data’
resources now available in some countries are
being used for policy modelling, visualisation
and simulation, as well as data mining and
pattern recognition using ICT and semantic web
applications. The combination of these tools
with analytical methods (statistical, contextual,
quantitative, predictive, cognitive, etc.) has
given rise to the new discipline of ‘analytics’,
which some countries are now using
to dramatically increase government efficiency

and effectiveness.

One example comes from the Government of
Singapore, which employs ‘smart e-government’
to  support policy goals, such
as economic vitality and foreign investment. Its
Land Transport Authority (LTA) launched the
world’s first congestion charging system and has

broader

since continued to introduce innovation into
its business model. LTA has seen an 80
per cent reduction in revenue leakage from
“lost  transactions”,  while tripling its
performance capacity to 20 million fare
transactions per day. At the same time, its
ability to look holistically across the network to
help manage current demand allows it to predict
future needs and sustainable solutions to

accommodate a growing population.

vy
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Open data for economic growth and job
creation

Making public data open and accessible to
everyone, and not just other government agencies,
can do more than encourage a better-informed,
more transparent society. It can also lead to
economic gains from the reuse or recombination of
data in creative ways. Government, with minimal
cost to itself, can make large amounts of data
available so that others build innovative apps and
e-services. This makes sense, given that
Governments are often not in the best position to
extract commercial value from their own data.
According to the European Commission (2011),
open government data policies would increase
direct business activity in Europe by up to 40
billion euros (€) per year, or 0.3 per cent of GDP.
The same study showed that overall benefit,
including direct and indirect effects, could be
worth up to €200 billion per year, or 1.7 per cent of
GDP. In September 2011, an Australian study
found that open data unlocked value equal to five
times the cost associated with making it available
to the public. Specifically, the estimated value of
new economic activity plus cost savings was 25
million Australian dollars (A$) per year, compared
to a cost of A$4.6 million per year.

Coupled with appropriate macrochanges to
regulation and internal changes to the public
sector, a strategy to free up and open public data
could start to realize some of these benefits. One
concrete step in this direction would be the
platform  for

establishment of a  virtual

collaboration  between the public sector,
companies, social entrepreneurs and the youth.
This platform could have the immediate objective
of providing resources and support for the
development and implementation of applications
and e-services for public, commercial and

community users, aimed at both the domestic
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market and the foreign one. The platform should
also become a tool for boosting local and national
economies through developing skills, and helping
to establish companies and creating jobs.
Such a platform could tap into the talent and
enthusiasm of students and the youth, and enhance
the international profile of the country’s
ICT sector.

The collaborative platform here described could
be a hub for:

e Sharing resources such as standard tools and
applications for developing services, content
and applications;

e Sharing data from the public sector, as well as
data from other public domain sources, which
are structured, linked and machine readable;

e Sharing knowledge through consultancy,
communities of practice and working groups;
exchanging skills;

e Making apps available for copying and
adapting;

e Creating discussion forums, blogs, idea banks,
etc.

It is important that such a platform focuses not
just on existing companies but also on social
entrepreneurs, the hacker community, university
students and young people more generally. One
purpose of this kind of initiative is to include
hackers and young people within a collaborative
framework, rather than treating them as a threat.
The role of government, in addition to serving as
the initiator, active collaborator and partial funder,
is to ensure minimum standards, including
maintaining basic e-accessibility and e-inclusion,
as well as taking responsibility for the overall legal
and regulatory framework to ensure fairness and
fight corruption. Thus the government maintains
its unique responsibility, while also learning to
draw on other actors who have relevant interests,

expertise and resources to improve the overall
quality of services.

Streamlining regulation to support thriving
e-business

According to the World Bank Report Doing
Business (2011a), a fundamental prerequisite of
healthy economic activity is the existence and
application of good rules. The goal is to set
regulations that are efficient, accessible to all and
simple in their implementation. Rules must strike a
balance between safeguarding some important
aspects of the business environment and avoiding
distortions that impose unreasonable costs on

Where

burdensome and competition limited, success

businesses. business  regulation s
depends more on whom you know than on what you
can do. But where regulation is relatively easy to
comply with, transparent, accessible, and includes a
clear and open complaints procedure, anyone with
talent and a good idea should be able to start and
grow a business in the formal sector. The level of

corruption is also lower in such environments.

The World Bank indicators focus on a number
of ‘business events’, including starting a business,
dealing with construction permits, securing
electricity, registering property, paying taxes and
trading across borders. Much depends on access to
basic information, such as the documentation
needed for complying with regulations and
formalities. Although the Middle East and North
African region has improved its business
regulatory procedures over the last six years,
obtaining and using such information typically still
requires meetings with officials, involving
inconvenience, excessive wait times and possibly
corruption. By way of contrast, documentation
requirements for all high-income member
countries of the Organization of Economic

Yy



Co-Operation and Development are accessible
online, at an agency or through public notices.

In order to thrive, businesses need efficient
and transparent government institutions in the
economic development field. ICT is a powerful
tool for achieving this goal, saving time and money
for businesses and government alike. ICT also
facilitates access to information and compliance
with regulations.

Impressive savings through e-procurement
and e-invoicing

E-procurement both within and between
European countries is now a key policy priority. It
involves digitizing as much as possible of the value
chain, from the initial expression of interest to
finalizing the contract.  Although progress is
piecemeal, there is convincing evidence that e-
procurement can become a major source of savings
and economic development. European government
revenues are among the highest in the world, at 45
per cent of total GDP. Public authorities purchase
15 to 20 per cent of GDP (more than €1,500
billion) per year, and it is estimated that
widespread e-procurement and e-invoicing could
save at least 5 per cent of GDP, while reducing
transaction costs by at least a further 10 per cent.

However, currently less than 5 per cent of
public procurement is processed electronically,
meaning that potential annual savings of tens of
billions of euros have yet to materialize.
Furthermore, the European economy is composed
largely of Small and Medium Enterprises (SMEs)
which could benefit from easier access to public
procurement markets, increasing their ICT
capability and thus their level of competitiveness.
E-procurement is also very much about making

things transparent, and this is an important issue

Y
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for SMEs, which often suffer from a knowledge
disadvantage compared to larger firms (European
Commission 2006 and 2010).

For example, the Danish e-procurement system,
which was launched in January 2002, is not
compulsory but still leads to annual savings of €95
million for the Government. E-invoicing was
launched in January 2005 and was made
compulsory in 2006, resulting in annual savings of
€120 million.

e-invoicing, SMEs and micro companies are

For both e-procurement and

a special focus of Government assistance. The
policy in Denmark, as in other Scandinavian
countries, is that if small businesses start to
interface with the Government electronically, for
example through e-invoicing, then they will be
more likely to use other parts of the e-procurement
value chain, as well as to better develop the
electronic presence of their business more broadly
(Hein 2011and Skulason 2010).

Dubai has had its “Tejari” e-procurement
system in place since 2000, supplemented by
a 2002 Electronic Transactions and Commerce
Law. The system enables all purchase processes to
be undertaken electronically (Lootah 2006),
allowing for:

e e-tendering (submit — collect — evaluate tenders);
e e-cataloguing (upload — search);

e e-ordering (orders — invoices);

e e-auctioning (e-marketplace—negotiations).

Since its launch in 2000, over 2 billion of
United States dollars (US$) worth of business has
been conducted using Tejari. The use of e-
procurement by the Emirati Armed Forces has
resulted in 40 per cent savings on equipment
purchases, and 14 per cent savings for IT hardware
through structured online comparisons and

negotiations. In the Department of Health and
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Medical Services, efficiency has increased by 40
per cent, and 70 per cent of pharmaceuticals,
medical equipment and consumables have been
procured online, with more than 6,000 auctions
having taken place since the Ministry joined Tejari.

The Tejari system offers numerous benefits,
including simplified, transparent procedures, the
reduced duplication of procurement functions and
offices, more transparent and accountable
decisionmaking, benefits of scale due to
consolidated purchasing, and significant time and
cost savings. The obstacles to Tejari’s success
include a lack of awareness within the business
community, low numbers of participating suppliers
and buyers, and resistance to change from

traditional purchasing methods.

Connecting with the diasporas

According to the World Bank (2011b), Jordan
is number 11 in the global list of remittance-
receiving countries measured as a percentage of
GDP, while it is number 20 in the list of
remittance-sending countries in absolute terms,
with US$3.8 billion received and just over US$0.5
billion sent in 2010. These transfers are largely in
the form of workers’ remittances and employee
compensation. In 2008, remittances sent home by
migrants accounted for 2 per cent of GDP for all
developing countries; but they accounted for 16
per cent of GDP in Jordan and 22 per cent in
Lebanon in 2009.

Remittances sent home to developing countries
by migrants are three times the size of official
development assistance and represent a lifeline for
the poor. Flows are expected to continue to rise in
the future, having recovered in 2010 to pre-crisis
levels. The World Bank’s view is that remittances
generally reduce the level and severity of poverty.

They frequently lead to higher human capital
accumulation; higher health and education

expenditures; access to information and
communication technologies; greater involvement
in private enterprises; reductions in child labor;
and improvements to household preparedness for
natural disasters. This means that Governments
should treat remittances as private transactions,
and not as a substitute for debt or aid flows. They
should also attempt to tap into and channel
diaspora remittances much more systematically

and efficiently.

As technologies have improved and the
financial sector and telecommunications industry
have intermeshed, money transfers have become
simpler, cheaper and more widely available. Many
migrants have now switched from sending goods
and money by way of traders, and instead execute
money transfers through a variety of channels. The
composition of diasporas is highly diverse: it
typically includes professionals who contribute
strongly to remittances alongside unskilled and
semi-skilled workers. Although most remittances
are still very directly sent to family and friends, the
more professional members of diasporas are likely
to be open to opportunities to invest their resources
in banks, funds and bonds to support their home
country and perhaps make a small return. This
could be worth millions if not billions of dollars,
yet most countries lack a suitable channel for such
investments. Governments should seek to develop
alliances with their countries’ diaspora to facilitate
investment and ensure sustainable financing to
further the development objectives of their
countries. Using the Internet for information and
outreach, as well as to support a diaspora
community, can dramatically reduce barriers and
create incentives. Such a community could link
not only individual members of the diaspora
together, but also create a link between them and
the private sector, banks, non-banking institutions,



non-profit and civil society organizations of their
country of origin. This opportunity has been
seized upon and developed over many years by
India and Latin America, and is now gaining

ground in Kenya and Nigeria.

Social media is another area of great potential,
especially social and professional networks like
Facebook and LinkedIn. Although there are some
Arab diaspora networks that use these tools, most
seem to be region-specific, for example covering
the Lebanese diaspora in North America, and are
typically developed bottom-up by the diaspora
community itself, rather than being linked to a
government initiative. Efforts could be made to
link these groups with an umbrella initiative for the
specific purpose of increasing economic channels
between the diaspora and structured investment
opportunities in the country of origin. Both online
and offline infrastructures can also target the
skilled diaspora in particular, to serve as technical
advisers, knowledge brokers and catalysts for
projects in the home country. Such initiatives
could also provide investment channels for
returning expatriates to establish their own
businesses. This could help reverse the brain-drain
into a brain-gain for ESCWA member countries.
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Conclusion

Simply put, smart e-governance is a tool
and a means to the end of improved social,
economic, cultural and democratic development.
If it cannot be proven to serve these goals,
then it is meaningless, at least in the long
term. The purpose of this article has been to
focus specifically on the economic aspects
of smart e-governance, suggesting a variety
of strategies and illustrating them with
numerous examples. Some of these strategies
and examples are taken from countries on
the cutting edge of e-government technology,
and are probably beyond the short-term
objectives of many member countries of
ESCWA.
included in order to raise awareness and

Nevertheless, they have been

spark a dialogue on e-government in the
Arab region. However, many of the strategies
here outlined - especially support for e-
business, e-procurement, e-invoicing and
connecting with the diasporas — could be
adopted by ESCWA member

relatively quickly and easily, as they carry the

countries

prospect of significant benefits for the economy
and society more broadly.
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UNDERSTANDING CYBERCRIME: PHENOMENA,
CHALLENGES AND LEGAL RESPONSE

Cybercrime has become a concern for
developed and developing countries. The subject
matter is complex and includes technical,
ethical and legal issues. As for other aspects of
crime, a solid understanding of cybercrime is
crucial for developing strategies, policies and
legislation, and prevention; as well as for
establishing the processes of investigation
and prosecution.

The third edition of the International
Telecommunication Union publication,
“Understanding Cybercrime: Phenomena,

Challenges and Legal Response”,' written by
Marco Gercke, aims to provide a comprehensive
overview of the main topics linked to the legal
aspects of cybercrime. The report targets judges,
prosecutors, lawyers, law drafters, policy experts
and investigators. In order to ensure a broad
outreach, the publication will be translated to all
official languages used at the United Nations. The
first edition (2009) is already available in Arabic,
Chinese, English, French, Spanish and Russian
from http:/www.itu.int/ITU-D/cyb/cybersecurity/

projects/crimeguide.html. The translations of the

third edition are expected in 2013.
The publication contains six main chapters:

The first chapter provides an introduction
to the topic. It addresses the relevance of
fighting cybercrime for developing and developed
countries, and explains the relation between
cybercrime and cybersecurity.

Yv

The second chapter provides an account of the
different approaches that could be used to define
cybercrime and presents a typology. The chapter
also reviews the development of computer crime
and cybercrime over the last 50 years. It provides
detailed information about the phenomena, about
the main types of offences which are hacking,
identity theft and denial-of-service attacks, and
how they are usually committed. The chapter also
provides various references to scientific and
technical publications for further studies.

The third chapter is dedicated to the challenges
They include the
transnational dimension of crime, the speed of data

of fighting cybercrime.

exchange and the ability of offenders to hide their
identity by wusing means of anonymous

communication.

The fourth chapter highlights the importance of
strategy and legislation to address those problems.
It introduces possible components of the needed
strategy and legislation, underlining the role of
regulators in the fight against cybercrime.

Over the last few years, international
organizations participated intensely to the fight
against cybercrime. Chapter five provides
a summary of some of the activities undertaken
by international and regional organizations,
including the United Nations, the United Nations
Office on Drugs and Crimes, the International
Telecommunication Union, the European Union,
the Council of Europe, the African Union.



The main chapter of the publication is chapter
six, which provides an overview of the legal
response to cybercrime. It examines the issues of
definitions, substantive criminal law, procedural
law, electronic evidence, jurisdiction, procedural

law, international cooperation and the liability of
Internet service providers. It compares, discusses
and analyses the different texts of legal
frameworks established by regional organizations
and individual countries.
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Theory as a Framework for Social and Cultural Anonymous banner, in response to high-profile targets
Measurementsof the Information Society. The opposing internet piracy, and was later extended to also
Information Society. Vol. 22, No. 5, pp. 303-310. target those who opposed WikiLeaks. A timeline
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Cybercrime is an emerging global threat which affects developed and developing
countries alike. This Review examines selected aspects of cybercrime, underlining its effect
on the socioeconomic development of the Arab region. Those aspects include the action
of cyberdissidents and hacktivists, as well as specific cases of cybercrime in the region. The
publication reviews the project on the regional harmonization of cyberlegislation undertaken
by ESCWA, and stresses its importance in the fight against cybercrime.

The Review also addresses the issue of e-governance and its contribution to the economic
development of the Arab region, in the light of international experiences in the field. It presents
the first global web index launched by the Web Foundation and discusses its results for the
Arab region. The publication finally reviews ESCWA activities in the field of ICTs for the
second half of 2012.
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